
SHORT NOTES

SAGE duplex computers," in Proc. 1957 IRE Eastern Joint
Comput. Conf., 1957, pp. 160-163.

[3] R. W. Downing, J. S. Nowak, and L. S. Tuomenoska, "No. 1
ESS maintenance plan," Bell Syst. Tech. J., vol. 43, no. 5, pt. 1, pp.
1961-2019, Sept. 1964.

[4] M. M. Dickinson, J. B. Jackson, and G. C. Randa, "Saturn V
launch vehicle digital computer and data adapter," in 1964 Fall
Joint Comput. Conf., AFIPS Conf. Proc., vol. 26. Washington,
D. C.: Spartan, 1964, pp. 501-516.

[5] G. Y. Wang, "System design of a multiprocessor organization,"
NASA Electron. Res. Cen., Cambridge, Mass., Internal Tech.
Memo. RC-T-079, 1969.

[61 A. Avizienis, G. C. Gilley, F. P. Mathur, D. A. Rennels, J. A.
Rohr, and D. K. Rubin, "The STAR (self-testing and repairing)
computer: An investigation of the theory and practice of fault-
tolerant computer design," this issue, pp. 1312-1 321.

[7] A. L. Hopkins, et al., "A fault-tolerant information processing
system for advanced control, guidance, and navigation," M.I.T.
C. S. Draper Lab., Cambridge, Mass., Rep. R-659, May 1970.

[8] W. C. Carter, D. C. Jessep, W. G. Bouricius, A. B. Wadia, C. E.
McCarthy, and F. G. Milligan, "Design techniques for modular
architecture for reliable computer systems," IBM Res. Rep. RA12,
Mar. 1970.

[91 L. J. Koczela and G. J. Burnett, "Advanced space missions and
computer systems," IEEE Trans. Aerosp. Electron. Syst., vol.
AES-4, pp. 456-467, May 1968.

[10] A. I. Green et al., "STS data management system design," M.I.T.
C. S. Draper Lab., Cambridge, Mass., Rep. E-2529, June 1970.

[11] M. D. Anderson and V. J. Marek, "Evaluation of aerospace
computer architecture," presented at the AIAA Guidance, Con-
trol, and Flight Dynamics Conf., Pasadena, Calif., Aug. 12-14,
1968, Paper no. 68-836.

Analysis of Parallel Systems

THOMAS H. BREDT, MEMBER, IEEE

Abstract-A formal analysis procedure for hardware and software
computer systems is described. A system is described by a flow table
model. The concept of an output hazard is introduced to account for
effects of unbounded line delays. Necessary and sufficient conditions for
the abs@nce of output hazards are given. A system that contains no

output hazards is said to operate correctly if the system state graph
that describes all system states and state transitions is free from for-
bidden states and forbidden state sequences. A flow table solution for
the two-component mutual exclusion problem is analyzed and shown to
be correct.

Index Terms-Determinancy, flow tables, hazards, interlocks, models,
mutual exclusion, operating system, program correctness, systems analysis.

INTRODUCTION

A major concern for computer designers is the develop-
ment of formal procedures for the analysis of hardware and
software systems. A model has been developed in which fun-
damental-mode flow tables are used to describe the operation
of each system component [1], [2]. Procedures for synthesiz-
mg and analyzing sequential circuits are well known [13].
Analogous procedures have been developed for a class of
sequential programs [3]. Thus the flow table model provides
a common basis for the analysis of the interactions of pro-
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gram and circuit components in a computer system. This
model is finite-state, that is, it can describe only programs
and circuits that are equivalent to finite-state machines.
When considering the interactions of program and circuit
components, a finite-state model may not be overly restric-
tive. In this short note, a formal analysis procedure for sys-
tems described using the flow table model is presented. To
illustrate the application of the procedure, a solution to the
two-component mutual exclusion problem is analyzed.

The Mutual Exclusion Problem
In this problem, the system has two or more components

that are operated concurrently and contain critical sections.
Such components must be controlled so that the following
two restrictions are always satisfied: 1) at most one compo-
nent is in its critical section at any instant; and 2) if a com-
ponent wants to enter its critical section, it is eventually
allowed to do so. This definition of the mutual exclusioA
problem is the one used by Knuth [10]. Dijkstra [5], [6] has
studied a slightly different version of the problem in which
it is possible for a component to be blocked from its critical
section indefinitely. The components in the mutual exclusion
problem usually represent the process of executing a sequen-
tial program. In this short note, hardware processes are
included as well. The nature of the critical sections is not
important to the development of a solution. Typically, a
critical section contains an access to a common memory
location, file, or system table.

PARALLEL SYSTEMS

In the flow table model, a parallel system is defined as
follows.

Definition 1: A parallel system is a finite collection of N
components Cl, * *, CN and M lines 11, * I*,IM. Each
component Ci has a set of distinct input variables called the
component input set Ii= {xil, Xi2 .* * Xi,}, 1.<.<M,
j= 1, ... , n, and a set of distinct output variables called the
component output set 0-= Xil, Xi2, * * *, XiM}1I < q<M,
j=1, * * , m. Each line l= (Xj, x;) connects a component
output variable X, with a component input variable xi.
Lines carry binary level values and value changes propagate
from component output to input. Each output variable
must be connected by a line to exactly one input variable
and each input variable must be connected by a line to ex-
actly one output variable. The operation of each component
is described by a completely specified flow table with a desig-
nated initial state. The initial value of each line is the value
specified for the output variable associated with the line.
The values of component input and output variables define

the component input state and output state, respectively. The
assumptions about physical delays in a parallel system are
the following: 1) the time for a value change to propagate
from a component output to a component input (line delay)
is finite and unbounded; and 2) within a component, delays
are finite and bounded.
The parallel system solution for the two-component mu-

tual exclusion problem is shown in Fig. 1. The initial inter-
nal state for each component is internal state 1. Components
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Fig. 1. Parallel system for the two-component
mutual exclusion problem.

C1 and C2 contain critical sections that are entered and left
exactly once when the component is in internal state 2 with
the 1 input state.
Our definition of a parallel system is similar to the defini-

tion of a circuit given by Muller in his study of speed inde-
pendence [15]. Muller assumes that line delays are zero and
that special delay elements are specified when line delays
can affect system operation. Parallel systems are also similar
to the finite-state computational schemata defined by Luconi
[11]. Luconi also assumes that delays are present in compo-
nents and not in lines.
The intent of our line delay assumption is that line delays

cannot be controlled. As a result, components may see mul-
tiple-input changes. To ensure that each input change
results in a unique internal-state transition for the compo-

nent, component operation is separated into two phases. In
the first phase, the present input values (input state) are re-

corded in a rank of flip-flops called the input rank. In the
second phase, the recorded input values and the present in-
ternal state determine the component response. When the
response is complete, the two-phase cycle of operation begins
again. Given a value change for a component input variable,
we say the new value is recognized by the component if the
new value is recorded in the appropriate flip-flop of the
input rank during some cycle of component operation.
The following example illustrates a situation in which an

input change may not be recognized by a component. The

parallel system is defined in Fig. 2. Initially, component C3

is unstable and will enter internal state 2, setting X2 and XA3
to 1. At this point the following sequence of events may

occur. x2 becomes 1. C1 recognizes this input change and
enters internal state 2, setting X1 to 1. xi becomes 1. C3
recognizes this input change and enters internal state 1,

setting X2 and X3 to 0. This entire sequence may be com-

pleted such that either X3 never becomes 1 or is equal to 1

for such a short time that C2 never recognizes the change in
the value of X3 from 0 to 1. The possibility of spurious input
value transitions is undesirable and should be avoided.

Output Hazards

The following definitions and theoretical results are intro-
duced to develop a more formal understanding of the diffli-
culties present in the foregoing example. Consider compo-
nents Ci and Cj and a line Ik= (Xk, Xk) from C. to Cj.

Definition 2: Let a and b be internal states for Ci for which
output variable Xk has the values 1(0) and 0(1), respectively.
An output 1(0) hazard is the possiblity of a transition from
a to b when input variable xk has the value 0(1).
Output hazards are examples of transformation losses in

lines in the terminology of Luconi [II]. These hazards have
called "resolution hazards" by Wood [16].
We say that a component Ci is connected to a component

Cj if: 1) there is a line from an output of C. to an input
of Cj; or 2) there is a line from an output of Ci to some

component Ck and Ck is connected to Cj. Since there is no
bound on the time for a new value to propagate to a com-

ponent input, it follows that if component C, changes out-
put variable Xk from 0 to 1 to 0 and component C, with
input variable Xk is not connected to Ci, an output 1 hazard
exists. A similar result,holds for an output 0 hazard.
Theorem 1: Necessary and sufficient conditions for the

) 2 3 3

) 2) 3
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absence of output 1(0) hazards: Let component Ci change
the value of output variable Ck from 0(1) to 1(0). There is no
output 1(0) hazard when Ci changes Xk from 1(0) to 0(1) if
and only if the value of Xk is changed to 0(1) only after C.
recognizes an input value produced in recognition of the
1(0) value for Xk.

Proof of Sufficiency (for output I hazard): Since C. does
not change Xk to 0 until it recognizes an input value pro-
duced in recognition of the 1 value for Xk, the 1 value for
Xk must have propagated to a component input and xk must
have the value 1. Thus there is no output hazard.

Proof of Necessity (for output 1 hazard): We prove the
contrapositive. Let Ci change Xk to 0 without first recogniz-
ing an input value produced in recognition of the 1 value for
Xk. Since the line delays are unbounded, there can be no
guarantee that the 1 value has propagated to the component
input and it is possible that Xk is 0 when Ci changes Xk. By
Definition 2, an output 1 hazard exists.

Suppose there are no output hazards in a parallel system,
that is, every output value produced must propagate to the
associated component input. Since the operation of each
component is described by a completely specified flow table,
each component must have a stable state in every column of
the flow table and in particular every column in which the
new input value appears. Since internal component delays are
bounded, the component will recognize the new input value
in a finite time, if the new value remains present. Consider
the possibility that a new input value must appear but that
it is not present long enough to be recognized by the com-
ponent. Since the time for an input value change to reach the
component is arbitrary, if it is possible for the new value to
appear and not be recognized, it must be possible for the
new value not to have appeared at all. That is, an output
hazard must exist. But this contradicts the assumption that
there were no output hazards and hence it must be impossible
for a new input value to appear but not be recognized. The
conclusion of the argument is the following theorem.
Theorem 2: If a parallel system has no output hazards,

every output change produces an input value that must be
recognized.
The absence of output hazards is not only sufficient to

ensure that all input changes are recognized, but also neces-
sary as well.
Theorem 3: If every output change produces an input value

that must be recognized, the parallel system has no output
hazards.

Proof: This proof also follows from the fact that line
delays are of arbitrary duration. Suppose a parallel system
has an output 1 hazard in line Ik= (Xk, Xk) which joins com-
ponent Ci to component Cj. By Definition 2, it is possible for
Ci to change Xk from 1 to 0 when Xk has the value 0. But
since line delays are arbitrary, it is also possible that Xk
momentarily has the value 1. As a consequence of the two-
phase cycle of operation defined for components, Cj does not
monitor its inputs continuously. Therefore, it is possible that
the 1 value for Xk will not be recognized. The possibility of

the possibility of a 0 input that is not recognized and the
proof is complete.

In general, there may be many connections from the com-
ponent that recognizes a new input value back to the com-
ponent that produced it. Furthermore, these connections
may be through many other components and require many
more hazard-free interactions. Thus it is difficult to specify
efficient methods for testing for the presence of output
hazards.

DESCRIPTION OF SYSTEM OPERATION

Given a parallel system, the following procedure detects all
output hazards present in the system and, in the case when
no such hazards exist, produces a directed graph description
of the operation of the system.
The component state or total component state is defined by

the component internal state and input state. The initial
component state of the control component C3 in Fig. 1 is
written 1-00. Since the output state of each component is
determined by the component internal state, it is unnecessary
to include the output state in the definition of total com-
ponent state. The system state or total system state is defined
by the N-tuple consisting of the component states for each
of the N components in a parallel system. The initial system
for the parallel system in Fig. 1 is written (1-0, 1-0, 1-00).
The initial system state is unique.
A component is stable if the flow table entry for the present

total component state is the same as the present internal
state; otherwise, a component is unstable. A line is stable
if the value at every point in the line is the same; otherwise,
the line is unstable. A sufficient but not necessary condition
for a line Ik= (Xk, Xk) to be unstable is that Xk and xk have
different values.
Given two system states A and B (A # B), B is said to be

an immediate successor of A if the following two conditions
are satisfied: 1) if a component input has a value in B differ-
ent from the value in A, the line was unstable in A; and 2)
if a component internal state in B is different from the cor-
responding internal state in A, the component was unstAble
in A and the B value is the next-state entry in the component
flow table as determined by the total component state in A.
In the initial state (1-0, 1-0, 1-00) for the system of Fig. 1, all
lines are stable but components C1 and C2 are unstable. There
are three immediate successor states to this system state.
They are (2-0, 1-0, 1-00), (1-0, 2-0, 1-00), and (2-0, 2-0, 1-00).
In system state (2-0, 2-0, 1-00), line l1=(X1, xi) and com-
ponent C2 are unstable. The immediate successors are
(2-0, 2-0, 1-00), (2-0, 1-0, 1-10), and (2-0, 2-0, 1-10). In
general, if p lines and components are unstable in a given
system state, there are 2P-1 immediate successor states.
The system state graph is a directed graph the nodes of

whichare the system states entered during the operation of
the parallelsystem. Two system states A and B are joined by
a directed arc from A to B if and only if B is an immediate
successor of A. Given two system states A and B, B is said
to be a successor of A if: 1) B is an immediate successor of A;
2) B is a successor of an immediate successor of A. We use
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Fig. 3. Systenm state graph for the two-component mutual exclusion probiem.

the system state graph to describe the operation of a parallel
system. The procedure for obtaining this graph is given
as follows.

Procedurefor Finding the System State Graph
1) Given the initial system state, determine all immediate

successor states.
2) Consider each immediate successor state as a system

state and determine all immediate successors.
3) The procedure terminates when all immediate suc-

cessors of the immediate successors introduced in steps 1 and
2 have been determined.

4) (Check for output hazards.) If a system state A has an
immediate successor B such that internal state a in A for
some component Ci and internal state b in B for the same
component satisfy the conditions in Definition 2, an output
hazard exists.

This procedure considers all possible state transitions for a
parallel system; therefore, all output hazards are detected.
The system state graph for the two-component mutual

exclusion problem solution of Fig. 1 obtained by the preced-
ing analysis procedure is shown in Fig. 3. There 64 system
states entered during the operation of this system.

CORRECT OPERATION FOR PARALLEL SYSTEMS

Let us consider what it means to say that a parallel system
operates correctly. The mutual exclusion problem has been
formulated as a word statement with two restrictions that
must be met if the problem is to be solved. We would like to
show that the parallel system of Fig. 1 correctly solves the
mutual exclusion problem. Notice that this system runs in
definitely and never halts. As a result, our concept of correct
operation differs from the idea of correctness for individual
programs where correctness often means that the program
halts and gives the desired answer [7], [12]. We require that
the restrictions on system operation be formulated as
forbidden states, system states that must never occur during

the operation of the system, and forbidden state sequences,
finite or infinite sequences of system states that also must
never occur.

Definition 3: A parallel system is said to operate correctly
with respect to a given problem if the forbidden states and
forbidden state sequences associated with that problem never
occur during the operatio'n of the system.
A parallel system has a finite number of system states;

therefore, all infinite state sequences must contain one or
more cycles where each cycle is defined by a finite sequence of
a finite sequence of system states such that the first and last
states in the sequence are the same. To test if an infinite state
sequence ever occurs, it is sufficient to test if the cycles that
define the state sequence every occur.

Correctness of the Solution to the Two-Component
Mutual Exclusion Problem
The first restriction associated with the mutual exclusion

problem states that at most one component may be in a
critical section at a time. This means that system states of
the form (2-1, 2-1, *) must never occur. The asterisk * indi-
cates that any component state is acceptable for component
C3. From an examination of the system state graph, it can
be determined that no states with this form are entered and
as a result the first restriction is satisfied. The second restric-
tion states that whenever a component, say C1, wants to
enter its critical section (C1 is in component state 2-0), C1
must eventually enter its critical section (component state
2-1). Thus whenever the system enters a system state of the
form (2-0, *, *-I*), that is, component C1 has requested
access to its critical section and the request has propagated
to the control input, every state sequence with such a state as
its initial state must contain a state of the form (2-1, *, *).
There are 16 system states that have the form (2-0, *, *-I*).
Every state sequence from these states contains a state of the
form (2-1, *, *). Therefore, when C1 requests access to its
critical section, it must gain access. The argument that C2
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must gain access to its critical section when it desires follows
in a similar manner. We conclude that the parallel system of
Fig. 1 is correct with respect to the mutual exclusion prob-
lem.

Other Concepts of Correct Operation
The notion of correct operation developed here for the

flow table model can be compared with the concepts of
correct operation proposed by Luconi [1 1], Karp and Miller
[8], [9], and Muller and Bartky [15]. The solution to the
mutual exclusion problem is not determinate in the sense
that the sequence of values for each system variable is
unique. This follows because the values for the internal-
state variable of the control component C3 depend on the
order of arrival of requests from the components C1 and
C2. It is also possible to construct correct (in the sense used
in the flow table model) solutions to the mutual exclusion
problem that are neither output functional as defined by
Luconi nor speed independent as defined by Muller. Finally,
it is possible to construct systems that are identical in their
determinacy, output functionality, or speed independence
to the correct solution of the mutual exclusion problem, but
do not correctly solve this problem [4].

CONCLUSIONS
An analysis procedure for parallel systems has been de-

scribed. This analysis procedure can be applied to any finite-
state system if restrictions on system operation can be stated
in terms of forbidden states and forbidden state sequences.
This type of analysis is intended for use in the study of
hardware and software interaction in computer systems.
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Locatability of Faults in Combinational Networks
F. GAIL GRAY, MEMBER, IEEE, AND

JOHN F. MEYER, SENIOR MEMBER, IEEE

Abstract-A formal model for the study of reliable combinational net-
works is introduced and used to determine network properties conducive
to the location of faults. The usual concept of fault location is generalized
to be an interval on the partially ordered set of subsets of network nodes
that classifies nodes into three disjoint sets: a faulty set, a fault-free
set, and an indeterminate set. After developing basic properties of
locatable faults, necessary and sufficient conditions for a fault to be
locatable in an arbitrary network are stated and proven.

Index Terms-Combinational networks, directed graphs, fault diag-
nosis, fault location.

I. INTRODUCTION

The study of fault detection and location in combinational
networks has been primarily concerned with the develop-
ment of algorithms to -generate diagnostic tests or test
sequences (see [1], [4]-[7], for example) where the desired
"locatability" is specified, e.g., if location is to within
modules-(packages), the modules are known. This investiga-
tion, on the other hand, is concerned with the discovery of
fundamental network properties that are conducive to fault
location with no restrictions placed on either the fault class
or the set of primitives. Such results may eventually allow
for the original design of networks with a high degree of
fault locatability.

Section II describes a general concept of fault location de-
fined for combinational networks where the latter are un-
restricted in the sense that nonbinary coordinate sets are
allowed and "multiple-output" functions are permitted at
the nodes. Some basic properties of locatable faults (in the
general sense) are then derived, followed by a specialization
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