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ABSTRACT
Reconfigurable hardware, such as Field-Programmable Gate Arrays (FPGAs), has
become a very important component in various applications, including communication,
networking, and storage systems. With the re-programmable feature and a tremendous
increase in on-chip logic and routing resources, contemporary reconfigurable hardware
also opens new opportunities in designing dependable systems with fine-grained
hardware redundancy.
In traditional dependable systems using hardware redundancy, fault tolerance is
realized by replicating functional modules at the level of a chip or a board. Such coarsegrained hardware redundancy is very expensive. In reconfigurable hardware, however, a
more cost-effective method is made possible by using an alternative configuration in
which the faulty parts are replaced with originally unused resources in the same device.
Dependable computing using reconfigurable hardware requires three layers of
support. First, Concurrent Error Detection (CED) is required in order to guarantee the
correctness of outputs and detect errors. Second, transient error recovery is needed to
restore normal operations from failures due to temporary environmental disturbances.
Third, permanent fault recovery, including fault location techniques and reconfiguration
strategies for tolerating permanent faults, is required to repair a system with physical
failures in the hardware. Since these techniques are executed at run-time, it is desired to
minimize their performance impact and to ensure high availability.
We investigate the issues in each layer of support for dependable computing in
reconfigurable hardware.

For CED techniques, we present the inverse comparison

scheme suitable for applications with unique inverses. For transient error recovery, we
examine a memory coherence issue in the recovery process and present a dirty-bit
memory coherence technique with low execution time overhead. For permanent fault
recovery, we present an integrated scheme using the column-based precompiled
configuration technique for repair and the blind reconfiguration approach for fault
location.

Our techniques ensure very fast and cost-effective fault recovery in

reconfigurable hardware.
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Chapter 1
Introduction
1.1 Background
With the prevalence of computing systems in various applications, dependability
has become an essential factor for computing system design. For example, in unmanned
space environments, dependability of a computing system has a major impact on the cost
of a mission because it is difficult to replace the system once it becomes faulty. Other
examples include mission-critical terrestrial applications such as nuclear reactors, fly-bywire systems, and life-critical systems.
Dependability comprises availability, reliability, testability, maintainability, and
fault-tolerance [Siewiorek 92].

Availability is the probability that the system is

operational at a specified time. Reliability is the probability that the system is operational
up to a specified time. Testability is the ease with which the system can be tested,
including the capability for both manufacturing tests and on-line tests during operation.
Maintainability is the probability that a failed system can be repaired within a specified
time. Fault-tolerance is the ability of the system to operate correctly in spite of some
specified faults.

In general, a dependable system requires error detection during

operation for testability, and fast recovery and repair schemes for enhancing availability,
reliability, maintainability, and fault-tolerance.
Unfortunately, although there is a thrust from users for improving dependability
of computing systems, the trend of technology scaling results in more sensitive circuits
and greater challenges for reliability [Dai 99, Nagaraj 99, Seifert 01]. With the shrinking
of device feature size to deep sub-micron, the amount of charge required to activate a
transistor reduces.

This makes transistors more susceptible to upsets caused by

radioactive particles [Dai 99, Seifert 01]. Meanwhile, however, the die size becomes
larger and larger in order to package more functions in a chip. As a result, the larger dies
become even more susceptible to failures.
Dependable computing systems can generally be realized by two hardwareoriented approaches: fault avoidance and fault tolerance, for achieving better reliability.
Fault avoidance refers to techniques that are used to prevent the occurrence of faults
1

[Pradhan 96]. Examples of fault avoidance techniques are to use shielded or radiationhardened devices to alleviate the influence of radioactive particles in a radiation-intensive
environment. However, shielding increases the volume and weight of the device, and
radiation hardening is very expensive and is not widely available.

In addition,

development of radiation-hardened devices generally lags behind the most advanced
technology. For example, while the most advanced Field-Programmable Gate Arrays
(FPGAs) have the maximum capacity of 10M system gates and 3.5Mb on-chip memory
(e.g., Xilinx Virtex-II XC2V10000 FPGAs), the largest radiation-hardened FPGAs
contain only 1M system gates and 130Kb on-chip memory (e.g., Xilinx QPRO-Virtex
XQV1000 FPGAs) [Xilinx 01].
For fault tolerance, hardware redundancy is a commonly used approach
[Siewiorek 92, Pradhan 96]. Traditionally, hardware redundancy is realized at a coarsegrained level. All functional modules in a system are replicated at the level of a chip or a
board so that faults in part of the system can be tolerated.
A typical example of fault tolerance using hardware redundancy is a Triple
Modular Redundant (TMR) system, which is shown in Fig. 1-1(a). In a TMR system,
three functional modules are designed to perform the same functions, and a voter is used
to determine the correct output and mask faults in the system.
Another example of fault tolerance using hardware redundancy is a hybrid
redundant system [Siewiorek 92], which is shown in Fig. 1-1(b). In a hybrid redundant
system, N out of (N+S) identical modules are active, and their outputs are voted to
produce the system output. When a disagreement among the outputs is detected, the
modules in the minority are considered to be failed and are replaced by the equivalent
number of spare modules.
Module
1
Module 1
Input

Module 2
Module 3

Voter

Output

Module
2
.
.
.
Module
(N+S)

.
.
.

Select N
out of
(N+S)

1
2
N

.
.
.

Voter

System
output

Control
Detector
for
.
.
. Disagreement

(a)
(b)
Figure 1-1: Coarse-grained hardware redundancy. (a) TMR. (b) Hybrid redundancy.
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Although a TMR or a hybrid redundant system achieves substantial improvement
in dependability, such coarse-grained hardware redundancy is very expensive in terms of
area overhead. Therefore, there is a strong drive for a more cost-effective solution for
dependable computing systems.
Recently, reconfigurable hardware, such as SRAM-based FPGAs or Complex
Programmable Logic Devices (CPLDs), has emerged as excellent candidates for building
cost-effective dependable computing systems [Culbertson 97, Mange 98, Saxena 98].
Unlike traditional Programmable Logic Arrays (PLAs) that are one-time configurable,
contemporary reconfigurable hardware uses memory, such as SRAM or DRAM cells, to
store the functional configuration and can thus be reprogrammed at run-time.
With the advance of process technology and device architecture, currentgeneration reconfigurable hardware can be used to implement millions of logic gates with
the maximum clock rate up to several hundred-MHz [Altera 01, Xilinx 01]. Integrated
with the run-time re-programmable feature, reconfigurable hardware provides the
flexibility to optimize a computing system for different figures of merit, including timeto-market, performance, cost, and fault tolerance.
From the time-to-market perspective, the design cycle of a novel product is
drastically reduced by using reconfigurable hardware. There are two reasons for this
advantage. First, components using reconfigurable hardware can be directly constructed
by downloading the configuration bit-stream created by CAD tools without actual
fabrication of detailed circuitry. Second, designs can be emulated and verified using
actual components of the product, and making design changes is much easier than the
traditional Application-Specific Integrated Circuit (ASIC) approach.

Since time-to-

market is very crucial in the highly competitive electronics industry, FPGAs and CPLDs
have become key components in various applications, including communication,
networking, and storage systems. A typical example is the extensive use of FPGAs in
switches and routers in current networking industry [Cisco 01, Nortel 01].
From the performance perspective, the abundance of logic and routing resources
in current reconfigurable hardware makes it possible to implement highly parallel
architectures to boost the throughput of many applications [Hauck 98, Huang 00a]. Even
though the clock frequency of applications in reconfigurable hardware is not as high as
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current general-purpose microprocessors, the performance gain because of the parallelism
in reconfigurable hardware is still considerable for some applications.
From the cost perspective, optimized designs of different applications can be
multiplexed in time domain on the same reconfigurable hardware to achieve better
efficiency [Chang 98, Trimberger 98]. Compared to ASICs that can only implement a
certain “glue-logic” in a chip, the versatility in reconfigurable hardware significantly
reduces the cost both for a commercial computing system and for the design process of a
product.
From the fault tolerance perspective, the re-programmable feature makes it
possible to tolerate faults within a chip by using an alternative configuration that replaces
faulty parts with previously unused resources in the same chip. Equivalently, this method
realizes the hardware redundancy at a fine-grained level.

Because reconfigurable

hardware is not specifically tailored for a certain function, applications normally do not
utilize all resources in reconfigurable hardware.

Consequently, fine-grained, idle

resources for replacement are generally available within reconfigurable hardware, and the
resulting cost for fault tolerance can be significantly lower than conventional coarsegrained hardware redundancy approaches.
Various dependable, Adaptive Computing System (ACS) architectures using
reconfigurable hardware have been proposed. Two examples, the Multi-Threaded ACS
(MT-ACS) architecture [Saxena 00] and the Dual-FPGA ACS architecture [Mitra 00b],
are shown in Fig. 1-2.

Multi-threaded
Processor

I/O

Memory

Reconfigurable

Reconfigurable

FPGA 1

FPGA 2

Controller

Controller

Reconfigurable
Coprocessor

Memory

(a)
(b)
Figure 1-2: Dependable ACS architectures. (a) MT-ACS. (b) Dual-FPGA ACS.

In the MT-ACS architecture, a multi-threaded processor, memory, I/O devices
and a reconfigurable coprocessor are connected to a bus.
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Applications exhibiting

parallelism can be mapped and executed on the reconfigurable coprocessor for
performance improvement. Fault tolerance in the system is accomplished by both voting
on multiple threads for the same computations in the multi-threaded processor and the reprogrammable feature of the reconfigurable coprocessor.
In the Dual-FPGA ACS architecture, each FPGA is configured to run certain
applications with some error detection schemes. The controller on each FPGA monitors
the error signal from the other FPGA and reconfigures the other FPGA to tolerate faulty
parts when necessary.
To fully exploit the advantage of reconfigurable hardware in building dependable
computing systems, the following run-time supports are necessary and are investigated in
this dissertation:
•

Concurrent Error Detection (CED) schemes that detect errors on-line for
applications implemented in reconfigurable hardware.

Such schemes

should have low performance overhead and guarantee the correctness of
system output.
•

Transient error recovery techniques for restoring normal operations from
failures due to temporary environmental disturbances.

Short latency is

desired for these techniques in order to reduce system downtime and
enhance system availability.
•

Permanent fault recovery techniques for repairing a system with physical
failures in the hardware.

These include fault location techniques for

providing diagnostic information and repair techniques by reconfiguration
for permanent fault tolerance.

Short diagnostic latency is desired for

reducing system downtime, but a very fine-grained fault location resolution
is not always necessary.

A reasonable fault location resolution that is

acceptable for the run-time reconfiguration strategy used for repair is
sufficient.

1.2 Contributions
We have investigated various dependable computing techniques in reconfigurable
hardware. The techniques include low-overhead, application-specific CED schemes in
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FPGAs, transient error recovery techniques in FPGAs with a related memory coherence
strategy, and a reconfiguration scheme for both permanent fault location and fault
tolerance. In particular, the following summarizes the contributions of this dissertation:
•

We present an inverse comparison CED technique suitable for applications
that have unique inverse transformation.

This technique has been

developed and implemented in the LZ compression application in FPGAs
and has low area overhead.
•

We have developed and implemented rollback recovery techniques for
restoring normal operations in the LZ compression application from
transient errors that do not change configuration data of the reconfigurable
hardware.

•

We have identified the methodology using the configuration readback and
writeback features in contemporary FPGAs for error detection and
correction in configuration data. Integrating this methodology with the
rollback recovery technique, the joint error recovery scheme restores
normal operations from transient failures in reconfigurable hardware.

•

We have developed a dirty-bit memory coherence strategy for transient
error recovery in FPGA configuration data. The memory coherence issue
arises in transient error recovery schemes because the configuration error
recovery using readback and writeback may corrupt user memory data
stored in the FPGA. Simulation results show that our technique guarantees
memory coherence during transient error recovery in reconfigurable
hardware and has low overhead on user operations.

•

We have developed a new technique, the column-based precompiled
configuration approach, for tolerating permanent faults in reconfigurable
hardware. The post-fault-location system downtime can be minimized, and
the storage overhead for extra configuration data is significantly reduced
compared to previous reconfiguration techniques.

•

We have developed a new technique, the blind reconfiguration approach,
as a fast alternative for run-time fault location in reconfigurable hardware.
With the integration of CED schemes and the reconfiguration strategy for
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fault tolerance in reconfigurable hardware, our technique achieves
significant availability improvement by minimizing the number of
reconfigurations required for the entire fault location and recovery process.

1.3 Outline
This dissertation summarizes my work in developing dependable computing
techniques in reconfigurable hardware. Detailed descriptions of results are found in the
appendices, which are reprints of published or submitted papers.
Chapter 2 overviews the architectural model for reconfigurable hardware used in
this dissertation.

Our model is consistent with SRAM-based FPGAs commercially

available in current industry. Therefore, in this dissertation, we use the term “FPGA”
interchangeably with reconfigurable hardware.
Chapter 3 describes CED techniques for detecting errors during operations. A
survey of application-independent approaches is presented followed by a summary of an
application-specific technique, the inverse comparison CED, developed for applications
with unique inverse.
Chapter 4 describes transient error recovery techniques in reconfigurable
hardware and the related memory coherence issue. A rollback recovery scheme for LZ
compression and FPGA configuration error recovery techniques are described, and the
dirty-bit memory coherence strategy is presented for solving the memory coherence
issue.
Chapter 5 presents reconfiguration strategies for tolerating permanent faults. We
begin the chapter by a review of previous approaches and a discussion of their advantages
and drawbacks. We then present the column-based precompiled configuration approach
for FPGA fault tolerance. Experimental results in storage overhead reduction for extra
configuration data are provided and compared with previous approaches, and theoretical
analyses for dependability improvement are presented.
Based on the column-based precompiled configuration approach, Chapter 6
presents a fast alternative, the blind reconfiguration approach, for run-time fault location
in FPGAs. An enhanced version of our approach that minimizes the overall latency of
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fault location and recovery is also presented. We then briefly discuss a case study of
applying our approach in the LZ compression application in FPGAs.
Chapter 7 concludes the dissertation.
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Chapter 2
Reconfigurable Hardware Model: SRAM-Based FPGAs
Figure 2-1 shows the model for the programmable logic array of reconfigurable
hardware used in this dissertation. This model is consistent with contemporary SRAMbased FPGAs [Xilinx 01]. In this model, the programmable logic array of reconfigurable
hardware consists of three basic elements: Configurable Logic Blocks (CLBs),
Connection Boxes (CBs), and Switch Boxes (SBs).
CLB

CLB

CLB

CLB

CLB

CLB

CLB

CLB

CLB

CLB

CLB

CLB

CB

…

SB

…

1 CLB Column

Figure 2-1: The programmable logic array of reconfigurable hardware.

In this architecture, a CLB contains SRAM lookup tables (LUTs) that store the
truth tables of user-defined combinational logic functions. In this way, a combinational
logic gate is realized by looking up the value in the LUT that is addressed by the
corresponding gate inputs.
Because LUTs are implemented in SRAM cells, they can also be configured as
memory modules in user applications.

Here, memory modules refer to all types of

memory implemented as RAM modules, such as RAM and FIFO. Bistables such as flipflops and latches, however, are excluded from memory modules implemented in LUTs
because of area efficiency. Instead, they are implemented as separate modules in each
CLB to realize sequential logic. Each CLB may also contain multiplexers and other
dedicated circuitry in order to enhance functional flexibility and to speed up certain paths
with long delay, such as the carry chain in a ripple adder [Xilinx 01].
9

To implement a logic network, CLBs are connected through horizontal and
vertical wiring channels located between two neighboring rows or columns. To enhance
the connectivity, there are various kinds of wires with different lengths for connecting
various CLBs that are separated by variable numbers of blocks. For example, in Xilinx
Virtex-series FPGAs, single lines connect adjacent CLBs, while hex lines connect CLBs
that are three or six blocks apart [Xilinx 01].
There are two types of routing devices, CBs and SBs, to direct the signal flows
among CLBs and wiring channels. CBs route the inputs and outputs of a CLB to the
adjacent wiring channels. SBs connect horizontal and vertical wiring channels. Both
CBs and SBs are matrices of Programmable Interconnect Points (PIPs). The state of
PIPs in these switch matrices is controlled by SRAM cells, which are configured
according to the desired functionality.
Logic functions in the reconfigurable hardware are configured through the
configuration bit-stream, which contains a mixture of commands, configuration data,
SRAM cell addresses for storing configuration data, and control overhead such as parity
checks. Configuration data contain values in LUTs and interconnect states.
The entire configuration data of the reconfigurable hardware are partitioned
vertically or horizontally into configuration frames, which are the smallest amount of
data that can be accessed with a single configuration command.

Data stored in

configuration memory can be accessed by two types of operations: configuration
readback and configuration writeback. Configuration readback refers to the operation of
reading the on-chip configuration memory contents out of the chip through designated
ports.

This operation does not affect user applications running in the reconfigurable

hardware. Configuration writeback refers to the operation of writing valid configuration
data into the on-chip configuration memory cells. Because the functional definition of
the reconfigurable hardware is changed by configuration writeback, user operations may
be affected.
Partitioning the entire configuration data into frames in the reconfigurable
hardware enables concurrent partial reconfiguration of the functional definition of the
circuit. Because configuration writeback can be executed frame by frame, part of the
configuration can be altered without stopping the operations running in the
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reconfigurable hardware, providing these operations do not interact with the frames under
configuration writeback.
Without loss of generality, we assume that the entire configuration data are
partitioned vertically such that a CLB column in the programmable logic array contains
one or more configuration frames. In this architecture, a CLB column includes all CLBs
and the corresponding switch matrices (CBs and SBs) in the same column of the array.
The actual circuitry, programmable logic and routing resources, and the configuration
architecture of each CLB column are identical.
Figure 2-2 shows an example of configuration frame partitioning in Xilinx Virtexseries FPGAs [Xilinx 01]. The entire configuration data are partitioned vertically along
each column of blocks in the array.

The number of frames and the configuration

structure in each CLB column are identical, and there are various types of columns (other
than the CLB columns) with different numbers of frames that represent configuration for
clock distribution, primary inputs and outputs for the chip, and on-chip SRAM blocks for

2
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Block SelectRAM
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...
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2
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2
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2
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user applications.

Figure 2-2: Configuration frame architecture in Xilinx Virtex-series FPGAs.
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Chapter 3
Concurrent Error Detection
The first step towards dependable computing is to guarantee the data integrity of
system outputs. Data integrity, or the fault-secure property, means that the system either
produces correct outputs or indicates errors when incorrect outputs are produced
[Siewiorek 92, Mitra 00a]. Concurrent Error Detection (CED) techniques, which ensure
data integrity by detecting errors during operations, are studied in this chapter.

In

particular, we briefly discuss an application-specific CED technique, inverse comparison,
for applications with unique inverse. Detailed discussions can be found in Appendix A.

3.1 Related Work
For CED techniques, correctness of the system is typically verified by redundant
computations either in the space domain (hardware redundancy) or in the time domain
(time redundancy). For example, Fig. 3-1 shows a general architecture of a CED scheme
using hardware redundancy [Pradhan 96, Mitra 00a]. Besides the original functional unit
F, an additional independent unit P is used for predicting some special characteristic of
the system output for every input sequence. Such characteristic can be the output itself,
its parity, 1’s or 0’s count, transition count, etc. A checker unit then compares the output
characteristic from F with the prediction from P and produces an error signal when a
mismatch occurs.
Input

Function
F

Output
Characteristic
Prediction
P
Predicted Output
Characteristic
Checker

Output

Error

Figure 3-1: Concurrent error detection with hardware redundancy.
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Duplex systems are a classical example of CED using hardware redundancy
[Sellers 68, Kraft 81, Sedmak 78, Spainhower 99].

In such systems, the output

characteristic predictor P implements the same function as the original functional module
F, and the checker compares the output produced by both modules. Duplicated modules
can be identically implemented, or design diversity can be used to protect the system
against Common-Mode Failures (CMF) that produce multiple faults due to a single cause
[Mitra 00a].
Parity prediction and uni-directional error detecting codes are other examples of
CED using hardware redundancy. Parity prediction checks whether the even or odd
property of the number of 1’s in the output is observed.

Techniques using parity

prediction for datapath circuits and general combinational and sequential circuits are
described in [Nicolaidis 93, Nicolaidis 97, Touba 97, Zeng 99]. Uni-directional error
detecting codes, which check the number of 1’s or 0’s in the output, are described in
[Berger 61, Bose 85].
In additional to different system-level designs that exploit various output
characteristics, checker circuitry has also been developed in the past for CED using
hardware redundancy [Wakerly 78, McCluskey 90]. If self-checking checkers described
in [McCluskey 90] are used, the aforementioned CED schemes using hardware
redundancy can guarantee data integrity against single faults.

However, for CED

techniques using hardware redundancy, data integrity is assured at the expense of area
overhead. Such area overhead is typically around 100% or more compared to the original
functional module [Mitra 00a].
Compared to hardware redundancy, CED techniques using time redundancy can
reduce the area overhead in the system. CED techniques using time redundancy include
alternating

logic

[Reynolds

78],

alternate-data

retry

[Shedletsky

78],

data

complementation [Takeda 80], recomputing with shifted operands [Patel 82], and error
detection by duplicated instructions [Oh 01].

However, time redundancy techniques

generally cause performance degradation in the system.
The aforementioned CED techniques using hardware redundancy or time
redundancy are application-independent. To achieve better efficiency in CED schemes,
application-specific CED (also known as algorithm-based CED) techniques that exploit
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special properties of the original function are also studied in the past. For the specific
application, such techniques generally achieve lower area and performance overhead than
application-independent CED schemes.

For example, efficient CED techniques have

been developed for Fast Fourier Transform networks [Jou 88].

3.2 Inverse Comparison CED
For applications with unique inverses, we present an inverse comparison
technique in Appendix A as a potential candidate for achieving efficient concurrent error
detection. Typical applications exhibiting this property are one-to-one mapped encoders
(or decoders) in communication or storage systems. Since the inverse transformation is
unique, the requirement for a dependable encoder is to ensure that the source data can be
identically reconstructed in the decoder. If we perform the inverse transform on the
encoded codewords before they are sent out, the resulting data should perfectly match the
original source inputs. Therefore, instead of duplicating the encoding computations, data
integrity can be guaranteed by checking if source data can be identically reconstructed
from the encoded codewords.
Figure 3-2 shows the architecture of the inverse comparison CED scheme used in
an encoder. In this scheme, an additional decoder (inverse process) reconstructs data
from the encoded codewords (forward process output), and a checker compares the
reconstructed data with the delayed source input. In practice, there are two primary
concerns for the inverse comparison CED technique: (1) area overhead and execution
time overhead due to the introduction of decoder, and (2) potential mismatch between
reconstructed data and source data due to round-off errors.
Encoder

Source
Data

(Forward)

Source
Data
Buffer

Codeword
Buffer
Output
Code

Decoder
(Inverse)

Checker

Identical?

Error

Figure 3-2: Inverse comparison CED scheme.
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First, to avoid large area or execution time overhead, the complexity of the
inverse process should be significantly lower than the forward process.

Also, if the

throughput of the inverse process matches that of the forward process, we can pipeline
the error detection computations so that the overall throughput degradation for the
forward process is negligible.
Second, round-off errors inherent in floating-point calculations need to be
distinguished from real errors during operations when comparing the reconstructed data
and the original source input. To achieve this objective, techniques such as backward
error assertions with iterative refinement [Boley 95] have been developed for error
detection in solving linear equations.

For applications that only involve integer

computations and bit manipulations, however, mismatch due to round-off errors does not
cause problems. The inverse comparison CED technique is thus more feasible in integerbased or bit-manipulation applications.

3.3 Case Study: LZ Compression Encoder in FPGAs
In this section, we present a summary of a case study of an inverse comparison
CED scheme applied in a commonly used data compression algorithm, Lempel-Ziv (LZ)
compression [Ziv 77, Ziv 78], implemented in FPGAs.

Detailed discussions can be

found in Appendices A and B.
There are three major reasons for choosing this application as our case study of
inverse comparison. First, as analyzed in Appendix B, LZ compression has a serious
error propagation problem in that a single encoding error can cause significant damage in
the reconstructed data at the decoding end. In this way, even if high precision may not be
required in the original data before compression (e.g., digitally encoded voice or image
data in which a single-bit error may not cause serious problems for human perception),
the error propagation in the decoded data because of an encoding error can still be
catastrophic. Therefore, data integrity is even more important in this application.
Second, LZ compression involves massive parallelism in searching for a
maximum-length matching phrase in a dictionary. Although such massive parallelism
can be realized by using reconfigurable hardware, CED using an application-independent
hardware redundancy approach, such as duplication of every parallel hardware
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component, can be very expensive. Consequently, it is desired to design an area-efficient
CED scheme for this application implemented in reconfigurable hardware.
Third, LZ compression not only exhibits the unique inverse property but also has
a simple decoding process.

Also, LZ compression does not involve floating-point

operations and thus does not have round-off error problems. These features make the
inverse comparison technique a perfect example of the CED scheme for LZ encoder.
3.3.1 LZ Compression Algorithm and Encoder Architecture
The fundamental concept of LZ data compression is to replace variable-length
phrases in the source data with pointers to a matching position in a dictionary. The
dictionary is constructed dynamically by using previously encountered source input
phrases. Figure 3-3 shows the encoder diagram of the LZ data compression. Initially, the
dictionary array is empty.

In each cycle, the latest source data symbol and all the

dictionary elements shift one position leftwards, evicting the oldest data symbol in the
array. In this way, the dictionary always contains the most recent source phrases and is
updated dynamically.

Figure 3-3: LZ encoder diagram.

To encode, source data strings are compared with the current dictionary array to
find the maximum-length matching phrase. Once such a matching phrase is found, an
output codeword C=(Cp, Cl, Cn) is generated. Each codeword contains three elements:
the pointer (Cp) to the starting position of the matching phrase in the dictionary, the
length (Cl) of the matching phrase, and the next source data symbol (Cn) immediately
following the matching phrase.
Figure 3-4 shows a high-performance, systolic-array architecture for an LZ
encoder as proposed in [Jung 98]. This architecture achieves a throughput of one input
16

symbol per cycle and is used in our case study. In this architecture, the LZ encoder
consists of a systolic array of 512 shift registers with corresponding Processing Elements
(PEs).

Each shift register is 8-bit wide, and each PE is basically a comparator that

matches source symbols with data in shift registers. The priority encoder takes the match
results from the PE array and encodes the match position in the array. The OR-tree takes
the match results from the PE array and determines if a match is found. A length counter
is used for counting the matching length, and there are input and output buffers and
controllers for coordinating input and output sequences.
Sliding Dictionary
(Shift Register)

D0

D1

D2

Input Buffer

….. D511
Source
Symbols

…..

PE

PE

PE

…..

PE

…..

Priority
Encoder
Match
Position Cp

…..

Length
Counter
Matching
Next
Length Cl Symbol Cn

OR-Tree

Matched
(Output Enable)

Figure 3-4: Systolic-array architecture of LZ encoder.

Note that all dictionary elements are compared with source symbols in each cycle,
and thus the dictionary has to support multiple ports for extracting every element at the
same time. Therefore, the sliding dictionary in Fig. 3-4 cannot be placed in memory
modules implemented by LUTs when we map the LZ encoder architecture onto FPGAs.
Instead, they are implemented by dedicated flip-flops in CLBs.
Decoding of LZ compressed codewords is much simpler than encoding.

It

comprises memory accesses to a decoding dictionary, and thus is expected to require
smaller area than the encoder circuitry.
3.3.2 Extra Hardware for Inverse Comparison
Additional hardware for the inverse comparison CED in an LZ encoder contains
three major components. They are (1) the decoder hardware, (2) source data buffers and
output codeword buffers, and (3) the error checker.
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The major unit in the decoder hardware is a decoding dictionary. Unlike the
encoding dictionary that can only be realized by flip-flops in CLBs, the decoding
dictionary can be mapped in dual-port RAM modules implemented in LUTs or dedicated
on-chip memory blocks.

This is because the LZ decoding does not involve parallel

comparisons. Since RAM modules are more area-efficient than high-performance flipflops, contemporary FPGAs have more LUT entries than flip-flops in each CLB. For
example, for Xilinx Virtex-series FPGAs [Xilinx 01], each CLB slice has the capacity of
a 16x1 dual-port RAM module implemented in two LUTs, while it contains only two
flip-flops in the same block. Therefore, even though a separate copy of memory is used
for the decoding dictionary in the inverse comparison, the area overhead for the
dictionary is still very small.
Source data buffers and output codeword buffers are used for reducing the
throughput degradation caused by the inverse comparison CED scheme.

Like the

decoding dictionary, these buffers can be mapped in the dual-port RAM modules
implemented in LUTs or dedicated on-chip memory blocks for area efficiency. Nonblocking buffers, which have sufficient capacity for buffering data and preventing stalls
in the encoding operation, can be designed such that the encoder throughput is not
degraded. Detailed design of non-blocking buffers in this case study can be found in
Appendix A.
Compared to the massively parallel PE array in the encoder, the area overhead
due to the error checker is trivial. As a result, the area overhead because of the inverse
comparison CED in LZ encoder hardware is contributed mostly by memory elements –
the decoding dictionary and buffers – which can be mapped using area-efficient methods
in contemporary FPGAs.
3.3.3 Area Overhead and Performance Impact
To estimate the area overhead and performance impact, we emulated a LZ
encoder with inverse comparison CED on a WILDFORCE reconfigurable computing
engine [Annapolis 01]. The board contains five Xilinx XC-4036XLA FPGAs [Xilinx
01]. Detailed layout and architecture of the testbed can be found in Appendix A.
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We choose 64 entries for both source data buffer and codword buffer to
approximate non-blocking buffers. The resulting latency overhead due to the inverse
comparison CED is only 0.5%.
Table 3-1 shows the area overhead for the inverse comparison CED and duplex
CED schemes. The area overhead is measured by the number of CLBs used in Xilinx
XC-4036XLA FPGAs. Since LZ compression has a simple decoding process, the inverse
comparison CED scheme achieves significant reduction in area overhead.
Table 3-2 shows the comparison of the LZ encoder throughput for the
WILDFORCE emulation with inverse comparison CED and C programs without CED
schemes on general-purpose processors. The purpose of the comparison is to illustrate
how reconfigurable hardware improves the LZ encoder throughput even when the inverse
comparison CED scheme is used. The C program without CED is obtained from [Nelson
96]. It is clear that even with a slower clock rate, the WILDFORCE emulation can
achieve more than 30 times speed up due to the massive parallelism in the reconfigurable
hardware.
Table 3-1: Area overhead for different CED schemes.

CED scheme

None

Duplex

Inverse Comparison

Number of CLBs

4,219

8,440

4,607

CLB overhead

0

100%

9.20%

Table 3-2: Throughput comparison.

System
(Hardware)

WILDFORCE
(4 Xilinx 4036XLA)

C program
C Program
(1 UltraSparc II) (1 Pentium II Xeon)

Max. clock rate

16 MHz

300 MHz

450 MHz

Throughput

128 Mbps

3.0 Mbps

4.2 Mbps

3.3.4 Effect of Undetected Faults
In the inverse comparison CED scheme, data integrity is guaranteed by ensuring
that the output codewords can be used to reconstruct source data correctly at the decoding
end. However, some faults may never be detected by such a CED scheme because the
resulting codeword can still be correctly decoded and the output data integrity is still
preserved in the presence of these faults.
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In LZ compression with inverse comparison CED, a typical example of
undetected faults are those that have the same effect as if one or more PE outputs are
stuck at “unmatched” logic value. This includes the stuck-at-unmatched PE outputs and
the case where intermediate signals in the OR-tree are stuck at 0. In the presence of such
faults, the codewords can still be used to reconstruct original source data because the
codewords are generated according to the PEs that produce a “matched” signal.
Equivalently, the effect of such undetected faults is the reduction of the number of
elements in the dictionary, which degrades the compression ratio in the LZ encoder.
Simulation results in Appendix A show that the average compression ratio degradation,
which is measured by the decline in the percentage of data size reduced by compression,
is about 23%.
To prevent compression ratio degradation due to undetected faults, we can
schedule a testing mode in between two successive compression jobs to check if such
type of faults exists in the encoder. The primary goal of the testing mode is to detect any
fault in the OR-tree network and PE outputs that causes the effect of stuck-at-unmatched
PEs. To achieve this goal, we can stimulate the fault by forcing only one of the PEs to
produce a “matched” result in each cycle and observe whether the Matched signal in Fig.
3-4 remains asserted during the test mode. This can be implemented by shifting a unique
symbol S into the dictionary once at the beginning of the testing mode and comparing
every dictionary element with S in each cycle. The only difference from the normal
encoding operation is that the unique symbol S is only shifted once into the dictionary in
order to produce only one “matched” result among all PE outputs in each cycle. Detailed
discussion of the test mode can be found in Appendix A, and the test latency for an Nentry dictionary design is N cycles.

3.4 Summary
The inverse comparison CED scheme guarantees data integrity in the output for
applications with unique inverse transforms. It causes small overhead when the inverse
process has a lower complexity than the forward operations.

The LZ compression

algorithm is a typical example that exhibits such characteristics, and the inverse
comparison CED is very efficient for ensuring data integrity for such an application.
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However, there are situations where inverse comparison CED never detects a fault
because the output produced can still be correctly inverted. Although data integrity is not
compromised, such faults can degrade the functional performance (such as the
compression ratio in LZ compression algorithm) in the application. A case study using
LZ compression as a target application shows that the compression ratio degradation due
to such faults is graceful, and we can schedule a testing mode in between successive
compression tasks to detect such faults.
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Chapter 4
Transient Error Recovery and Memory Coherence
Transient faults, also known as soft faults, describe faults resulting from
temporary environmental conditions [Siewiorek 92]. Because of transient faults during
operation, errors occur even in the absence of physical defects in the hardware. A typical
example of transient errors is Single-Event Upsets (SEUs) induced by radiation, such as
alpha particles and cosmic rays [May 79a, May 79b, Woods 86, Shirvani 00].
The occurrence rate of transient errors can be substantial. For example, SEUs are
a major concern in a space environment.

In [Shirvani 00], about 5.5 upsets per-

megabyte, per-day is reported on commercial off-the-shelf (COTS) memory components
in the ARGOS satellite, which has a sun-synchronous, 834-kilometer altitude orbit with a
mission life of three years. In [Carmichael 99], upsets at a rate of one per hour are
expected on three Xilinx Virtex V1000 FPGAs [Xilinx 01] for applications in a projected
low earth orbital path.
For terrestrial applications, transient errors are also non-trivial. For example,
[Ziegler 96] reported the observation of SEUs at the ground level, and the mean-time-tooccurrence for transient faults is about 354 hours for a Sun-2 distributed file server
system [Lin 90]. Therefore, recovery from transient errors is essential for dependable
computing systems.
Depending on the effect of errors, transient faults in reconfigurable hardware can
be classified into two complementary categories: system transients and configuration
transients [Huang 01a]. System transients cause errors in user application data and do not
alter the configuration of reconfigurable hardware. Examples of system transients are
SEUs that change user memory contents, and cross coupling in signal lines that change
the voltage level of a signal. In Sec. 4.1, we summarize general techniques for recovery
from system transients and briefly discuss two recovery techniques that we developed for
the case study in Sec. 3.3, LZ compression with inverse comparison CED. Detailed
discussions and results can be found in Appendix B.

22

Configuration transients cause errors in configuration memory and alter the
configuration of the reconfigurable hardware. Examples of configuration transients are
SEUs that change the values in configuration memory cells that control the state of PIPs
or represent the truth table of user-defined logic functions. From the user perspective,
configuration transients manifest themselves as permanent faults in the hardware because
functions of the hardware change with the altered configuration memory contents.
Therefore, system transient recovery techniques are not applicable to restore normal
operations from configuration transients. We discuss configuration transient recovery
techniques in Sec. 4.2.
When both types of transient recovery techniques are integrated, a memory
coherence problem occurs because the configuration transient recovery process may
change user data in reconfigurable hardware. We briefly discuss this issue and present a
memory coherence technique in Sec. 4.3. Detailed discussions and simulation results for
memory coherence in transient recovery schemes in reconfigurable hardware can be
found in Appendix C.

4.1 Recovery from System Transients
For system transients, traditional transient error recovery techniques, such as
forward recovery or rollback recovery, can be applied to correct errors.

These

approaches are designed at the system level and are applicable for applications in both
ASICs and reconfigurable hardware.
The forward recovery technique [Jewett 91, Serlin 84, Johnson 89, Long 90,
Pradhan 94, Pradhan 96] is to continue executing the program without retrying the faulty
computations after an error is detected.

Redundant modules that execute the same

process simultaneously are used to mask the faulty module if an error occurs and to
ensure the correctness of the system during recovery. This approach is expensive in
terms of area overhead.
Another major recovery approach, rollback recovery [Bernstein 88, Hunt 87,
Strom 88, Wu 90, Bowen 92, Pradhan 96, Huang 00b] is to roll the system back to a
reliable state (called checkpoint) to retry the computations again. The state of the system
at checkpoints are verified by the CED scheme and stored in a reliable storage, which can
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be protected by Error-Correcting Codes (ECCs) or duplicate memory.

Because the

system is rolled back to the previous checkpoint, the rollback recovery scheme introduces
degradation in the computation throughput.

Hence, the rollback recovery latency,

including the time required for loading the reliable state and the re-computing period for
re-executing faulty computations, has to be estimated in order to determine if the
throughput penalty is tolerable for the target application.
As a case study, we developed two rollback recovery techniques (see Appendix B
for details) for the LZ compression application in reconfigurable hardware, based on the
LZ encoder with inverse comparison CED described in Sec. 3.3. In LZ compression with
inverse comparison CED, a checkpoint is defined at the instant when a maximum-length
matching phrase is found and a codeword is generated accordingly. In this case, the
system state at each checkpoint consists of the dictionary contents, which are obtained
from previous source symbols.
The first scheme, reload-retry, is a typical rollback recovery approach that reloads
the dictionary before retry. The desired dictionary state can be scanned in using the
existing shift-register structure of the dictionary, and the area overhead of the reload-retry
scheme is primarily caused by extra storage for the dictionary state at the previous
checkpoint and input source symbols between two consecutive checkpoints. For LZ
compression with 512-entry dictionary, such area overhead (in terms of the number of
CLBs) measured in Xilinx XC4036XLA FPGAs is 16%, in addition to the area overhead
for the inverse comparison CED scheme.
The error recovery latency of the reload-retry scheme is dominated by the time
required to reload the dictionary, which is proportional to the number of dictionary
entries.

Statistical analyses show that the reload-retry scheme can recover the LZ

encoder within one dictionary reload cycle, which corresponds to 32 µsec for a 512-entry
dictionary reload at a clock rate of 16 MHz implemented in the case study of Sec. 3.3.
The second scheme, direct-retry, is to flush the dictionary contents when an error
is detected and retry the faulty encoding process immediately with an empty dictionary.
In this way, because the dictionary state is not stored and reloaded, the area overhead and
recovery latency are both smaller. The area overhead (in terms of the number of CLBs)
for LZ compression with 512-entry dictionary measured in Xilinx XC4036XLA FPGAs
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is only 3%, in addition to the area overhead for the inverse comparison CED scheme.
The worst-case recovery latency is 2Lmax cycles, where Lmax is the limit of the matching
length in LZ compression. This corresponds to 8 µs for Lmax = 63 at a clock rate of
16MHz.
Because LZ compression reduces the size of the data by finding matching phrases
in the dictionary, the direct-retry approach results in compression ratio degradation
during a period when the dictionary is not fully reloaded after the retry begins. For a
512-entry dictionary, simulation results show a compression ratio degradation of 22%
during the first 512 cycles after the retry begins. Therefore, the reload-retry scheme is
suitable for applications with a very high compression ratio requirement, while the directretry scheme is suitable for applications with a short recovery latency and very small area
overhead requirement.

4.2 Recovery from Configuration Transients
For configuration transients, configuration readback and writeback mechanisms
can be applied to restore the original, fault-free configuration [Carmichael 99, Huang
01a]. As mentioned in Chapter 2, both operations are executed in units of configuration
frames.
The basic concept of the configuration transient recovery scheme is as follows.
Configuration data read back from the reconfigurable hardware can be fed into a
verification circuitry for error detection and correction. Once errors in configuration data
are detected and corrected, correct configuration frames can be written back to complete
the recovery.
The configuration transient recovery process can be illustrated by the following
example using the dependable Dual-FPGA ACS system in Fig. 4-1, which is redrawn
from Fig. 1-2(b) in Chapter 1. When the CED scheme of the application in FPGA1
detects an error, an autonomous system transient recovery scheme, such as rollback
recovery or forward recovery, is initiated in FPGA1. In this way, the application in
FPGA1 tries to recover itself from transient faults that do not alter the configuration.
Meanwhile, FPGA2 observes the error signal from FPGA1 and starts reading
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configuration frames stored in FPGA1. The system transient recovery process in FPGA1
can operate simultaneously with the configuration readback process initiated by FPGA2.
Reconfigurable

Reconfigurable

FPGA 1

FPGA 2

Controller

Controller

Memory

Figure 4-1: Dual-FPGA ACS system.

After receiving configuration frames from FPGA1, the controller in FPGA2
verifies them using the correct configuration information stored in a reliable storage. The
verification process can be either a direct comparison with the original correct
configuration data, or some ECC manipulations.

If errors are detected, the faulty

configuration frame can be corrected with the help of the fault-free configuration copy or
ECC and can be written back to FPGA1. The case when the CED scheme in FPGA2
detects an error can be recovered in a reciprocal way.
As explained in Chapter 2, some data in configuration frames may represent
memory contents in user applications because LUTs can also be configured as user
memory modules. Such data vary dynamically with the progress of user applications,
while other data in configuration frames that define logic functions and interconnect
states in the hardware remain fixed. These dynamic contents should be masked from the
configuration error recovery process, and errors in these user data are corrected by the
system transient recovery schemes.
The detection and correction cycle of configuration transients refers to the time to
complete the detection and correction of the entire configuration data. In [Carmichael
99], the detection and correction cycle of configuration transients in a Xilinx Virtex
V1000 FPGA is 40ms, while the SEU occurrence rate is measured at one per hour across
three FPGAs of this type. Therefore, with a very high probability, errors caused by
configuration transients can be corrected using configuration readback and writeback
operations within one detection and correction cycle.
The configuration transient recovery process can either be executed as a periodic
background scrubbing operation [Carmichael 99], or be initiated simultaneously with a
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system transient recovery process once an error in reconfigurable hardware is detected by
a CED scheme [Huang 01a]. In either case, the configuration transient recovery process
is executed concurrently with some system-level user operations in order to reduce the
execution time overhead in user applications. Here, system-level user operations refer to
all processes in reconfigurable hardware except the configuration readback and writeback
processes for configuration transient recovery. Typical examples of system-level user
operations are normal operations for user applications, CED operations for the
applications, and system transient recovery operations.

4.3 Memory Coherence
4.3.1 Problem Definition
In the transient error recovery scheme for reconfigurable hardware, user memory
data stored in LUTs can be accessed by two concurrent processes - the configuration
transient recovery process and system-level user operations.

Therefore, a memory

coherence issue arises: we need to ensure that both concurrent processes see the same,
most-updated copy of data.
Figure 4-2 illustrates an example of the memory coherence issue.

In this

example, suppose that an 8-entry LUT in the CLB at the first row of the first column
(R1C1) of the CLB array is configured as a truth table of hexadecimal value 0x04 to
represent a 3-input logic function. Also, the LUT in the CLB at the second row of the
same column (R2C1) is configured as a RAM module. In Chapter 2, we have assumed
that the configuration data frames are partitioned vertically such that each frame contains
data from different rows in the same column.
LUT R1C1
0x04 0x05

LUT R1C1
0x05

LUT R1C1
0x04

RAM R2C1
0xAB

RAM R2C1
0x84

RAM R2C1
0x84 0xAB

Before read-back

Before write-back

After write-back

Figure 4-2: Example of the memory coherence problem.

Before the readback of the configuration data frames in the first column, let us
assume that a configuration transient occurs in the FPGA and changes the value stored in
LUT R1C1 from 0x04 to 0x05. Also, the RAM R2C1 stores a user memory content 0xAB
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prior to the readback operation of the frame.

These assumptions result in frames

containing 0x05 in LUT R1C1 and 0xAB in RAM R2C1 that are read back for the
configuration transient recovery process.
The error in LUT R1C1 (0x05) in the frames read back can be detected and
corrected in the subsequent verification circuitry, and a writeback operation of the faulty
frames is required to complete the error recovery. The values of RAM R2C1 (0xAB) in
the frames read back are masked for verification, and they are used in constructing the
frames for writeback if no memory coherence protocol is used. As a result, the values in
the first column after the configuration writeback operation become 0x04 in LUT R1C1
and 0xAB in RAM R2C1, regardless of the system-level user operations between
configuration readback and writeback.
To reduce the execution time overhead of the error recovery process, it is desired
that the system-level user operations be only stalled during the writeback process of the
frames. However, if the system-level user operations are not stalled between readback
and writeback, the values in RAM R2C1 may change during this period. In the example
in Fig. 4-2, suppose the system-level user operations update the values in RAM R2C1 as
0x84 before the writeback of the frames begins. If the writeback process is ignorant of
the update, the old value 0xAB in RAM R2C1 will be written back again. In this case, the
two concurrent processes have different perspectives of RAM R2C1, and memory
coherence is not preserved.
4.3.2 Previous Approach
[Kelem 00] suggested placing LUTs configured as user memory modules in
different frames from LUTs configured as fixed logic functions.

If the frames that

contain LUTs configured as user memory modules do not contain any data that control
the interconnect states, this method avoids the problem because the configuration error
correction process can only change the frames that do not contain user memory modules.
As a result, no write conflict to user memory modules between the configuration transient
recovery and system-level user operations can happen. However, such a method imposes
an extra constraint for placement and routing when users map their designs on the
FPGAs. Such a constraint reduces the routing capability of FPGAs and increases path
delays due to the separation of logic functions and local RAM or FIFO modules.
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In the next sections, we present two protocols for solving the memory coherence
problem on-line. The protocols include the stall-when-write strategy, and the dirty-bit
strategy.
4.3.3 Stall-When-Write Strategy
An on-line solution without adding constraints on the placement and routing is to
prevent system-level user operations from modifying user memory contents stored in the
CLB column that is under configuration error detection and correction. This can be done
by stalling the system-level user operations once a write-enable is signaled to a user
memory module that is implemented in LUTs in the column under configuration error
detection and correction. In this way, a CLB column remains unchanged during the
configuration transient error detection for the column, and memory coherence in the
column can thus be preserved.
Figure 4-3 shows the state diagram of this stall-when-write strategy for error
detection and correction in configuration data. Initially, the system is in the “normal”
state, which means that the configuration data readback operation runs without stalling
system-level user operations. The system enters a “stall” state when a write operation
(WR) is issued by system-level user operations to memory modules in LUTs in the
column under configuration error detection and correction (Col).

System-level user

operations, including the write operation, are paused during the stall state. Memory
coherence is thus preserved because the column under configuration error detection and
correction is unchanged between the readback and writeback of its frames.
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Figure 4-3: State diagram of the stall-when-write strategy.

The system leaves the stall state when the frames in the column under
configuration error detection and correction are verified. If no error is detected, the
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system returns to the normal state, and system-level user operations continue. If an error
is detected, the system enters a “writeback” state for correcting errors in configuration
data.

In the writeback state, system-level user operations are still stalled until the

writeback process of the faulty frames in the column finishes and the system returns to
the normal state.
The drawback of the stall-when-write strategy is the extra time stalled when the
system-level user operations write to memory modules in an error-free column that is
read back for error detection. In this case, system-level user operations are stalled even
though configuration writeback is not performed for the error-free column. This could
result in large execution time overhead in user operations during the transient recovery
process, especially when a large percentage of CLB columns contain memory modules,
and the probability of memory writes in each cycle is high.
4.3.4 Dirty-bit Strategy
Practically, the number of frames that require a writeback operation in one
configuration error recovery period for the entire reconfigurable hardware is small. This
is because the SEU occurrence rate is in the order of one per hour or smaller, and the
latency of configuring the entire FPGA is in the order of 10 to 100 ms in current
technology [Carmichael 99].

Therefore, the first step towards minimizing the time

overhead in system-level user operations is to avoid stalling memory writes that are
issued to error-free columns under configuration error detection.
To achieve this objective, one can always insert a second readback period of a
faulty frame before it is written back, and the system-level user operations are only
stalled in the second readback and the writeback states.

In this “readback-again”

strategy, the user memory contents in the frame written back are always updated because
of the second readback period, and system-level user operations are not stalled for
memory writes to error-free columns that are read back for configuration error detection.
However, this readback-again approach still creates an unnecessary overhead by
stalling the system-level user operations for the second readback of a faulty frame when
the user memory contents in this frame are not updated since the first readback. This
effect is more obvious when the number of memory writes per cycle in system-level user
operations is small.
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The extra overhead in the readback-again approach can be further reduced by
adding a dirty bit to indicate the user memory status in the configuration transient
recovery scheme. The dirty bit is set when the user memory contents stored in LUTs of
the CLB column under configuration error detection are updated by system-level user
operations since the most current readback. By adding a dirty bit, the second readback
stage for a faulty column that requires configuration writeback is inserted only when the
dirty bit is set.

Therefore, stalls in system-level user operations due to the second

readback stage are minimized.
The implementation of the dirty-bit memory coherence technique using the DualFPGA system in Fig. 4-1 is as follows. In Fig. 4-1, let us assume that the FPGA1 is the
checking device and FPGA2 is the device under check. In this case, FPGA1 reads the
configuration data frames from FPGA2 and start checking FPGA2.

Also, FPGA1

monitors the memory addresses of write operations in the system-level user application
processes of FPGA2 and checks if the addresses are in the column under configuration
error detection and correction. In this way, because the checking device (FPGA1) has the
information of memory activities of the device under check (FPGA2), a finite state
machine (FSM) can be constructed in the checking device to control the memory
coherence in the device under check according to the dirty-bit protocol.
The state diagram of the FSM for implementing the dirty-bit memory coherence
technique in the configuration transient recovery process is shown in Fig. 4-4. During
configuration readback and error detection, the system is in the “Readback Normal” state
if system-level user operations have not modified user memory contents in the column
under configuration error detection since the readback of the column. The system enters
the “Dirty” state once system-level user operations modify user memory contents in the
column under configuration error detection. System-level user operations are not stalled
in either state.
If no errors are detected in the configuration frame, the system enters a “Start
Next Frame” state to start reading back and detecting the next configuration frame.
Otherwise, a “Writeback” state is necessary for correcting the faulty frame, and a
“Readback Stall” state is inserted before the “Writeback” state in order to obtain the
updated user memory contents only if the system is originally in the “Dirty” state.
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System-level user operations are stalled in the “Readback Stall” state and the
“Writeback” state.
In practice, a “Wait” state is inserted when an error is detected in a non-dirty
frame in order to account for the race between the detection of the error and the memory
write in user operations. Such race occurs because of the latency between the onset of
the write-enable signal in user operations and the detection of this signal in the dirty-bit
control FSM in the configuration transient recovery process. Detailed discussion can be
found in Appendix C.
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Figure 4-4: State diagram of the dirty-bit memory coherence technique.

4.3.5 Results
We analyzed and simulated the execution time overhead in the system-level user
operations because of the stalls in the stall-when-write strategy and the dirty-bit strategy
for memory coherence. In this section, we briefly present some important results. We
assume a single faulty frame in an FPGA and measure the percentage of stalls in systemlevel user operations throughout the configuration transient recovery process of the entire
FPGA. Detailed analyses and simulation descriptions can be found in Appendix C.
Figure 4-5 shows the simulation results of the time overhead in the two memory
coherence strategies under the following environmental conditions: the readback latency
and the writeback latency for a configuration frame are 30 cycles each, the FPGA has 36
CLB columns with 48 frames per column, 50% of the columns contain LUTs that are
configured as user memory modules, and the number of memory write commands per
cycle in the system-level user operations varies from 0 to 1. From Fig. 4-5, it is clear that
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the time overhead in system-level user operations in the dirty-bit technique is under
0.1%, which is significantly better than the stall-when-write strategy.
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Figure 4-5: Time overhead comparison for memory coherence techniques.

Figure 4-6 show the simulation results of time overhead in system-level user
operations in the dirty-bit technique with respect to different environmental parameters.
Besides the number of memory writes per cycle in user operations, different
environmental parameters in Fig. 4-6 are the percentage of CLB columns containing
LUTs that are configured as user memory modules and the readback and writeback
latency for one configuration frame. The resulting time overhead in system-level user
operations are around 0.1%, and this overhead percentage changes little for different
design environments.
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Figure 4-6: Time overhead in user operations for the dirty-bit technique.

We implemented the dirty-bit technique for the codeword buffer in the LZ
encoder with inverse comparison CED described in Sec. 3.3 in order to estimate the area
overhead. The codeword buffer is a dual-port FIFO and has 64 entries. Each entry in the
buffer is 24-bit wide. Without the dirty-bit technique, we mapped the buffer in 153 CLB
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slices, which span in four consecutive CLB columns, in the Xilinx Virtex V1000 FPGA.
The resulting area overhead for implementing the dirty-bit technique is 37 CLB slices.
This corresponds to 24% area overhead compared to the original buffer size, which is
about only 1% extra CLB utilization in Xilinx V1000 FPGAs.

4.4 Summary
Transient errors in reconfigurable hardware can be classified into two categories:
system transients and configuration transients. Errors caused by system transients can be
corrected by traditional system-level recovery approaches, such as rollback recovery or
forward recovery.

Errors caused by configuration transients can be corrected by

configuration readback and writeback processes. To minimize time overhead in user
applications, the configuration transient recovery process is executed concurrently with
system-level user operations, including normal operations in the application, CED
operations, and system transient recovery operations.
However, because configuration frames may contain user memory data, a
memory coherence issue arises when the configuration transient recovery process is
executed concurrently with system-level user operations. To solve this problem, on-line
memory coherence strategies, including the stall-when-write strategy and the dirty-bit
technique, are presented without adding constraints on the placement and route of the
user memory modules.

Analyses and simulations show that the dirty-bit technique

significantly outperforms the stall-when-write strategy when a small number of faulty
configuration frames is present. The dirty-bit technique has a stable, small performance
overhead under different environmental parameters.
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Chapter 5
Reconfiguration for Fault Tolerance and Repair
Permanent faults, or hard faults, describe failures that are continuous and stable
[Siewiorek 92].

A permanent fault can be caused by a physical defect missed at

manufacturing test or due to wear-out during operation, or by a mistake in the design of
the system.

Because permanent faults persist in the system, transient error recovery

techniques described in the previous chapter cannot restore normal operations without
repair of the system.
As described in Chapter 1, reconfigurable hardware can achieve fault tolerance
with fine-grained redundancy. Reconfiguration of the hardware, such that the faulty part
is avoided and replaced, effectively repairs the system. Fast run-time reconfiguration is
desired in order to reduce system downtime due to the repair operations.
In this chapter, we present reconfiguration techniques for fault tolerance in
reconfigurable hardware. In particular, we summarize two column-based precompiled
configuration techniques for minimizing post-fault-location system downtime due to
reconfiguration and storage overhead for configuration data. Detailed discussions can be
found in Appendix D.
We assume that the faulty part in the hardware has been diagnosed by some fault
location techniques prior to reconfiguration. Fault location techniques are discussed in
the next chapter.

5.1 Previous Work
Previous research on reconfiguration for fault tolerance in reconfigurable
hardware can be broadly classified into two categories: (1) fast re-mapping and rerouting
techniques for dynamic run-time generation of alternative configurations after error
detection and fault location [Howard 94, Culbertson 97, Emmert 97, Emmert 98,
Hanchek 98, Dutt 99, Mahapatra 99, Lakamraju 00], and (2) precompiled configuration
approaches that create alternative configurations during the design phase and load the
appropriate configuration after error detection and fault location [Mange 98, Lach 98,
Lach 99].
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5.1.1 Fast Re-mapping and Rerouting Techniques
Emmert and Bhatia proposed a minimax grid matching technique to re-map the
functional units that are originally placed in faulty CLBs [Emmert 97].

They also

proposed an incremental routing technique to reroute the corresponding signals [Emmert
98]. Lakamraju and Tessier proposed a localized swapping technique to tolerate faults
within a CLB by replacing a faulty LUT (or flip-flop) with a local, reserved LUT (or flipflop) in the same CLB [Lakamraju 00]. Dutt et. al. proposed node covering techniques
that reserve spare CLBs and wire segments in order to facilitate the search for the optimal
replacement for faulty parts [Dutt 99][Hanchek 98] [Mahapatra 99]. Also, a defecttolerant, custom computing system has been built in Hewlett-Packard laboratory using
run-time re-mapping and rerouting techniques in FPGAs [Culbertson 97].
The major problem with these techniques is the long latency for repair. Even
though alternative configurations are generated by changing part of the original
configuration, partial re-mapping and rerouting may still need minutes to hours to
complete. Compared to the time required for downloading configuration bit-streams to
an FPGA, which is of the order of hundreds of microseconds to several milliseconds, runtime re-mapping and rerouting represent a bottleneck for reducing system downtime.
Besides, precise fault location is required before the re-mapping and rerouting operations
begin.

This is not always feasible and increases the system downtime for repair of

failures.
5.1.2 Precompiled Configuration Techniques
To reduce the system downtime for repair, Lach et. al. [Lach 98, 99] proposed a
tile-based precompiled configuration approach that moves the generation of alternative
configurations to the design phase. The mapped circuitry is partitioned into tiles that
represent functional blocks in the system. Alternative configurations for each tile are pregenerated and stored in the system. Also, Mange et. al. [Mange 98] and Emmert et. al.
[Emmert 00] use precompiled configuration approaches based on shifting configuration
columns.
The drawback of the precompiled configuration approach is the significant
storage overhead in the system for all possible alternative configurations. Although the
tile-partitioning approach in [Lach 98] reduces the storage requirement to some extent,
36

such storage overhead is still several times of the original configuration size. Moreover,
previous precompiled configuration techniques do not suggest methods of how to create
correlation and similarities in precompiled configuration data. This makes it difficult to
reduce configuration storage by data compression techniques.

5.2 Column-Based Precompiled Configuration Techniques
In order to reduce the storage overhead due to precompiled configurations, data
compression techniques that reduce redundancy in the information can be used. Most
data compression techniques reduce data size by encoding correlated information with
shorter codewords. Consequently, for a good compression ratio, the configuration data
should be highly correlated.
For the data within one configuration version, correlation among configuration
bit-streams depends on the application mapped in reconfigurable hardware.

Some

applications may show regular patterns in their configuration data, but others may have
random bit-streams within each configuration. Therefore, high correlation is not always
obtained within one configuration. However, for the data among different configuration
versions, high correlation can be created intentionally by proper selections of re-mapping,
rerouting, and configuration data partitioning methods when different configuration
versions are constructed during the design phase.
As mentioned in Chapter 2, the reconfigurable hardware architecture has identical
circuitry, routing resources, and configuration architecture in every CLB column.
Therefore, our precompiled configuration approach is designed to create intentional
similarities based on CLB columns in different configuration versions.
In order to create similar CLB columns in different configuration versions, we use
a column-based shifting strategy similar to that in [Mange 98] and [Emmert 00], and
design a new configuration encoding scheme to efficiently exploit such similarities
among configurations for reducing storage overhead.

According to the part of

reconfigurable hardware used in the original configuration and alternative configuration
versions, we can classify our column-based precompiled configuration technique into two
schemes: the overlapping scheme and the non-overlapping scheme.
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5.2.1 The Overlapping Scheme
The key concept of the overlapping precompiled configuration scheme can be
illustrated by an example shown in Fig. 5-1. In Fig. 5-1(a), suppose that the original
fault-free configuration, or the base configuration, is mapped in four consecutive CLB
columns (column 1 to column 4). The column-based functional modules that are mapped
in each of the four columns implement functions A, B, C, and D, respectively.
Let us consider the case for tolerating faults within any single CLB column. To
this objective, we reserve one column outside of the mapped area (column 5) in the base
configuration as backup resources for alternative configurations. All CLBs and switch
matrices in the reserved column are unused. Also, the configuration of each columnbased functional module in the mapped area is stored separately as a basis to construct

Col 1 Col 2 Col 3 Col 4 Col 5

Function D

Function C

Unused

Function B

Function A

Unused

Function D

Function C

Function B

Function A

alternative configurations.

Col 1 Col 2 Col 3 Col 4 Col 5

(a)

(b)

Figure 5-1: The overlapping scheme. (a) Base. (b) An alternative configuration.

In this case, four alternative configurations are required in order to guarantee 1column fault tolerance in the FPGA. In each alternative configuration, one of the mapped
columns (column 1 to 4) in the base configuration is intentionally unused. All functional
modules originally mapped in CLB columns with smaller column indices than the
intentionally unused column remain in the same places in the alternative configuration.
The other functional modules are shifted rightwards by one column in the alternative
configuration to avoid the intentionally unused column.
For example, Figure 5-1(b) shows one of the alternative configurations, where
column 3 is intentionally unused. Functional modules mapped in column 1 and column 2
in the base configuration (function A and B) remain in the same places. Functional
modules mapped in column 3 and column 4 in the base configuration (function C and D)
are shifted rightwards to column 4 and column 5, respectively, to avoid using column 3.
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In this overlapping scheme, the above re-mapping procedure in each alternative
configuration creates several corresponding column sets. A corresponding column set is
defined as a set of CLB columns in which certain functions are mapped in different
configuration versions.

Elements in a corresponding column set are referred to as

corresponding columns in different configurations. For example, column 3 in Fig. 5-1(a)
and column 4 in Fig. 5-1(b) belong to the same corresponding column set because they
both implement function C, and they are corresponding columns of each other.
In Fig. 5-1(b), the re-mapping of the functional modules forms two mapped
regions that are separated by the intentionally unused column. In this way, only interregion signals that connect functional units in different mapped regions need to be
rerouted due to the shifted functional modules.

Intra-region signals that connect

functional units within the same mapped region, however, can be routed in the same way
as their counterparts in the corresponding base configuration column. This is because
every CLB column has the same programmable logic and routing resources.
Equivalently, routing for intra-region signals can be obtained directly by shifting the
states of switches in corresponding base configuration columns using the same method
described in the re-mapping procedure for column-based functional modules.
The detailed re-mapping and rerouting method for the overlapping scheme is
described in Appendix D. In general, for m-column fault tolerance in the overlapping
scheme (i.e., the number of tolerable faulty columns is m), we need to reserve m unused
columns for backup in addition to the mapped area in the base configuration. If the
number of column-based functional modules in the base configuration is k (i.e., k CLB
columns are used to map the original circuit in the base configuration), the overlapping
scheme with m-column fault tolerance requires (k+m) CLB columns in the FPGA. In
each configuration, m out of (k+m) CLB columns are intentionally unused. The total
number of configurations required is thus C(k+m, m) = (k+m)! / (m!k!), with one version
being the base configuration.

Therefore, one needs to construct [C(k+m, m) – 1]

alternative configurations in order to achieve m-column tolerance in a k-column circuit.
As described in Appendix D, horizontal wires that connect CLBs of multiple
blocks apart can be used in rerouting inter-region signals. One drawback of this scheme
is that the maximum number of horizontal routes used in each column is limited by the
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number of horizontal multiple-block wires available to reroute inter-region signals.
Nevertheless, the utilization of routing resources for vertical wires is not limited by this
rerouting scheme because all vertical connections are intra-region and need not be
rerouted.

Hence, to satisfy the horizontal routing constraint, the base configuration

should be constructed such that most of the signals flow in the vertical direction.
The advantage of this scheme is that different configurations are very similar
because each alternative configuration is created by shifting part of the base configuration
in units of columns. More similarity in configuration data leads to a good compression
ratio, and thus small storage overhead, when data compression techniques are applied.
This property will be further examined in Sec. 5.3 when we discuss the configuration data
compression technique
5.2.2 The Non-overlapping Scheme
If the target circuitry is small enough to fit within half of the FPGA, a simple way
to construct alternative configurations is to shift the entire mapped circuitry to originally
unused regions. This is the non-overlapping precompiled configuration scheme, where
there is no overlap between the base configuration and alternative configurations.
In order to tolerate up to m faulty columns in the FPGA, the total number of
alternative non-overlapping configurations required in addition to the base configuration
is m. In this case, the base configuration has to be mapped within 1/(m+1) of the entire
FPGA columns. Therefore, one drawback is the limitation in the size of the mapped
region in the base configuration.
Still, the non-overlapping scheme can be feasible in situations where various
applications are implemented in an FPGA in a time-multiplexed manner to reduce cost.
In such cases, the FPGA is chosen to accommodate the largest circuit size among all
target applications. Because of variations in circuit sizes, there may be small application
circuits in which the size constraint in the non-overlapping scheme is satisfied.
Compared to the overlapping scheme, the non-overlapping scheme has smaller
storage overhead for alternative configurations. This is caused by two factors. First,
there are only m alternative configuration required for m-column fault tolerance, which is
fewer than the [C(k+m, m) – 1] configurations in the overlapping scheme.
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Second, the non-overlapping scheme results in more similarity among different
configuration versions because the relative positions among the mapped column-based
functional modules are preserved.

In this way, the only difference between the

corresponding columns in different configurations is from the connections to primary
inputs and outputs of the device. More similarity between configurations result in a
better compression ratio, which will be examined in Sec. 5.3.

5.3 Storage Reduction Techniques for Configuration Data
5.3.1 Integrated Differential and Run-length Coding
In our column-based precompiled configuration schemes, the only difference
among corresponding columns in different configurations is the inter-region reroutes and
the wires to the primary I/O’s of the device. In this case, a difference vector, which is
computed by a bit-wise XOR between a column in an alternative configuration version
and its corresponding column in the base configuration, contains strings of long,
consecutive 0’s and scattered 1’s. Therefore, run-length coding, which uses the length of
leading 0’s in the input string to represent the string, is expected to be very effective in
reducing the required storage size of difference vectors for alternative configuration
columns.
We use Golomb codes with group size g [Golomb 66] to encode difference
vectors between corresponding columns in the base configuration and alternative
configurations.

We do not need to store the mapping relationship of corresponding

columns (e.g., the information of “Which column in the base configuration is the
corresponding column of a certain alternative configuration column?”). This is because
the intentionally unused columns are already specified in each alternative configuration,
and we can thus calculate the amount of rightward shifting for each base configuration
column and derive the mapping information of corresponding columns.
The detailed encoding algorithm for Golomb code with group size g can be found
in Appendix D, and an example with g = 4 is shown in Table 5-1. Generally, such an
encoding scheme transforms a (z+1)-bit string of z leading 0’s followed by a 1 into a
codeword of two parts: (1) z / g leading 1’s followed by a 0, and (2) the log2 g-bit,
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binary representation of (z mod g). When the run-length of 0’s in the source string is
significantly larger than the group size g, the compression ratio is approximately 1/g.
The compression ratio improves with increasing run-length of 0’s in the source
string.

Because of intentional similarities created among different configurations, the

column-based precompiled configurations are expected to have long run-lengths in
difference vectors, and thus, a good compression ratio. Using run-length coding, the nonoverlapping scheme achieves better data compression than the overlapping scheme due to
greater similarity in the corresponding CLB columns. Experimental results are described
in the next section.
In addition to a good compression ratio, another factor that makes the proposed
differential and run-length coding suitable for encoding configuration data is the simple
decoding process. The detailed procedure for decoding is described in Appendix D. The
implementation of the decoding process in hardware requires only a counter to compute
the run-length and XOR circuitry to reconstruct alternative configuration columns from
difference vectors.
Table 5-1: Example of Golomb code with group size = 4.

Run-length z

Source String Sz

0
1
2
3
4
5
6
7
8
9
10
11

1
01
001
0001
00001
000001
0000001
00000001
000000001
0000000001
00000000001
000000000001

Codeword
000
001
010
011
1000
1001
1010
1011
11000
11001
11010
11011

Note that corresponding columns can be configured exactly in the same way for
different configuration versions. For example, in the case of Fig. 5-1, the CLB column
that holds the function A can have the same settings for the base configuration and any
alternative configuration where no inter-region reroute is required for this function.
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Therefore, for each alternative configuration, we store the pointers to the encoded
difference vectors instead of the actual data of such vectors. In this way, the actual data
of each encoded difference vector are stored only once, and different configuration
versions can share the same difference vector without redundant storage. In addition, for
each alternative configuration, we store the column indices of intentionally unused
columns that are required to locate the corresponding base configuration columns.
5.3.2 Experimental Results
To demonstrate the storage overhead improvement for alternative configurations,
we simulated the overlapping and non-overlapping column-based precompiled
configuration schemes with 1-column tolerance capability (m = 1) to a subset of the
MCNC benchmark circuits1.

Because the benchmark circuits are relatively small

compared to the capacity of current-generation FPGAs, we used the smallest FPGA in
Xilinx Virtex-E series, XCV50E [Xilinx 01], in our experiments. This type of FPGA has
a 16x24 CLB array in each device.
The number of CLB columns (parameter k) used in the base configuration for
each benchmark circuit is shown in Table 5-2. In the base configuration, we mapped the
entire circuit and placed the I/O’s in the left part of the chip compactly. In this way, we
can reduce the number of alternative configurations required in the overlapping scheme
and minimize the routings in the horizontal direction.
In our experiment, the configuration storage overhead is calculated relative to the
portion of the configuration data required for the used columns in the base configuration,
instead of the overall configuration bit-stream for the device. This is to avoid overoptimistic results because of the small size of the benchmark circuits relative to the
capacity of the FPGA.

In this way, experimental results for these small benchmark

circuits can still be good estimates of configuration storage overhead percentages for
larger circuits.
Because the number of tolerable faulty columns in the experiments is one, k
alternative configurations for the overlapping scheme and one alternative configuration
1

In our experiment, we rerouted inter-region signals in each alternative configuration manually because of
the lack of support for setting rerouting path constraints in current commercial place-and-route tools.
Therefore, we choose small MCNC benchmark circuits in the experiment for easier control in rerouting.
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for the non-overlapping scheme are required, respectively.

Therefore, without data

compression, the storage overhead for configuration data relative to the size of the base
configuration is (k × 100%) in the overlapping scheme and 100% in the non-overlapping
scheme.
Table 5-2: Size of benchmark circuits.

Circuit

Number of CLB columns used in the base configuration (k)

c499
duke2
planet1
sand1

11
10
6
5

To generate alternative configurations, we manipulated the Xilinx Design
Language (XDL) files [Xilinx 01] of base configurations according to the column-based
shifting methods. XDL files describe the physical mapping of functional units and the
routing of nets in FPGAs in text format.

The resulting XDL files for both base

configurations and alternative configurations can be translated into configuration bitstreams, which are processed according to the configuration architecture in [Xilinx 00] in
order to extract the configuration data of corresponding columns.

The extracted

configuration data for each column is then encoded as difference vectors and compressed
using Golomb codes with different group sizes.
Figure 5-2 and 5-3 show the resulting storage overhead for the benchmark circuits
due to the encoded alternative configurations in both precompiled configuration schemes,
respectively.

From Fig. 5-2 and Fig. 5-3, a group size of 128 in the Golomb code

minimizes the storage overhead of alternative configuration versions in both precompiled
configuration schemes.

For the overlapping scheme, the resulting minimum storage

overhead of alternative configurations is in the range of 15-35% for the benchmark
circuits. For the non-overlapping scheme, the minimum storage overhead of alternative
configurations is around 2-6% only.
As described previously, the small configuration storage overhead in the nonoverlapping scheme comes at the expense of more FPGA area reserved in each
configuration version. Compared to the multiple-time configuration storage overhead
without compression in previous approaches, our schemes achieve one to two orders of
magnitude improvement in storage requirement for alternative configurations.
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Figure 5-2: Storage overhead for the overlapping scheme.
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Figure 5-3: Storage overhead for the non-overlapping scheme.

In Fig. 5-4, we compare our integrated differential and run-length coding scheme
with the commonly used gzip data compression utility in the Unix operating system for
compressing alternative configurations in the overlapping scheme. The data for gzip
compression are acquired by compressing each individual configuration and calculating
the total alternative configuration data size after compression. In Fig. 5-4, it is shown
that our scheme achieves three to five-times improvement in compressing alternative
configuration data.

This result further supports our claim in Sec. 5.2 that a good

compression ratio can be achieved by exploiting the intentional similarity among
alternative configurations.
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Figure 5-4: Comparison of gzip and the integrated differential/Golomb code.

5.4 Performance Impact
Shifting CLB columns in alternative configurations can change the path delays of
the circuit. For vertical paths and intra-region connections, path delays are unchanged
because these paths are not rerouted. For inter-region paths, however, there can be delay
changes due to rerouting.
In order to evaluate the performance impact of alternative configurations, we
computed the maximum combinational path delay in each configuration for the MCNC
benchmark circuits in Table 5.2. The results, as reported by the timing analyzer tool in
Xilinx Alliance 3.1i software [Xilinx 01], are shown in Fig. 5-5. Each curve represents
the results for a benchmark circuit. Compared to the base configuration, the worst-case
critical path delay overhead in the alternative configurations range from 11% to 18%.
Also, for some alternative configurations where the critical path is not changed due to

Critical-Path Delay Overhead

rerouting, there is no performance degradation after reconfiguration.
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Figure 5-5: Critical-path delay overhead in alternative configurations.
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5.5 Dependability Improvement
The dependability improvements of the proposed schemes can be analyzed using
the parameter Mean Time to Failure (MTTF). MTTF is defined as the expected time of
the first failure in the system, given successful startup at time zero [Siewiorek 92]. In this
section, we present the dependability improvement results.

Detailed analysis can be

found in Appendix D.
Figure 5-6 shows the normalized MTTF for the overlapping and non-overlapping
schemes for different numbers of tolerable faulty columns, m. The MTTF’s for both
schemes are normalized to the MTTF of the base configuration without fault tolerance
techniques. Note that the result for the overlapping scheme is dependent on the circuit
size k, while the result for the non-overlapping scheme is not. In Fig. 5-6, we choose
three different circuit sizes (k = 10, 20, and 50) for the overlapping scheme. As a
comparison, current-generation FPGAs, such as the Xilinx Virtex-E family, have choices
ranging from 24 to 156 CLB columns in a chip.
In Fig. 5-6, it is clear that both schemes can achieve significant MTTF
improvement.

With the same number of tolerable faulty columns, the overlapping

scheme has a better MTTF than the non-overlapping scheme. Intuitively, this can be
explained in two ways. First, in order to guarantee m-column fault tolerance for a kcolumn circuit, the non-overlapping scheme requires more CLB columns (totally (m+1)k
columns) to implement than the overlapping scheme (totally (k+m) columns). A greater
number of CLB columns used in the non-overlapping scheme results in a larger area and
becomes more susceptible to faults.
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Figure 5-6: Normalized MTTF.
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Second, given the same number of columns, Ncol, in the reconfigurable hardware
for implementing a k-column circuit using both schemes, the overlapping scheme is
guaranteed to tolerate (Ncol – k) faulty columns, whereas the non-overlapping scheme is
guaranteed to tolerate only (Ncol / k - 1) faulty columns.

The difference is more

noticeable when the circuit size, k, is large.
Figure 5-7 shows the normalized MTTF increment for each additional column of
tolerance in both schemes. The normalized MTTF increment represents the incremental
MTTF improvement resulting from increasing the fault-tolerance capability by one more
column in each scheme.

The result follows the law of diminishing return, which

indicates that the maximal gain in MTTF improvement is obtained when the system is
changed from a no-recovery scheme to a scheme with 1-column tolerance capability.
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Figure 5-7: Normalized MTTF increments.

5.6 Summary
In this chapter, we presented two column-based precompiled configuration
techniques, the overlapping scheme and the non-overlapping scheme.

By creating

alternative configurations that avoid certain parts of the original mapped area in the
reconfigurable hardware during the design phase, the precompiled configuration
approach improves the dependability significantly and permits fast reconfiguration for
reducing system downtime.

Because similarity among alternative configurations is

intentionally created, the storage overhead for alternative configurations in both schemes
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is reduced by orders of magnitude using differential and run-length coding. The criticalpath delay overhead in alternative configurations is also measured.
The overlapping scheme has a better MTTF improvement, while the nonoverlapping scheme achieves smaller storage overhead for alternative configurations but
needs more CLB columns for implementation.
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Chapter 6
Run-Time Fault Location Techniques
Run-time fault location in reconfigurable hardware is important because the
resulting diagnostic information can be used to determine how to reconfigure the
hardware for tolerating permanent faults. In order to minimize system downtime and
increase availability, a fault location technique with very short diagnostic latency is
desired.
The choice of run-time fault location techniques for reconfigurable hardware is
highly dependent upon the reconfiguration scheme used for tolerating permanent faults in
the system. For example, if the dynamic re-mapping technique in [Emmert 97, Emmert
98] or the tile-based precompiled configuration scheme in [Lach 98, Lach 99] is used for
tolerating faulty CLBs, a fault location technique with diagnostic resolution of one CLB
is required. Alternatively, if the localized swapping technique in [Lakamraju 00] is used,
it is necessary to locate the faulty resource within a CLB.
In this chapter, we briefly describe an integrated technique for fast run-time fault
location and fault tolerance in reconfigurable hardware. Based on the CED techniques in
Chapter 1 and the column-based precompiled configuration techniques presented in
Chapter 5, our approach can achieve significant availability improvement by minimizing
the number of reconfigurations required for fault location and recovery.

Detailed

discussions can be found in Appendix E.

6.1 Previous Techniques
Most of the papers on FPGA fault detection and location [Jordan 93, Lombardi
96, Stroud 97, Stroud 98, Renovell 98] focus on production test of FPGAs. Application
dependent fault-location approaches have been described in [Mitra 98, Das 99]. While
the diagnostic resolution of these approaches is very fine-grained (e.g., faulty CLBs), the
number of reconfigurations (and hence, the fault-location time) can be large.
Abramovici et. al. proposed a roving STAR approach for fault detection and
location during system operation [Abramovici 99, Emmert 00]. They suggested using
CED techniques for detection of transient failures. For detection of permanent faults, two
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rows and two columns of the FPGA are reserved as the self-testing area (STAR). The
STAR areas are not used for user applications and are tested while the rest of the system
is in operation. After the testing of a STAR is complete, the STAR is moved to a new
location by downloading a new configuration, and the process iterates until the entire
FPGA is completely tested. Complete testing of a STAR in a Lucent ORCA 2C15A
FPGA [Lucent 01] takes about 31 seconds, and the system clock has to be stopped for
about three to four seconds for copying the state before the STAR moves to a new
location [Emmert 00].
One concern with the roving STAR approach is the performance and availability
degradation of the system because of the moving of the STAR, even when failures are not
present. Another concern with the roving STAR technique is the error latency. It has
been reported in [Emmert 00] that it takes approximately six minutes before the STAR
has roved the entire ORCA 2C15A FPGA, which has a programmable logic array of 20
columns and 20 rows. The capacity of logic gates in such FPGAs is about 80% of the
smallest Xilinx Virtex FPGAs. Hence, unless CED techniques are used, it may take a
long time before the error is detected in an FPGA. The above problems can be overcome
if fine-grained CED techniques are used combined with fault location techniques that
depend on checker responses. Using the STAR approach without utilizing checker data
can be very expensive in terms of fault-location time and hence, system downtime.

6.2 The Blind Reconfiguration Technique
In the column-based precompiled configuration approach of Chapter 5, alternative
configurations for repair are pre-generated and stored in the system before a permanent
fault occurs. Thus, one simple way to avoid the fault while repairing the system is to try
all possible configurations alternately until a configuration that successfully avoids the
fault is loaded. For each configuration, CED schemes for the application circuitry are
used to ensure data integrity and determine if the attempt is successful. In a sense, this
“blind” reconfiguration scheme replaces high-complexity fault location techniques with
CED schemes at run-time.
There are several ways to generate patterns for testing each reconfiguration
attempt. First, if the rollback recovery technique described in Chapter 3 is used in the
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system for system transient recovery, one can use the same method to retry the input
sequence that fails in the original computation. Although the test using rollback retry is
closely integrated with the transient recovery scheme, such a test sequence is not
complete. There may be faults escaping the test because their effects do not propagate to
the output observed by the CED checker during the retry in an alternative configuration
attempt. This effect is further discussed in Sec. 6.2.1.
The second method is to use pseudo-exhaustive BIST (PE-BIST) patterns to test
each sub-circuit in the target application exhaustively [McCluskey 81]. Such patterns
provide very high fault coverage without relying on explicit fault models. Also, they do
not require large memory to store the test patterns because a minimal length PE-BIST
pattern can be generated using a simple test pattern generator [McCluskey 82]. The test
pattern generator can be implemented in the controller of the other FPGA in the DualFPGA scheme.
The third method is to use a linear feedback shift register (LFSR) to apply
pseudo-random test patterns to the target application circuitry [Abramovici 90]. Like PEBIST, this approach does not require memory overhead to store test patterns, and the test
patterns can be easily generated by the controller of the other FPGA in the Dual-FPGA
architecture. The fourth method is to use the functional verification pattern of the target
application in the reconfigurable hardware.

Such a pattern verifies the correct

functioning in the application, but it requires memory overhead to store the patterns.
For this blind reconfiguration approach, the major area overhead compared to the
original application circuitry includes the extra storage space for precompiled
configurations and the area for the CED scheme. However, both parts of the overhead
are inherent either in the reconfiguration for fault tolerance and repair scheme or in the
error detection scheme that is necessary for constructing a reconfigurable, dependable
computing system. Therefore, this fault location technique does not cause major area
overhead in a system that already has some CED scheme for data integrity and the
precompiled configuration technique for fault tolerance.
In order to reduce the diagnostic time, one should choose a CED scheme with
small error detection latency. For example, duplex CED that compares the results from
duplicated modules in every cycle is good for minimizing the latency. On average, if
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there are k alternative configurations available in a k-column circuit with 1-column fault
tolerance in the overlapping precompiled configuration scheme, we need to try k/2
configurations assuming a single fault in the system. Therefore, for small circuit size,
this blind reconfiguration approach has the potential of reducing system downtime caused
by fault location compared to previous techniques.
Compared to the roving STAR approach in [Abramovici 99], this blind
reconfiguration scheme guarantees data integrity and does not impose performance and
availability degradation in fault-free operations. The control of the blind reconfiguration
process is also simpler, and thus more feasible for dependable systems with autonomous
recovery based on reconfigurable hardware. However, there are some issues related to
the blind reconfiguration scheme, and we discuss these issues in the following
subsections.

The issues include the effect of error detection capability in the CED

scheme, the precision of the fault location result, and the order of configuration attempts.
6.2.1 Effect of Error Detection Capability in CED
In the blind reconfiguration approach, the existing CED scheme is used to
determine if a reconfiguration attempt is successful. Because the CED scheme is also
used during operation before and after reconfiguration, data integrity is always preserved
even though some faults may escape a test pattern sequence during a reconfiguration
attempt, providing faults present only in the originally used part of the reconfigurable
hardware.
However, during the normal operation of the original configuration, permanent
faults may occur in the reserved part of the reconfigurable hardware and become dormant
faults.

In this case, when a permanent fault occurs in the used part in the original

configuration, such a single fault in the original mapped circuitry causes multiple faults in
some alternative configuration attempts. Figure 6-1 illustrates this effect of dormant
faults in the original configuration. The shaded area is unused, and faulty areas are
marked with “x”. In this case, because of a dormant fault at (row 2, column 3), a single
fault in the original mapped region at (row 1, column 2) causes multiple faults when the
alternative configuration in Fig. 6-1(b) is attempted.
Note that this situation occurs when there are multiple permanent faults in the
hardware. To alleviate the effect of dormant faults, CED schemes with high coverage of
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multiple faults should be used.

For example, diverse duplex systems with different

implementations of the same logic function are good candidates because they provide
better protection against multiple faults than other application-independent CED
techniques [Mitra 00a].
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Figure 6-1: Effect of dormant faults. (a) Original. (b) Alternative configuration.
(Shaded area represents unused elements.)

6.2.2 Fault Location Precision
One important feature of the blind configuration attempts is that the result does
not identify a precise fault location in the hardware.

Instead, it finds a successful

alternative configuration rapidly to resume the normal operation of the target application.
The actual fault may not occur in intentionally unused columns in a successful
configuration attempt.
Figure 6-2 shows an example of an unidentified fault location.

Because the

configuration data is shifted in units of columns, the faulty block (row 2, column 2) is
unused in the alternative configuration in Fig. 6-2(b) where column 1 is intentionally
unused.

If we assume that a fault in an unused block does not affect the normal

operation, this alternative configuration attempt will be considered successful even
though the actual fault is not in column 1.
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Figure 6-2: Unidentified fault location. (a) Original. (b) Alternative configuration.
(Shaded area represents unused elements.)
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Because the actual fault location is not necessarily in intentionally unused
columns in a successful configuration attempt, we should try all precompiled
configurations except for the ones that fail in avoiding current faults when the next
permanent fault occurs. For example, in Fig. 6-2, other configurations that use column 1
should not be completely excluded in the attempts when the next permanent fault occurs.
This is to avoid the degradation of fault-tolerant capability (measured by the number of
tolerable faulty columns in the reconfigurable hardware) in the column-based
precompiled configuration scheme.
Note that with the use of the proposed run-time fault location technique, the
system can postpone complicated, off-line diagnostic processes until it is idle. In this
way, even though the total system downtime due to the detailed diagnosis is unchanged,
the system has more flexibility in scheduling the maintenance while preserving the most
availability when the load is active.
Once the knowledge of precise fault locations is obtained from the scheduled
diagnosis, adaptive reconfiguration attempts that include only configurations without
using resources in these locations can be applied when the next fault occurs on-line. This
can reduce the number of configuration attempts, and thus reduce the overall downtime to
recover the system from the next occurrence of faults.
6.2.3 Order of Configuration Attempts
The most crucial block to guarantee data integrity in a CED scheme is the
checker. Therefore, the order of configuration attempts should be carefully arranged to
ensure correct functioning of the CED checker.
Figure 6-3 shows an example of the impact of reconfiguration order on data
integrity. Suppose the checker is mapped in the A3 block, and the faulty block is B3 in
the original configuration. If the first configuration attempt avoids column 1, the checker
is shifted to the faulty block and the checker output may be stuck at zero (error-free). In
this way, the CED scheme fails to function correctly, and data integrity is not preserved
in subsequent operations.
To avoid the corruption in the checker output, self-checking checkers should be
used [McCluskey 90]. Such checkers guarantee data integrity for any single fault at the
checker outputs. Another solution to guarantee the correct functioning in the checker is
55

to try configurations without shifting the checker column (denoted as Confsame_checker) first.
The system tries configurations that shift the checker column (denoted as Confshift_checker)
only when none of Confsame_checker is successful.
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6-3: Effect of reconfiguration order. (a) Original. (b) Alternative

configuration.

Because the checker remains in the same position for Confsame_checker, the detection
capability of the checker is identical to that of the normal operations.

Also, the

destination column for the checker in Confshift_checker (e.g., column 2 in Fig. 6-3) is
intentionally unused in one of the configurations in Confsame_checker.

If the destination

column for the checker is the only faulty column, one of the configurations in
Confsame_checker can avoid the fault and becomes a successful attempt.

The problem

illustrated in Fig. 6-3 can thus be avoided by such ordering of configuration attempts.

6.3 Minimization of Reconfigurations
6.3.1 Distributed CED Checkers
There are different levels of granularity at which CED can be performed. For
reconfigurable systems, since it is possible to repair the system rather than replacing the
faulty chip or the faulty board, it is reasonable to implement CED at a fine granularity
level of sub-circuits in the system. For example, Fig. 6-4 shows the architecture of a
duplex CED scheme with distributed checkers in each stage of a pipelined system. Other
system-level architectures with fine-grained CED have been described in [Mitra 00a].
In Fig. 6-4, the functional modules and registers in each stage of the pipeline are
duplicated, and a local, distributed checker in each stage is used to compare the
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duplicated outputs and to signal an error if a mismatch occurs. Distributed error signals
can be combined to form the global error signal of the system (not shown in Fig. 6-4).
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Figure 6-4: Duplex CED with distributed checkers in a pipelined system.

Because pipeline registers are used to separate different stages in the system,
errors signals from distributed CED checkers can localize faults within part of the system.
If the CED checker that checks the i-th stage outputs does not signal an error in a certain
cycle, correctness of computations in the i-th stage in this cycle can be assumed. In this
way, we can reduce the number of suspect faulty columns in the reconfigurable hardware
and the number of configuration attempts.
Signals that propagate across more than two sub-circuits (e.g., signal s1 and s2 in
Fig. 6-4) are also checked in intermediate sub-circuits if they are routed by PIPs in such
intermediate sub-circuits. In this way, an open in the middle of a long, global signal can
be localized according to error signals reported by the checkers of intermediate subcircuits.
The outputs of the distributed checkers in each sub-circuit can be stored in flipflops, which can be connected in a scan chain. The idea of using a scan chain to scan out
the checker outputs is also used in the IBM mainframes to locate the faulty chip or board
[Kraft 81, IBM 01]. When the system signals an error, the contents of the flip-flops
storing the checker outputs can be scanned out for further processing by the controller in
the other FPGA of the Dual-FPGA architecture. The scanned data can be read out
through a dedicated Scan Out pin or through the boundary scan port generally available
in FPGA chips. If the number of checkers is low, dedicated I/O pins can be used to
directly observe the checker outputs.
The controller stores the information about the CLB columns that are occupied by
each sub-circuit in the system. Such information is directly available from CAD tools,
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such as Xilinx Alliance software [Xilinx 01], at the design phase through the floorplan of
each sub-circuit and checker in the FPGA. After the controller scans out the checker
data, it can execute the following simple routine to find the set of suspect faulty columns:
Suspect = ∅
For each checker output do
If the checker produces an error signal
Suspect = Suspect ∪ {Columns occupied by the sub-circuit that is
checked by the checker}
Endif
Endfor
If the suspect set contains only one CLB column, the configuration to be loaded is
the one that does not use the suspect column. If the suspect set contains multiple CLB
columns, the configurations to be loaded are restricted to those that do not use at least one
of the suspect CLB columns.
Suppose that there are m sub-circuits in the system, each of which has a localized,
distributed CED checker. For this distributed checker scheme, the worst-case number of
configuration attempts for avoiding single fault that does not occur on wires across
multiple sub-circuits is max(k1, k2, …, km), where ki is the number of CLB columns
occupied by the i-th sub-circuit. The worst-case number of configuration attempts for
avoiding single fault that occurs on a wire across multiple sub-circuits is the summation
of ki’s in every sub-circuit along the path of the wire.
Note that since the faulty column suspects are specified by distributed checkers,
our technique can also be integrated with the roving STAR approach in [Abramovici 99]
in order to find the precise fault location. The only difference is that, instead of roving
the STAR across the entire FPGA, we only need to rove the STAR across the suspect
columns.

The resulting number of reconfigurations required in the roving STAR

approach is thus reduced when integrating with the distributed CED checkers in our
approach.
Generally, for fine-grained partitioning of sub-circuits, the number of
configuration attempts is smaller than systems with coarse-grained sub-circuits. This is
because each sub-circuit occupies fewer columns in the hardware for systems partitioned
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with finer granularity. However, there is a possible tradeoff with area overhead because
of the increasing number of distributed checkers in the system because of fine-grained
partitioning. Detailed discussions of this issue can be found in Appendix E.
6.3.2 Modified Column-based Precompiled Configuration Scheme
By floorplanning the design, each sub-circuit and its corresponding CED checker
can be confined within certain columns in the hardware. In this way, we can minimize
the number of configuration attempts by using a modified column-based precompiled
configuration scheme, which is illustrated in Fig. 6-5.
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Checker m
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Sub-ckt 1
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Sub-ckt m

…

km cols

k2 cols
Checker 1

Checker 2

Checker m

(b)
Figure 6-5: Modified column-based precompiled configuration. (a) Base. (b)
Alternative configuration when checker 2 reports errors.

In Fig. 6-5, alternative configurations are created by shifting the logic mappings
in units of sub-circuits, instead of shifting in units of CLB columns. Each alternative
configuration avoids the entire mapped region of a sub-circuit in the original
configuration by such sub-circuit-based shifting. Because the suspect faulty columns are
formed based on the distributed checkers in each sub-circuit, the number of
configurations to be loaded is minimized by such sub-circuit-based shifting strategy.
For single fault that does not occur on wires across multiple sub-circuits, the
suspect faulty columns are confined within one sub-circuit.

In this case, only one

reconfiguration is necessary for the entire fault location and repair process. For single
fault that occurs on wires across n sub-circuits, the worst-case number of configuration
attempts is n.
To guarantee single-fault tolerance, the modified column-based precompiled
configuration scheme needs to reserve max(k1, k2, …, km) CLB columns in the original
configuration.

Compared to the scheme using the original overlapping column-based
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precompiled configuration approach, this enhanced approach minimizes the number of
configuration attempts with the price of extra CLB columns that are reserved as backup.
Because alternative configurations are created by shifting multiple columns, the
same coding scheme as the original column-based precompiled configuration approach
described in Sec. 5.3 can be used for compressing configuration data and achieving
significant storage reduction. For an m-sub-circuit system, the total number of alternative
configurations required for tolerating single fault is m. Compared to the overlapping
column-based precompiled configuration scheme where (k1+k2+…+km) alternative
configurations are required for guaranteeing single-fault tolerance, the modified scheme
needs fewer configurations and thus a smaller configuration storage overhead.
Note that when a sub-circuit occupies a large number of columns, an alternative
configuration that avoids the whole region of such sub-circuit may not be found because
of the routing constraints and the total number of columns available in the reconfigurable
hardware. Therefore, the modified column-based precompiled configuration approach is
more suitable for systems that can be partitioned into small sub-circuits.

6.4 Case Study: LZ Compression Encoder in FPGAs
To estimate the impact on area overhead due to the fine-grained partitioning and
distributed checkers in Sec. 6.3, we re-examined the case study used in Chapter 3: LZ
compression in FPGAs. The hardware architecture of such application is shown in Fig.
6-6, which is redrawn from Fig. 3-4 in Chapter 3.
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Figure 6-6: Architecture of LZ encoder.
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In Chapter 3, the inverse comparison CED scheme is used for detecting errors by
checking if the encoded output can be decoded to correctly match the source data.
However, because the check is only performed at the output codewords, it is difficult to
partition the LZ encoder and to insert distributed checkers in fine granularity if the
inverse comparison CED is used. Therefore, in this case study where the entire LZ
encoder is the target system, we use the duplex CED scheme for estimating the impact of
area overhead due to the fine-grained partitioning and distributed checkers. In other
systems where the LZ encoder is a sub-circuit, the inverse comparison CED can be used.
Our designs are mapped in the Xilinx Virtex XCV1000 FPGA [Xilinx 01], which
has a CLB array of 64 rows and 96 columns. The area and clock frequency results are
reported by Xilinx Alliance 3.1i place-and-route tool. The number of sub-circuits in the
system is selected between 9 and 17 in order to balance the size of each sub-circuit.
Detailed discussions on the choice of partitioning methods for this case study can be
found in Appendix E.
Table 6-1 shows the resulting area and clock frequency for simplex (single
module without error detection), duplex without partitioning, duplex with nine subcircuits, and duplex with 17 sub-circuits. Note that although the area overhead in terms
of CLB utilization increases with the number of sub-circuits, the number of columns used
does not change significantly in different duplex schemes. This is because the place-androute software generally results in scattered empty CLBs in order to facilitate routing.
Therefore, the area overhead due to distributed checkers and fine-grained partitioning is
not very significant compared to a duplex scheme without partitioning. Degradation of
maximum clock rate because of partitioning is within 10% in this case study.

Table 6-1: Area overhead and clock rate for different schemes.
CLB utilization
(slices)

CLB columns used

Max. clock rate
(MHz)

1. Simplex

4863

41

33.2

2. Duplex without partition

9743

84

32.7

3. Duplex with 9 sub-circuits

9794

85

31.5

4. Duplex with 17 sub-circuits

9962

85

30.0

Scheme
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Table 6-2 summarizes the partitioning results for duplex schemes with 9 and 17
sub-circuits. Because there are global signals connecting the controller sub-circuit and all
the other sub-circuits in the systolic array, the worst-case suspect set spans the entire used
region in the FPGA. However, such global signals represent only about 0.2% of all
signals in the system in both schemes, and only faults in such signals can produce a
suspect faulty set of size greater than two sub-circuits. Therefore, with a very high
probability, the entire fault location and recovery process can be completed in only one or
two reconfigurations using the modified column-based precompiled configuration
scheme.
Table 6-2: Comparison of two partitioning schemes.
Scheme

No. of
checkers

Max. no. of
columns per
sub-ckt

Max. no. of
columns in the
suspect set

Pct. of signals
across more than 2
sub-ckts

Duplex, 9 sub-ckts

9

10

85

0.19%

Duplex, 17 sub-ckts

17

5

85

0.22%

For the duplex scheme with 9 sub-circuits, 10 additional columns are required as
backup for guaranteeing 1-column fault tolerance using the modified column-based
precompiled configuration scheme. For the duplex scheme with 17 sub-circuits, only 5
additional columns are required to achieve the same fault tolerance capability. Since both
schemes are mapped into the same number of columns, the duplex scheme with 17 subcircuits is preferred if the modified column-based precompiled configuration scheme is
used.

6.5 Summary
We present a blind reconfiguration technique, which integrates CED schemes
with the column-based precompiled configuration approach used for fault tolerance, for
solving run-time fault location and recovery problem in the reconfigurable hardware
rapidly. Using distributed CED checkers in each sub-circuit of a system, faulty column
suspects can be obtained, and the number of configuration attempts for fault location and
recovery can be reduced.

62

With a modified column-based precompiled configuration

scheme that shifts the configuration in units of sub-circuits, the number of configuration
attempts can be further reduced.
A case study of LZ compression in FPGAs show that our approach can complete
the fault location and recovery process in one or two reconfigurations with a very high
probability.

For duplex CED schemes, extra area overhead and variations of clock

frequencies due to partitioning and distributed checkers are small.
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Chapter 7
Concluding Remarks
This dissertation summarizes my contributions to dependable computing
techniques for applications using reconfigurable hardware.

With the inherent fine-

grained redundancy of resources and the re-programmable feature, reconfigurable
hardware has great potential for constructing cost-effective systems with high
dependability. Various run-time supports required for achieving this objective have been
studied thoroughly, including concurrent error detection (CED) techniques, transient
error recovery schemes, fault location techniques, and reconfiguration strategies for
tolerating permanent faults.
For concurrent error detection, the inverse comparison CED technique guarantees
data integrity for applications with unique inverse. Such a technique is very attractive
when the inverse operation is simpler than the forward process because both area
overhead and time overhead can be very small.
For transient error recovery in reconfigurable hardware, two kinds of techniques
should be executed in order to restore normal operations from different types of transient
faults. For system transients where configuration data is not changed, rollback recovery
or forward recovery techniques can be used to restore normal operations. Two rollback
recovery techniques, reload-retry and direct-retry, have been developed for the LZ
compression application.

For configuration transients where configuration data is

changed, configuration readback and writeback operations can be used to correct the
error.

In order to minimize the performance degradation in user operations, the

configuration transient recovery process is executed either as a background scrubbing
operation or initiated concurrently with the system transient recovery process.
The concurrent processes in transient error recovery schemes in reconfigurable
hardware raises a memory coherence issue when some of the Look-Up Tables (LUTs) in
Configurable Logic Blocks (CLBs) are configured as user memory modules. Two online memory coherence techniques, stall-when-write strategy and the dirty-bit technique,
are developed. Simulation results show that systems with the dirty-bit technique have
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lower time overhead in user operations when a small number of faulty configuration
frames is present.

The dirty-bit technique has a stable, small performance overhead

under different environmental parameters, and the area overhead is small.
For tolerating permanent faults, column-based precompiled configuration
techniques achieve significant dependability improvement with minimum post-faultlocation downtime. Because alternative configurations are constructed by column-based
shifting, an integrated differential and run-length coding technique can be used to reduce
the storage overhead for precompiled configuration data by 1-2 orders of magnitude.
Based on the integration of the column-based precompiled configuration
technique and CED schemes with distributed checkers, a blind reconfiguration approach
is developed which reduces the total system downtime for the entire permanent fault
location and repair process. Using this approach, a case study shows that the entire fault
location and repair process can be completed in one or two reconfigurations with a very
high probability.
There are several subjects for future investigation.

For column-based pre-

compiled configuration schemes, although similarities in alternative configurations cause
significant storage reduction after data compression, effects of Common Mode Failures
(CMFs) in similar configuration patterns and the resulting degradation in fault-tolerant
capability would need to be characterized. Development of proper fault models and fault
simulation methodologies for reconfigurable hardware would be also helpful for
measuring the effectiveness of various dependable computing techniques.
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