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techniques would lead to different and often simpler
diagrams.
What are some useful ways in which these diagrams can
and should be generalized? One possibility is to allow for
' DON T CARE'S" or DON'T KNOW's by simply including 'X"

tests for combinational logic nets," IEEE Trans. Comput., vol. EC-15,
pp. 66-73, Feb. 1966.
[8] C. Ghest and J. Springer, Advanced Micro Devices Data Book, Advanced Micro Devices, Inc., pp. 8-9-8-28, 1974.

third terminal value.
How can the diagrams be used for various synthesis
procedures? We have seen (in Section III) that path tracing
can yield a many gate, two-level form while a direct substitution method, such as that in Section V, tends to result in few
gates but many levels.
as a
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Efficiency of Random Compact Testing
JACQUES LOSQ,

Abstract-Random compact testing uses random inputs to test
digital circuits. Fault detection can be achieved by comparing some
statistic of the circuit under test, e.g., the frequency of logic ones at an
output, with the value of that statistic previously determined for the
fault-free circuit. In this paper, we show that random compact testing
can efficiently detect failures in both combinational and sequential
circuits. Although this testing method cannot guarantee detection of
all faults, it provides a simple way to detect the vast majority of
failures in most circuits. The effects of failures inside combinational
circuits are modeled in relation to the statistical property measured
by the test and a general evaluation of the testing efficiency is
obtained. The probability of detection is shown to increase with the
test length and to be dependent upon test parameters such as the
statistics of the input sequence. For sequential circuits, the uncertainty of the initial state necessitates an initialization step, which is a
long sequence of random inputs. The length of such an initialization
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sequence is circuit dependent, but for most circuits, proper initialization can be achieved in a few seconds. Most failures inside the
memory elements are easily detected, even with short tests. Random
compact testing can also detect most of the failures inside the
excitation logic and the output circuitry. There, as for combinational
circuits, its efficiency is largely dependent upon the test length. Some
of the requirements and tradeoffs to achieve efficient detection are
presented.
Index Terms-Combinational digital circuits, compact testing of
digital circuits, random testing of digital circuits, sequential
digital circuits.
I. INTRODUCTION

THE INCREASING complexity of digital circuits has
the testing problem extremely difficult. Deterministic methods for test generation (D-Algorithm [1], [2],
Boolean difference [3], Poage's method [4]) become prohibitively expensive for large circuits. The number of multiple
stuck-at faults increases exponentially with the number of
gates. For large LSI chips, like microprocessors, the amount
of computation required to generate a vector test set that
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covers all single stuck-at and some multiple faults is extremely large, and some LSI failure modes may not even
conform to the stuck-at model. For example, patternsensitive failures may not be covered by the test obtained.
Random test generation methods [5]-[8] are used to overcome some of the computation costs of deterministic
methods. Random input patterns are fed to a prototype of
the circuit to be tested (or to a simulator) and are analyzed
for their ability to catch failures. These methods produce, in
general, very large test sets. However, there have been some
efforts to optimize them (by assigning different weights to
the input leads [9] or by interactive use [10]). Some testing
methods do not require prior test generation. Quite often,
testing is economically achieved by comparing the outputs
of the circuit under test with the outputs of a known good
unit (also called "gold unit") while both units are fed by the
same sequence of random inputs. The efficiency of such
testing methods has been analyzed by [11]. However, the
gold unit may be impractical to obtain, and its reliability is
not guaranteed. Also, the synchronization of the two units
may cause problems, especially for sequential circuits which
could have different initial states.
A new testing method, which also does not require prior
test set generation, has recently been implemented in some
test equipment. The unit under test is fed a long sequence of
random or pseudo-random inputs, and some statistics of the
outputs (for example the frequency of logic ones or transitions in the output stream) are computed. If the output
statistic is satisfactory, then the unit passes the test. We will
refer to this testing method as random compact testing. The
Fluke Trendar 1000 Logictester is an example of commercial testers that use this method. In previous studies, J. P.
Hayes showed that faults in combinational circuits can be
detected by counting the number of transitions observed on
the circuit outputs during a testing experiment [12], and
performed a comparative evaluation of the different types of
counts that can be used [13]. K. P. Parker pointed out the
dependency between the statistics of the input test sequence
and the test coverage for combinational circuits [14]. Studies
of the diagnosability achieved by random compact testing of
combinational circuits have also been reported [15]. The
goal of this paper is to obtain general quantitative measures
of the efficiency of random compact testing for the detection
of failures that occur in digital circuits.
II. TEST DESCRIPTION

Random compact testing of digital circuits is achieved in
two or three steps depending upon whether the circuits are
combinational or sequential. In the first step of the experiment for sequential circuits, a long sequence of random
inputs is fed to the circuit. During this first step, called the
initialization step, no statistics of the outputs are gathered,
since the only purpose of this step is to initialize the circuit.
The following two steps are similar for both combinational
and sequential circuits. The circuit is first fed a long sequence
of random inputs while some statistic(s) of the output stream
is(are) gathered; this step will be called the statistic gathering
step. The last step is the comparison between the observed
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and the correct statistic, called the comparison step. In this
study, we assume that the output statistic is the proportion
of logic ones in the output stream. This computation is easily
achieved by counting the number of logic ones (implemented by a binary counter). The study reported in [16]
concluded that this may be the best statistic. Fig. 1 gives a
general description of the testing scheme, the hardware
required, and the experiment timing.
The length of the input sequence during the initialization
step will be denoted by To. Similarly, the length of the input
sequence during the statistic gathering step will be denoted
by T. During the comparison step, the observed statistic,
referred to as the circuit signature, is compared with the
correct value, also called the reference value or reference
signature. The reference value can be computed from the
circuit function, obtained by simulation, or approximated
by the value most frequently observed while testing a large
batch of identical circuits. The comparison between
the observed signature and the reference signature need not
be a bit-by-bit comparison. Due to the random nature of the
input sequence, different circuits may be tested by different
sequences. Even when pseudo-random vector generators are
reset at the beginning of each new testing experiment (in
order to produce the same sequence), the signatures obtained for identical sequential circuits may be slightly
different from the reference signature because of the initial
state problem. Thus, the signatures observed for the faultfree circuits may not be identical, but they will all be
approximations of the reference signature. We will assume
that a circuit is fault-free if the observed signature differs
from the reference signature by less than some small value c.
For multiple output circuits, a similar comparison can be
performed for each output. The values £j (one for each
output line) give an indication of the stringency of the test.
The range of signature values for which circuits are declared
fault-free forms the acceptance window. The random vector
generators used to produce the random inputs are memoryless devices that, when started, produce a sequence of
vectors k V = <k VI, k V2, * * *, k Vn> where,k Vj = 1 if input line
Xi = 1 during the kth test. The probability that kVj= 1 is
independent of k and is equal to some constant xj, such that
the set, {x 1, x2, ,xn.}, completely characterizes the random
vector generator. This is expressed mathematically as
follows:
T: number of input test vectors, the test length,
X = Kxl, x2, , xn>, the probabilities of l's for the input
variables,
z= the proportion of l's at the output of the fault-free
circuit,
: the test stringency,
A = [zj - , z + E], the test acceptance window.
III. COMBINATIONAL CIRCUITS
The circuit for which the test is intended is a combinational circuit with n inputs and one output. The results can
be generalized for multiple output circuits. A fault-free
version of the circuit under test will be called circuitj, and its
parameters will be subscripted by the same letter j. The
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Fig. 1. Random compact testing. (a) General conception of random
compact testing. (b) Equipment for the random compact testing of a
two-output circuit (statistic used is the probability of logic ones). (c)
Timing diagram for random compact testing

reference signature will be referred to as Zj and the observed
signature for the circuit under test by z. As mentioned
previously, the signatures computed will be the proportion
of logic ones in the output stream (or equivalently for a given
input sequence, the number of ones in the output sequence).
For combinational circuits, it is always very advantageous to reset the random vector generator at the beginning of each new test experiment. In this way, the same input
sequence will be applied to all circuits, thus allowing a
bit-by-bit comparison of the observed signature with the
reference, signature.
A. Identifying Test
It has been previously shown [18] that there exists a set of
input probabilities, {xl, x2, , x"}, such that no two ninput-variable combinational functions have the same probability of a logic one at the output. The input probabilities xi
are

Xi=
22 l
X~22i1+

=

~~~~~~~~1

-

+ (1-P) * erf(e

*

ZJIT-ZJ))

B. Acceptance of Faulty Modules
One of the parameters that characterize the practical
efficiency of testing techniques is the screening ratio.

(b)

TEST EXPERIMENT

p,=
P'=
2 P

2 -P
I -P
P
The screening ratio, P over P', is quite small. Unfortunately,
this method is impractical because the random vector
generator needs to be extremely complex (n different values
for the x,'s, some of them very small) and very accurate. In
general, it is more interesting to use simpler random vector
generators which give the same probability of logic ones on
each of the input lines (xi = x for all i).
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1, 2, .., n.

Thus, the output probabilities z are uniformly distributed
over [0, 1] for the set of all n-input combinational functions.
The probability that a faulty circuit passes the test, given
that every faulty circuit is equiprobable, is
Prob(faulty circuit passes test)= 2 * E.
If P is the proportion of faulty circuits in the batch before

Another significant parameter is the conditional probability
that a circuit passes the test given that it is faulty, also known
as the type II error in statistics:
Prob(pass test faulty)
T(ZJ + e)
k = T(zjj-)

1T
)

( - u)T. 0(u) du

where 0(z) is the density function of the faulty signatures.
For small circuits, one can directly list all the possible faults
and compute the output frequency (the signature) for each
one. For example, consider the circuit of Fig. 2. We will only
be concerned with the output labeled S. The output probability, z, is displayed in Fig. 3 as a function of the input
probability x. If a long enough sequence of random inputs is
applied with x = 0.25 (or x = 0.75), all possible single and
multiple stuck-at faults will be detected. (There are 48 single
and about 280 trillion multiple stuck-at faults.) However,
when x = 0.5, many faulty circuits will have the same output
probability as the correct circuit. Therefore, the test
efficiency is far higher when x = 0.25 (or x = 0.75) than
when x = 0.5. For x = 0.25 (or x = 0.75), the maximum
difference between the output frequency of the fault-free and
faulty circuits is Az = 1/64. The test characteristics (the
probability of accepting faulty circuits and the probability of
rejecting fault-free circuits when the random vector generator is not reset at the start ofeach test) are displayed in Fig. 4.
For this evaluation, only the single stuck-at faults have been
considered, and they were assumed to be equiprobable. As
can be seen from these curves, such a test is quite efficient;
after one hundred thousand inputs (£= 1/128), the probability that a faulty unit passes the test is less than 10- .
A test of one hundred thousand inputs for such a small
circuit may be some form of overkill, especially because this
circuit can be functionally tested with only eight inputs.
However, it should be noted that it does not take
significantly more time to send one hundred thousand
inputs to a circuit than eight as long as these inputs are sent
at the normal operating speed of the circuit (usually on the
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Fig. 3. Output probability zj as a function of the input probability x for
the circuit of Fig. 2.

order of one million inputs per second). Since far more than
a few seconds is required for the placement of the circuit in
the tester, actual testing time for a random compact test will
not be much longer.
One of the major problems with the evaluation of test
performance is to correctly approximate the density function 0(z), the distribution ofthe faulty signatures. For small
circuits it is possible to enumerate and analyze all the
possible faulty circuits, but this is clearly impractical for
larger circuits. Therefore, it is necessary to obtain meaningful models for the effects of failures on the circuit signature
without enumerating all possible faulty circuits. Even the
enumeration of only the stuck-at faults in large circuits is
quite cumbersome. We will present two such models
depending upon the circuit structure and the type of faults
considered. The first model assumes that a fault changes the
circuit function in a completely random manner. The second
model is based upon the assumption that all the cells of the
truth table have the same probability of being in error.
C. First Model for Faults in Combinational Circuits
The simplest possible assumption to make concerning
faults in combinational circuits is to assign the same probability of occurrence to each of the 22" 1 faulty functions of n
variables. Upon occurrence of a fault, the truth table of the
faulty circuit is randomly selected from these possible faulty
truth tables. This assumption may seem quite restrictive
because it does not apply well to many simple circuits when
only single stuck-at faults are considered. However, there
are several reasons for it. First, the failure modes for IC chips
are extremely varied. Based on Air Force field experience
[19], about 40 percent of all the failures are surface related

defects, 25 percent package defects, 7 percent bulk silicon
defects, and only 7 percent both metallization and wire
defects. While metallization and wire defects can be considered as stuck-at faults, surface related defects may change
the truth table far more extensively and in a seemingly
random manner. The second motivation for such an
assumption is the existence of circuits that are large, complex and poorly structured. Given such a circuit with many
internal fan outs, even single stuck-at faults can extensively
change its truth table. For two-level AND, OR, NAND, and
NOR circuits without internal fan out, it is clear that the effect
of a single stuck-at fault will be to expand or shrink prime
implicants or implicates. However, if there are internal fan
outs, single stuck-at faults already change the truth table in a
far more complex manner. Proceeding by analogy, it is
intuitive that the changes introduced in the truth table of
large multilevel, and poorly structured circuits by stuck-at
faults can be quite extensive (and difficult to determine).
Many cells of the truth table will be changed and the
distribution of the faulty cells in the truth table will depend
upon the particular fault. As a result, after an unknown
failure, it will be difficult to determine whether any given cell
is fault-free. As will be shown in the next model, each of the
possible faulty 22n _ 1 functions is equiprobable when each
cell is as likely to be correct as to be in error.
The assumption states that all the 22" - 1 possible faulty
functions have the same probability of occurrence. This
assumption can, however, be somewhat relaxed since it is
not necessary that -each single one of these 22n _ 1 faulty
functions be the result of a failure. If 0(z) is the density
function of the signature z, over all possible n-variable
functions, for a given input statistic, then it is only necessary
that the signatures resulting from failures follow the same
distribution. Under the assumption that the faulty signatures are governed by the density function 0(z), it is possible
to compute the probability 0(z) 2 dz that one observes a
faulty signature that is in the range [z - dz, z + dz]. All the
input probabilities, x1, x2, ., x", will be assumed to be
equal to x, thus allowing a much simpler random vector
generator.
Under such a model for the failures, one can show, (cf.,
Appendix), that the density function, 0(z), for the faulty
signatures, is a Gaussian distribution:
-
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0(z) = Gauss (z, 0.5, a2)

1-cell by a fault, the output probability of the circuit is
increased by the probability, ai, of the corresponding input
with
vector Ai. Similarly, the output probability is decreased
when
a 1-cell is changed to a 0-cell. Upon occurrence of a
z,
variable=
cell changes the circuit output probability by a
fault,
each
mean = 0.5,
random amount bz:
for 1-cells, subscripted by u,
variance = 2 = [X2 + (14 -X)2]
with probability 1 - y, and
bz = O,
The probability that a faulty circuit passes the test can be
|z = -au,
with probability y;
expressed directly:
for 0-cells, subscripted by v,
Prob (faulty circuit pass test)
z= 0, with probability 1 - y, and
= Prob (signature in [zj - s, zj + 1])
=
z av=
with probability y.
T(zj+ e) 1 T
Using the central limit theorem, this difference, bz, is a
z)T-k Gauss (z, 0.5, a2) dz. normally
kk=T(zj-e)
(Z-fE)0 [
(Gaussian) distributed random variable with
The exact solution is quite complex. However, the product mean A and variance C2 where
of the first three terms to the right of the integral sign
approaches the Gauss function, Gauss (kIT, z, z(l - z)/T).
A=y E a,
au- Z
LO-cells
1-cells
The value of T, the test length, is quite large, so, the variance
2
is extremely smalL which leads to the following
=
Z ((y y2) * a2) + Z ((y y2) a )
1-cells
0 -ce lls
simplification:
y*
+ _
Prob (faulty circuit pass test)
Zj+ E
The density function 0(z) of the faulty circuit signatures is
Gauss (u, 0.5, a2)* du.
-X
0(z) = Gauss (z, zj + A, a2).
When the observed signature is compared bit-by-bit with When y, the probability of a cell failure, is 0.5, this model
the reference signature, the value for E is of the order of 1/T. gives the same density function as the first model; hence, the
Hence, the probability that a faulty unit passes the test is first model can be viewed as an extreme case. It should be
inversely proportional to the test length:
noted that the test efficiency is extremely sensitive to the
difference
zj - 0.5. Hence, the input statistic should be
Prob (faulty unit pass test)
chosen such that zj is either close to 0 or to 1.
model is more stringent than the previous one. Many
1
2
[z*-0.5]2) of This
exp
the failed circuits will have a signature that differs only
slightly from the reference signature. The average difference,
A, is proportional to the probability y. The shape of the
E. Second Model for Faults in Combinational Circuits
distribution 0(z) seems to agree with the results concerning
The previous model was based upon the assumption that error latencies, the time intervals between the occurrence
faults affect the truth table in a completely random fashion. and detection of a fault [11]. Since many faults affect only a
While this assumption may be reasonable for complex few cells, their signatures are not very different and they have
circuits, it may not be valid for highly structured circuits like a long detection latency. The same approximations used in
ROM chips. For such circuits, it is more likely that faults the previous model can also be used here. The probability
affect only a few cells of the truth table. One can model such that a faulty circuit pass the test is
faults by assigning a probability y to each cell failure. So, the
Prob (faulty unit pass test)
probability of failures affecting a number of many cells
Zj + E
decreases as that number of faulty cells increases (for small
Gauss (u, zj + A, a2) * du
values of y). The probability that i out of the 2' cells are
zj-e
faulty (given that at least one cell is faulty) is
( A2
2 ~~_1 .
~expv-.f
2 .a2exP 2 2!
T
Prob (i faulty cells)
As an example, consider a 1024-bit ROM chip. We will
i 1
;) i (
assume that about one fourth of the bits are l's and that all
the input vectors are equiprobable (x = 0.5), hence the
1-cell
or
a
a
0-cell
either
output probability (the signature) is 0.25. The value chosen
Every cell of the truth table is
vector
the
for
for
input
y is 0.001 so that, on the average, failures affect only one
depending upon the circuit output
Ai
to
a
is
If
0-cell
bit.
The results are given in Fig. 5 (bit-by-bit comparison).
a
to
that
changed
cell.
which corresponds

zk.* (1-_

*

a.l=y (1-2zj),
_

_

=

y)2n
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This example demonstrates the efficiency of random compact testing for fast digital circuits, where only a small
penalty must be paid for long testing sequences.
IV. SEQUENTIAL CIRCUITS

I

io-l

A. Initialization Sequence

One of the problems in testing sequential circuits is
o-2
initialization. When tested, the response of a sequential
machine is dependent upon its initial state. Deterministic
test set generation methods use synchronizing sequences (or
\
TEST LENGTH
I
~~~~~~~T
homing sequences) to preset the circuit to a known state (or
1
102
104
106
to determine the initial state) [20]. Random compact testing
a faulty 1024-bit ROM passes the test (bit-by-bit
uses a similar approach; a series of random inputs of length Fig. 5. Probability that
comparison with reference).
To is applied to the circuit to achieve what is the equivalent
of a probabilistic synchronization.
Let the vector ,S, called the probabilistic state, denote the where the matrices Ni are independent of t. The convergence
state probability for the machine after the tth input has been radius of ;,S towards W is the eigenvalue with the second
applied:
largest absolute value. For example, a binary counter with u
stages (counting from 0 to 2U - 1) will reach its steady state
tS= <tsS1 tS2, *,tsq>,
within a precision of 10 - x after a sequence of approximately
tSi= Prob (circuit in state Qi after the tth input).
0.46 x 22u equiprobable random inputs. In this example,
From the state transition diagram of the circuit and the the required length of the initialization sequence is fairly
input probability vector A, it is easy to obtain the state long: about 1.3 million inputs for a 10-stage counter to reach
within 0.1 percent of its steady state. This is a worst case
transition probability matrix N:
example, however, and the time required for such an initialiN= [nij]q.
zation will still be less than one second for most present-day
implementations.
nij= Prob (state transition Qi
When the random number generator is reset at the
beginning of each testing experiment, synchronization canQj in one step input statistic = A).
With such a notation, the probabilistic state tS after the tth be achieved if the initialization sequence contains a subsequence that is a synchronizing sequence. However, if the
input is
length of the synchronizing sequence is substantial, the
likelihood that it will appear in a random sequence can be
tS = oS- Nt
small. For example, if the shortest synchronizing
extremely
where OS is the probabilistic state at the start of the testing
sequence
of
a 10-input circuit is 100 inputs long, it may
experiment.
require
as
many
as 103°0 equiprobable random inputs to
If the machine under test is strongly connected, i.e., from
have
a
significant
chance of achieving synchronization [22].
every state it is possible to reach any other state, then the
So,
unless
synchronization
sequences are extremely short,
matrix N corresponds to the transition matrix of an ergodic
for
example
when
there
are
reset lines, it is highly unlikely
Markov chain [21]. There is an eigenvalue Al equal to 1, and
that
all
the
fault-free
circuits
will be in the same state at the
all other eigenvalues A2,
2--, Aq have an absolute value less beginning of the statistic gathering
step (cf. Fig. 6). However,
than 1 [22]. Thus, the probabilistic state tS approaches a
when
reset
lines
are
available,
one
can
take great advantage
constant value W as t increases:
ofthem by allowing the random vector generators to be reset
at the start of each test experiment. This will permit bit-byLimit tS = Limit OS Nt = W.
t-+0
t
bit comparison between the observed and the reference
This means that after a long sequence of random inputs, the signatures and, consequently, makes the test far more
probability of being in any given state is fixed and indepen- powerful.
dent of the initial state. Therefore, any long sequence of
random inputs acts as an initialization sequence from the B. Rejection of Fault-Free Circuits
For sequential machines, the problem of rejection of
probabilistic point of view. One should note that signatures
are also probabilistic entities. The number of input vectors fault-free circuits is complicated by the initial state problem.
needed to achieve proper initialization (,S different from W Even if the random vector generator is reset at the beginning
by less than e) is directly dependent upon the eigenvalues of of each testing experiment, the signatures obtained for
fault-free circuits may not be exactly identical. For Mealythe matrix N. Powers of the matrix N can be written as
type machines, each output variable Z is a combinational
function of both the inputs and the internal states. For each
Nt= E (Ai)4 Ni
i= 1
output line Z one can write the truth table in vector form,
-+

o
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of the tth input vector (after the initialization sequence) is

tzj = [tS (3 A] * Cj,
where tS eD A represents the outer product of 1S by A (the
vector of probabilities for all pairs of internal states and
inputs). By replacing tS, we get
zj = [(OS * N To+t) E3A] Ci
The observed frequency zJ of logic ones on the output Zj
(the content of the counter at the end of the statistic
gathering step) is a random variable, unless the random
vector generator is reset and all the circuits synchronized.
The distribution of Zj is Gaussian because z; is the sum of
random variables and the central limit theorem holds. The
variance is extremely small when T is much greater than
1000. Thus, for the vast majority of fault-free circuits, the
observed frequency Zj will be extremely close to the mean
E[zj]. By developing the matrix N in orthogonal form, one
can find the difference between the expected signature E[ZJ]
and the observed signature z;. Because this difference tends
to zero very rapidly, random compact testing can be applied
to sequential circuits.

following equation:
W N=W.

Any matrix N', derived from N by some column permutation, will have the same steady-state vector W. If the
combinational logic that synthesizes the output variable
from the internal states and input variables is the same, then
both the circuit corresponding to the matrix N and the
circuit corresponding to the matrix N' will have the same
signature.
2) Failures in the Output Circuitry: The failures that are
limited to the combinational logic synthesizing the output
variables from the inputs and internal states do not affect the
state transitions. So, the problem is analogous to the
problem of detecting faults in a combinational circuit with
the extra constraint that some of the inputs to that circuit
(the internal state variables) are dependent upon the other
inputs. Faults can affect the validity of one or more of
the output variables. Conservatively, we need only consider
single output circuits. The output Z is a combinational
function of the inputs (At's) and the states (Qj's). When
the circuit is fault-free, the signature (the proportion of ones
in the output sequence) is zj. In order to model the effects of
faults in the output circuitry, we can use the same model as
for combinational circuits. For this model, we have

C. Detection of Failures
Prob (z E [u - du/2, u + du/2])
Most sequential circuits have the architecture of Fig. 7.
=Gauss (u, zj + A, a 2) du
The memory elements are flip-flops (or latches). They are
controlled by a combinational circuit that synthesizes the where
excitation functions from the circuit inputs and the flip-flop
z= signature of the faulty circuit,
outputs (called the excitation logic). The circuit outputs are
z signature of the fault-free circuit,
obtained by combinational logic (the output logic). Faults
y = Prob (a cell of the truth table is changed by the
can occur in the memory elements, the excitation logic, or
fault), average number of cells changed by the
the output logic. We will consider these three cases
failures,
separately. Generally, multiple failures are easier to detect
A= (1-2z)y, and
than single failures due to the cumulative effects.
a2 =variance=y(1-y) (Alr A) (W.Wr) where tr
1) Inherent Limitations of Random Compact Testing for
means transposed.
Sequential Circuits: As was previously shown, it is theoretically possible to use random compact testing to distingu- The fact that the distribution is not centered around the
ish between all combinational circuits. However, this is not reference signature and that the variance is quite small
possible for sequential circuits. Whatever the input probabi- implies that most failures in the output circuitry will be
lities and whatever the sequential machine under test, there detected. The difference between the observed signature and
will always be different sequential machines that produce the reference is likely to be greater than the acceptance
the same signature. The proof is fairly simple. The steady- window (which can be made extremely small by long test).
state vector W for a sequential circuit, is given by the Fig. 8 shows that, for 8-input, 4-state circuits, more than 99
=
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Fig. 8. Distribution of the output probability z for sequential circuits
with faults in the output logic.

percent of the failures will be detected if the width of the
acceptance window is around 0.002.

3) Failures in the Memory Elements: The simplest and

most general assumption to make concerning failures in the
memory elements (flip-flops) is that they will correspond to

single flip-flop failure (a stuck-at failure on the flip-flop
output). Many of the states become unreachable. The
transition matrix N' for the faulty circuit will have half ofits
columns equal to zero if every possible state is listed.
Consequently, half of the elements of the steady-state vector
W' are zero. If the internal states are directly observable at
the circuit outputs, the failures will be immediately detected.
Even when the internal states are not directly observable,
such failures will be detected in the vast majority of cases.
The conditions that need to be satisfied in order for a
sequential circuit to have the same output signature for two
steady states as different as W and W'are so restrictive that
one can say that every failure that occurs in the memory
elements will be detected.
4) Failures in the Excitation Logic: Failures that take
place in the excitation logic affect the state transition
diagram of the circuit. These failures may be quite diverse. A
failure that results in a constant value being applied to a
flip-flop is analogous to a flip-flop failure. On the other
hand, some failures may affect only a few transitions in the
transition diagram. For example, a failure may change only
the transition from state Qi to Qj under input Ak. These
failures will be far more difficult to detect because their effect
on the system operation is somewhat limited (in a statistical
sense). So, for a conservative evaluation, we will consider
only these failures. This will provide an approximate lower
bound for the detection efficiency.
Each of the flip-flops has its own excitation synthesized by
combinational logic. One can assume, conservatively, that
failures will affect the excitation of only one flip-flop. The
model previously developed for combinational circuits can
be used to describe the statistical effect of failures. Each
failure changes a few randomly distributed cells in the
excitation truth table. For each faulty cell, the corresponda

(all
*

2 INTERNAL STATES

***a

ze ro)

ak k

ith

The state Qj is obviously dependent upon Qj. The corresponding change in W, AW, is expressed as
W (I - N - AN) = W AN.
If W = (W1, W2,
Wq> then
W. (I-N-AN)
= 0, 0,, 0,-ak wj, 0,
+ak wj, 0,,

0).

So, there will always be a change in W associated with such a
failure. This is the basic reason why random compact testing
can detect these failures. When faults affect more than one
transition, the corresponding change in W, which will be
reflected by a change of the signature, is approximately the
sum of the individual changes associated with v faulty cells:
u, v

AW-

(I-N)~ E W ANi = W
i=l

i=l

ANi.

D. Example

Examination of the circuit of Fig. 9, a synchronous 4-bit
counter, shows that the most likely failures (on inputs,
outputs, and flip-flops) are detected by a random compact
test. When such a circuit is fed by random inputs (xi = 0.5
for all the inputs), any of these failures will cause a
discrepancy between the signatures, either at the Q output or
at the CARRY output (cf., Table I). This circuit has a reset line,
so, it is possible to perform a bit-by-bit comparison between
the observed signatures and the references.

V. CONCLUSIONS
Random compact testing is a very simple way to test
complicated circuitry. Extensive circuit analysis can be
avoided. Testing equipment is extremely simple and very
general so that the same equipment can be used to test
almost any kind of circuit. There is no need for large libraries
of test sets and reference output sequences. These advantages are obtained at the cost offar longer test sets. However,
these test vectors are random in nature and can be algorithmically generated. Furthermore, the current speed ofdigital
circuits allows in excess of a million inputs per second, so
that very large test sets are not a severe penalty.
Even though random compact testing cannot guarantee
one hundred percent confidence in its results, it is still an
efficient way to detect most of the failures that can occur in
circuits. By using a general model for the effects of failures in
excitation
state trancombinational circuits, it was possible to evaluate the
ing state transition (input + state
sition) will be different from the correct one. Reciprocally, general efficiency of random compact testing to detect
for every correct cell, the faulty and fault-free circuits have failures in combinational circuits. With testing experiments
the same transition. If the cell corresponding to input Ak and of sufficient length, a very high detection coverage can be
state Qi is faulty, then the normal transition from state Qi to obtained. For combinational circuits, the problem of rejecstate Qj is replaced by a transition to state Qj. The corre- tion of fault-free circuits is easily solved by resetting the ran-*

-*
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FAILURE ANALYSIS

TABLE I
SEQUENTIAL CIRCUIT OF FIG. 9

OF THE

SIGNATURES

on

FAILURES
Faul t-free
LOAD s-a-0
LOAD s-a-i
CLEAR s-a-0
CLEAR s-a-i
DATA A s-a-0
DATA A s-a-i
DATA B s-a-0
DATA B s-a-i
DATA C s-a-0
DATA C s-a-1
DATA D s-a-O
DATA D s-a-i
input P s-a-O
input P s-a-i
input T s-a-0
input T s-a-i

QA s-a-0
QA s-a-i
QB s-a-O
QB s-a-i
QCs
-a-O
C
QD s-a-i
s-a-i

QD

s-a-I

output

output

QA

CARRY

.21428
.25000
.16666

.U0141

.50000
.07142
.35714
.21428
.21428
.21428

.02750
.00120
.02380
.00120
.02380
.001 20
.02380
.00120
.02380
.01041
.01041

.00000

.21428

1

on

.21428
.21428
.16666
.25000
.16666
.25000
.00000

.21428
.21428
.21428
.21428
.21428
.21428

.01 562

.00000
.00000

OUTPUT

APPENDIX
Problem

Distribution of the output probability, z, over all 22
n-variable functions, for a given input statistic.
Let

K = Kko kl, ., kn>with ki
= number of 1-cells with i uncomplemented variables,

Q=<(1- xr, x
/ko

(I

-

k,

x)-,

x">,

kn

W7 -d n7dn7'
417

.00000

.02083

.00000

R=(S

.02380

.00000

(I*(1X)n,

j)

x*(1-xrn

.02380

.00000

.02380

.00000
.02380

then

z= K
dom vector generator before each experiment. For sequential circuits, initialization is achieved by a long sequence Let
of random inputs. The rate- of rejection of fault-free circuits
M(K)= number of functions with vector K,
when there is no simple synchronizing sequence is very low.
Failures affecting the memory elements (or the delay elen
n
ments in the feedback loops) can almost always be detected
M(K)=Hflyl.
by large differences between the observed and the reference
\ki
signatures. Similarly, permanent clock failures do not escape Let
detection. Failures in the combinational logic that synthesizes the output variables from the inputs and internal N5(2 s) = Probability of the functions i such that
states are likely to be detected. It was shown that the
Zi E [z - e, z + E]
corresponding signature will differ from the reference by a
random variable (depending upon which failure occurs) of
N(2 . e)=
M(K).
nonzero mean and extremely small variance.
1=0

=

A,
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This last equation can be approximated by an integral if one [9] H. D. Schnurmann, E. Lindbloom, and R. G. Carpenter, "The
weighted random test-pattern generator," IEEE Trans. Comput., vol.
uses the approximation between the combinatorial function
C-24, pp. 695-700, July 1975.
n choose k and the Gaussian distribution (for large value of [10] K. P. Parker, "Compact testing: Testing with compressed data," in

n):

NzH(2

-exp (-2 w7 ) * dwi.

[11]

-

W-ReA-0.5 i=O

f

So, the function 0(z), derivative of Nz(2 e) with respect to
2 e, is a Gaussian function of mean 0.5 and variance:
2

R
4

[x2+(1-4)2]
4

[12]

[13]

[14]
[15]
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