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Abstract-In digital circuits there is typically a delay between
the occurrence of a fault and the first error in the output. This
delay is the error latency of the fault. A model to characterize
the error latency of a fault in a sequential circuit is presented.
Random testing of sequential circuits is analyzed using the

error-latency model (ELM). For a desired quality of test, the
necessary length of the random test may be specified. Converse-
ly, the quality of a test with a fixed length may be calculated.
The accuracy of a previous analysis of random testing is shown
to be quite poor in some cases.

Index Terms-Error latency, input probability, latency inter-
val, Markov chain, random testing, sequential circuits.

INTRODUCTION

A fault in a digital circuit need not cause an immediate
error in the output. The delay between the occurrence of the
fault and the first error in the output is the error latency of
the fault (Fig. 1).

In [1] and [2] it was shown that the error latency in combi-
national circuits may be comparable to the mean time be-
tween faults (MTBF's) in certain cases. Such a large error la-
tency indicates correct output sequences long after a fault has
occurred. This paper extends the analysis of the error latency
of a fault to sequential circuits.
The error-latency model (ELM) is particularly useful for

the analysis of random-testing procedures. Previous approxi-
mate results on random testing [3], [4] are shown to be incor-
rect in some cases.

This paper considers synchronous sequential circuits that
can be represented by a state diagram with transition assigned
outputs, or the equivalent state table (Fig. 2). The circuits are
also assumed to be strongly connected; a path, not necessarily
of length 1, exists from any state to any other state. An asyn-
chronous preset or clear input may be considered as an addi-
tional data input line, so that most practical sequential cir-
cuits satisfy this assumption.
We say an input vector is applied to the sequential circuit

during a clock pulse. The application of an input vector re-
sults in the observation of an output vector' and a possible
change in the state variables.

Measuring the error latency by the number of input vectors
applied to the circuit (instead of by units of time) frees the
analysis from considerations of the clock rate.

Definition: The error latency ELk of a fault Fk is the num-
ber of input vectors applied to a digital circuit while Fk is ac-
tive, until the first incorrect output vector due to Fk is ob-
served. The error latency assumes values from the positive in-
tegers.
The error latency is an attribute of the fault. It depends on

the circuit, the fault, and the input sequence applied to the
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1 In Fig. 2 the output vector is "observed" when the same clock
pulse in some other part of the network (not shown) causes informa-
tion depending on the output vector to be stored.

circuit. The specific fault is implied by the notation ELFk
which we shorten to ELk.
Rather than specify the error latency of a fault for every

possible input sequence, we may instead consider an input se-
quence generated by a known random process. In this case the
error latency is a random quantity which also may be charac-
terized probabilistically.

In this correspondence the random process that generates
the input sequence is considered to be a stationary multinom-
ial process. That is, successive input vectors are chosen inde-
pendently according to some fixed probability distribution.

BACKGROUND: BEHAVIOR OF A SEQUENTIAL CIRCUIT IN
RESPONSE TO A RANDOM INPUT SEQUENCE

When random inputs are applied to a deterministic sequen-
tial circuit, the probability of being in a given state at time n
depends only on the state of the circuit at time n-1 and the
probabilities of the input vectors at time n-1. The operation of
the circuit may be described by a finite first-order Markov
chain. The Markov chain is also ergodic and stationary if the
circuit is strongly connected and the input probabilities do not
change with time. In this section we use the known properties
of Markov chains [5]-[7] to summarize the probabilistic be-
havior of a sequential circuit with random inputs [8]. The
knowledge of this behavior will be useful in the material to fol-
low.

Definition: The state probability S n) of a state Sj at time n
is the probability that the circuit is in state Sj after the nth
input. The state-probability vector S(n) is a column vector
whose jth element is the state probability sn).
The sum of the elements of a state-probability vector must

equal 1. The state-probability vector lists the state-probabili-
ty distribution at time n.

Definition: The n-step transition probability p7) is the
conditional probability of entering state Sj in exactly n steps,
given the present state Si. The transition matrix P is the
square matrix whose entry at the jth row and ith column is
Pl(j
The one-step transition probabilities for a sequential circuit

are obtained by summing the probabilities of the input vectors
that cause a transition from Si to Sj. Each column in the tran-
sition matrix must sum to 1.
Each state probability s(n) is described by the equation

S(n ) Es(-I ) p( i)

Equation (2.1) in matrix form is

SKO) = pS(n-1).

By repeated application of (2.2)

Sn) = (P... P(p(PS(°))))) = PnS(°)

(2.1)

(2.2)

(2.3)
The vector S(O) is the initial state-probability vector. The
entry at the jth row and ith column of Pn is the n-step transi-
tion probability pij(n).
A state-probability vector U is said to be a stationary state-

probability vector if U = PU. Every strongly connected se-
quential circuit has a unique stationary state-probability vec-
tor. The elements uj of U are the stationary state-probabili-
ties. These probabilities may be obtained by solving the sys-
tem of linear equations defined by U = PU (one of the equa-
tions in this system is a linear combination of the others) and
the additional equation

(2.4)i'tj = 1.
i

Let Nj(n) denote the number of times the circuit has been in
state Sj up to time n. By the weak law of large numbers, the
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Fig. 1. Error latency in a digital circuit.

probability tends to 1 that (Njn)/n) - ujl < e as n -X for
any arbitrary E > 0. Simply stated, the stationary state-proba-
bility distribution indicates the proportion of time (for large
n) we expect the circuit to spend in each of its states.

Definition: The state Sj has period d if the n-step transi-
tion probability pJ(7) = 0 whenever n is not divisible by d, and
d is the smallest integer with this property. A return to Sj is
impossible except perhaps in d, 2d, 3d, *- steps.

All of the states in a strongly connected sequential circuit
must have the same period. A circuit whose states have period
d is said to be d-periodic. A circuit is aperiodic if d is 1. Se-
quential circuits with a preset or clear must be aperiodic if
these lines are treated as data input lines.
-The state-probability vector SW') of an aperiodic sequential

circuit tends toward a convergent state-probability vector V
as n increases. The convergent state-probability distribution
is independent of the initial distribution and the convergence
is quick. Since for large n it must be true that V = PV, the
convergent state-probability vector V is equal to the station-
ary state-probability vector U. The probability of an output
vector is easily calculated from V as illustrated in the fol-
lowing example.
Example 1: When the probability of a 1 input is g, the sta-

tionary state-probability distribution of the circuit in Fig. 2 is

1= 1/(1 + g + g2 + g3), U3 = g2/(1 +g+ g2 + g3),
U2 = g/(1 + g + g2 + g3), U4 =g3/(1 + g + g2 + g3).

The circuit is aperiodic so that V = U and the convergent
probability of a 1 output is gV4 = g4/(1 + g + g2 ,+ g3). Starting
from state SI and for g = 0.6, the state-probability vector is
close to its convergent value V = (0.460, 0.276, 0.165, 0.099)t
after 10 inputs. The convergent probability of a 1(0) output is
0.059 (0.941).

THE ELM OF A FAULTY SEQUENTIAL CIRCUIT

A fault in a sequential circuit transforms the state table
from the correct version into a faulty version. Any model we
use to determine the error latency of a particular fault must
take into account the correct behavior of the fault-free circuit
and the actual behavior of the faulty circuit. A natural choice
is -to-form a product -state table [9] from the state tables of the
fault-free and the faulty circuit.
We define the ELM of a fault in a sequential circuit by the

following construction procedure. An example illustrates each
step.

Step 1: Obtain the state table M of the fault-free sequen-
tial circuit.
The state table M lists the present states as row headings

and the input vectors as column headings. For each present
state and input vector, the corresponding table entry indicates
the next state and the output associated with the transition.
States may be represented by the values of the internal-state
variables or by a convenient label. We use the convention of
labeling states Si, S2, .., Sm.

x

x

z

M

Q1Q2 0 1

O00S1 S1,O S2,0
01:S2 S1,o S3,0
llS3 Sl,o S4OO
10=S4 S1,0 S1,1

S3 S4

Fig. 2. Example of a synchronous sequential circuit with correspond-
ing state table M and state diagram.

Example 2a: The state table M accompanies the circuit in
Fig. 2.

Step 2: Obtain the state table MF of the sequential circuit
subject to fault F.

States in the faulty sequential circuit with the same internal
state variable assignments as those in the fault-free circuit are
given the same labels. The state table MF must have a row for
every state listed in the state table M. The state table MF may
have additional rows if all of the possible internal state vari-
able assignments are not used in the state table M. A reduc-
tion of the completed state table MF is possible when there
are indistinguishable states. To maintain ease of explanation,
this correspondence assumes that no reduction is performed-
in this step or Step 3.
Example 2b: For the circuit in Fig. 2 and the fault Li stuck-

at 1 (L1/1), the state table ML1/1 is shown in Fig. 3.
Step 3: Form the ELM state tables from the state tables M

and MF.
States in the ELM state table are actually pairs of states.

The first member of the pair is from state table M and the
second is from state table MF. A state pair Sij indicates that
the fault-free circuit would be in state Si but the faulty circuit
is actually in state Sj. The states Sii are initial states, since
the faulty operation of a circuit can only commence by being
in a correct state Si when a fault occurs.
To construct the ELM state table, start with a row for each

initial state. For a given present state, each next-state entry is
a state pair composed of the next-state entries (taken from
state tables M and MF) of the components 8f the present
states. The output is 1 if the corresponding output vectors
(taken from state tablesM and MF) are different and 0 other-
wise. Any next-state entry with a corresponding output of 1 is
immediately relabeled as state S+. New rows are added to the
table until there is a row for every state that can be reached
from the initial states. The next-state entries for state S+ are
all S+, with corresponding outputs of 0.
Example 2c: Fig. 3 shows the ELM state table for the fault

LI/1 in the circuit in Fig. 2.
The ELM state table describes the behavior of a sequential

circuit from the moment a fault occurs. The state S+ is en-
tered and a 1 output produced when the first output error oc-
curs in the faulty circuit.

Step 4: Form the ELM from the ELM state table.
The state diagram corresponding to the ELM state table is

transformed into a Markov chain by assigning probabilities to
the state transitions. Each one-step transition probability is
equal to the sum of the probabilities of the input vectors that
cause the transition. The resulting Markov chain is the ELM
of the fault in the sequential circuit.
Example 2d: Fig. 4 shows the state diagram corresponding

to the ELM state table in Fig. 3 and the resulting ELM. The
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Fig. 4. State diagram corresponding to the ELM state table in Fig. 3,
and the final ELM with transition probabilities in parentheses.

Sll 22 33 44 14 23 34 +

Sii
22
33

44
14
23
34

Fig. 3. ELM state table formed from the state table M of the fault-
free circuit in Fig. 2 and the state table ML1/1 of the same circuit
with the fault LI /1.

4.

transition probabilities shown in parentheses assume an ex-
ample of 0.6 for the probability of a 1 input.
Once the ELM enters state S+ it can never leave. The state

S+ is an absorbing state and the ELM is an absorbing Markov
chain. The state probability sin) approaches 1 as n increases.
The other states are transient states and their state probabili-
ties approach 0 as n increases.

Let Nj be a function defined for each transient state Si.
The value of Nj is the total number of times (including the
initial time) that the ELM is in state Sj. Since Nj is defined
only for transient states it will always have a finite value. If
TR is the set of transient states, then the time to absorption
Tab is defined

Tab=. Nj. (3.1)
j:SjETR

An important property of the ELM is-that the error latency
of the fault is equal to the time to absorption of the ELM. The
problem of characterizing the error latency of a fault in a se-
quential circuit has now been reduced to the problem of char-
acterizing the time to absorption in an absorbing Markov
chain. Well-known analytic methods [5], [7], (8] may be used
to determine the mean, variance, and probability distribution
function2 of the time to absorption (and hence the error laten-
cy) for the ELM.

This approach is valid for any sequential circuit with a fault
that results in a deterministic state table MF. All logical
stuck-at faults in a synchronous sequential circuit have this
property, as well as certain internal stuck-at faults in the flip-
flops.
We mention here a numerical method of obtaining the

probability distribution function of the error latency. Note
that the error latency is greater than n if the ELM is still in a
transient state at time n. It follows that

Pr[ELk > n] = E s'Qn) (3.2)
j:SjfTR

2 The probability distribution function of a random variable v is
the function Pr[I sn].

- .4 1.0 .4 .4 .4

.6 -6
_

- .6 -

.4 c4 - _

.6 -6 _

.6 - _

1-

L - - - .6 - .6 1 .0

Fig. 5. Transition matrix of the ELM in Fig. 4.

By (3.2) the probability distribution function of the error la-
tency at time n is equal to the absorbing-state probability s),

Pr[ELk n] 1-Pr[ELk> n] = 1- E S+
j:SjETR

(3.3)
The probability distribution function of the error latency is

plotted by the points s(n) for n 2 1. Recalling (2.3), SWn may be
obtained by the repeated multiplication of the initial state-
probability vector S°0) by the transition matrix P of the ELM.

For a circuit in operation, the probability of being in a par-
ticular state when a fault occurs is given by the convergent
state-probability distribution. The components s5°) of the ini-
tial state-probability vector S(°) are set equal to the corre-
sponding convergent state probabilities vi of the fault-free cir-
cuit. A periodic circuit has no convergent state-probability
distribution, but the stationary probability distribution de-
scribes the percentage of time spent in each periodic state.
The components s49) are set equal to the corresponding sta-
tionary state probabilities ui in this case. The remaining com-
ponents s(P), where i # j, are set equal to 0.

Definition: The latency interval n(c)k of a fault Fk is the
minimum number of applied inputs necessary to achieve a
probability c of observing an error due to the fault Fk.
The latency interval is obtained from the graph of the prob-

ability distribution function of the error latency by choosing
the minimum n such that the value of the function is greater
than or equal to c.
Example 3: The convergent state-probability vector V for

the circuit of Fig. 2 was calculated in Example 1: V= (0.460,
0.276, 0.165, 0.099)t when the probability of a 1 input is 0.6.
The ELM for the fault L1/1 has the transition matrix P
shown in Fig. 5. The initial state-probability vector is S(°) =
(0.460, 0.276, 0.165, 0.099, 0, 0, 0, 0)t. The probability distri-
bution function for the error latency is shown in Fig. 6. The la-
tency interval n(0.90) is 11 inputs; the fault L1/1 will cause an
output error within 11 inputs with probability 0.90.
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Fig. 6. Probability distribution function of the error latency and its
corresponding bound for the ELM in Fig. 4.

A BOUND ON THE ERROR LATENCY

For a given ELM it is possible to bound the error latency
and thus avoid an exact but lengthy computation. The fol,
lowing theorem specifies an estimate that is an upper bound
in the sense that the actual latency interval is always less than
the estimate.
Theorem 1: Let hj be the length of the shortest path from

state Sj to state S+ in the ELM. Let qj be the probability of
the shortest path from Sj to S+. If h = max (hj) and q = min
(qj), then the probability distribution function of the error la-
tency in the ELM is bounded by

Pr[ELk S wh]> 1-(1-q)w.

The latency interval is bounded by

n(c)k < ([log (1 - c)/log (1 - q)J)h.
Proof In h inputs, the state probability s(h) is at least q.

Consequently, the sum of the transient-state probabilities is
at most 1 - q so Pr[ELk > h]I 1 - q. The conditional proba-
bility that the process is not absorbed in 2h steps, given that it
is not absorbed in h steps, is again at most 1 - q. Continuing,
we obtain Pr[ELk > wh] < (1 - q)w
The bound given by Theorem 1 is very loose. Fig. 6 shows

the bound on the distribution function of the error latency for
the ELM in Fig. 4.

RANDOM TESTING OF SEQUENTIAL CIRCUITS

When deterministic methods of deriving a test sequence for
a sequential circuit [10] are considered too costly or time con-
suming, an alternate method is to test the circuit with ran-
domly generated i'nputs. In this method, random inputs are si-
multaneously applied to a known good circuit and the circuit
under test while the outputs are compared. The existence of a
synchronizing sequence is assumed. The test circuit is passed
if no error is observed during the test.
The number of inputs until a given fault is detected during

a random test is the error latency of the fault. The quality of a
random-test procedure for a fault Fk is the probability that
the test detects FP. The quality of an n-length random test is
equal to Pr[ELk < n]. For a desired quality c, the test length
must be equal to the latency interval n(c)k. A test of length
n (0.99)k for example, will detect 99 percent of the circuits
tested containing the fault Fk.
The probability Pr[ELk < n] and the resulting latency in-

terval may be accurately calculated using the ELM of Fk.
Construction of the ELM state table in Step 3 begins with the

initial product states. The initial states used for a random-
testing analysis are those product states that may exist after
the application of the synchronizing sequence. Example 4 il-
lustrates a case where the fault interferes- with the synchroni-
zation.
Example 4: Suppose that the flip-flops in Fig. 2 always as-

sume the reset state immediately following power-on. After
application of the synchronizing sequence "0," the fault-free
circuit is in state Sl, but the circuit with the fault Li/i is in
state S4. The initial state S14 is used to begin construction of
the ELM state table which finally contains the states S14, Sll,
S23, S34, and S+, respectively. The ELM initial state-proba-
bility vector is S(0) = (1, 0,0,0, 0) t.
The worst case fault for random testing is that fault having

the greatest latency interval and hence, requiring the greatest
test length. A worst case philosophy of random testing re-
quires that the test length be equal to the greatest of the la-
tency intervals of all possible faults. Then the worst case fault
is tested with a given quality c while other faults are tested
with a quality greater than c. Other random-test philosophies
are discussed in [2], [11], [12].

Searching for the worst case fault quickly becomes imprac-
tical for larger circuits, since the search involves the construc-
tion of an ELM for each fault equivalence class. An earlier ap-
proximate analysis [31,[4] avoids the work necessary to achieve
the precision provided by the ELM. We refer to this analysis
[31, [41 as the approximation method and use the terminology
of this paper in its description. The approximation method
claims to establish a practical bound on the latency interval of
any fault in a circuit, thereby establishing a bound on the re-
quired test length for the circuit and eliminating the need to
search for the worst case fault. With the precise ELM it is pos-
sible to show that the bound given by the approximation
method is substantially incorrect in some cases.

Consider a fault that affects a state transition in the state
diagram of a circuit. The fault may cause an incorrect output
or an incorrect sequencing of states when the affected transi-
tion is used. If vj is the convergent probability of using this
transition(s) in the fault-free circuit and if the time to conver-
gence is negligible, then according to the approximation meth-
od [3], [4], the probability of detecting the fault in a random
test of length n is

Pr[ELk < n] = 1 - (1 -V)n. (5.1)

The least used state transition is the transition with mini-
mum convergent probability Vmin. Since the probability of de-
tecting any fault in the circuit is given by (5.1), it follows that
(5.1) with vj = vmin specifies the upper bound error latency
that any fault in the circuit can attain. According to [3], [4],
solving (5.1) for n in this case gives the upper bound latency
interval n(c)ub, and hence the upper bound on the required
test length,

n(c)ub = [log (1 -c)/log (1 -Umin)]. (5.2)
Example 5 illustrates the case of a fault that affects only the

least used state transition. According to (5.2) the required test
length for this fault is the upper bound on the required test
length for any fault in the circuit. Example 5 uses the ELM- to
calculate the actual required test length for this fault, in addi-
tion to the "upper bound" test length specified by (5.2).
Example 5: The circuit in Fig. 2 with the fault L2/0 has the

state table ML2/o and the ELM in Fig. 7. A synchronizing se-
quence of "0" drives the faulty circuit to the correct state Si.
The initial state-probability vector for the ELM is 8(0)= (1,
Q,0,0,0,o)t. Fig. 8 shows the probability of detecting the fault
in n inputs when the probability of a 1 input is 0.5. A test of
n(0.90)k = 138 inputs will detect the fault with probability
0.90.

658



CORRESPONDENCE

ML2/0 X

Pr [input=l] 5

Fig. 7. State table ML2/o and the ELM of the fault L2/0 in Fig. 2.
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n 68 138
Fig. 8. Comparison of the "upper bound" test length given by (5.1)
and (5.2) and the required test length for the fault L2/Q in the cir-
cuit in Fig. 2.

Example 1 calculates the convergent state probabilities for
the fault-free circuit in Fig. 2. When the probability of a 1
input is 0.5, the transition from 54 to S1 in response to a 1
input has a convergent probability of 0.0333, which is mini-
mum. This is the transition affected by the fault L2/0. By
(5.2) the upper bound latency interval n(O.90)ub = 68 inputs.
Example 5 shows that an exact ELM analysis of the fault

L2/0 yields a result quite different than that expected by
(5.1). Allowing for the initial offset due to the time necessary

for convergence in the approximation method, the actual
probability of testing the fault rises at a slower rate than ap-

proximation (5.1). Equation (5.2) specifies a test of 68 inputs
to have probability 0.90 of testing the fault, while the actual
test length needed is 138 inputs, more than twice as many.
Conversely, using a test length of 68 inputs gives an actual test
quality of only 0.67 versus the test quality of 0.90 indicated by
approximation (5.1). Since the fault affects the least used
transition, the approximation method asserts that 68 inputs is
the upper bound on the required test length for the circuit,
when indeed the fault L2/0 requires a test length of 138 in-
puts.
Two incorrect assumptions in the approximation method

lead to the error illustrated by Example 5. The probability of
not using a given state transition is not independent from one

input to the next (though it is stationary). Since approxima-
tion (5.1) is based on the assumption of independence, the ap-

proximation should be used with care. The accurate method is
to state the problem in terms of an absorbing Markov chain.
Though no theoretical basis for approximation (5.1) appears
in [3], [4], it does seem to give reasonable results in practice
for faults affecting only the output function.

Approximation (5.1) also assumes that the use of an af-
fected state transition causes an immediate output error lead-
ing to an immediate detection. This is not necessarily the case

for faults affecting the next-state function. The ELM in Fig. 7
for example, enters the state S14 when the affected transition

in the faulty circuit is used. A 0 input drives the ELM from
state S14 back to state S1l, thus resynchronizing the faulty cir-
cuit and the known good circuit before an output error ever"
occurs.
The approximation method is undoubtedly useful in prac-

tice though pitfalls exist, as illustrated by Example 5. By
pointing out deficiencies in the approximation method, the
ELM can be a valuable tool to the designer of a random-test
procedure.

CONCLUSION

A useful application of the concept of the error latency of a

fault is the analysis of random-testing procedures. The ELM
may be used to specify the test length required to achieve a
given quality of test for some fault. With such an analysis tool
it may be possible to determine the optimum input probabili-
ties that would result in a minimum length test.

Using the exact analysis provided by the ELM, we have
shown that previous methods [3], [4] in the analysis of ran-
dom-testing procedures may lead to answers substantially dif-
ferent from the correct ones.
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About Random Fault Detection of Combinational
Networks
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Abstract-Fault detection by applying a random input se-

quence simultaneously to a network under test and to a refer-
ence network is conside-red. A distinction between testing quali-
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