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AbstractÐRedundant systems are designed using multiple copies of the same resource (e.g., a logic network or a software module) in
order to increase system dependability. Design diversity has long been used to protect redundant systems from common-mode
failures. The conventional notion of diversity relies on ªindependentº generation of ªdifferentº implementations. This concept is
qualitative and does not provide a basis for comparing the reliabilities of two diverse systems. In this paper, for the first time, we
present a metric to quantify diversity among several designs and illustrate its effectiveness using several examples. Applications of this
metric in analyzing reliability and availability of diverse redundant systems, and deriving simple relationships between diversity, system
failure rate, and mission time are also demonstrated.
Index TermsÐError detection, design diversity, common-mode failures, fault-tolerant computing, dependability.
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INTRODUCTION

HE use of redundancy techniques for designing systems
with high data-integrity and availability has been
studied extensively [28], [37]. A duplex redundant system
is an example of a classical redundancy scheme (Fig. 1).
There are many commercial dependable systems from
companies like Tandem, Stratus, and Sequoia using hardware duplication [28]. Hardware duplication is also used
for the instruction fetch and execution units inside the IBM
G5 processor [38], [45]. In a duplex system, there are two
modules (shown in Fig. 1 as Module 1 and Module 2) that
implement the same logic function. The two implementations can be the same or different. A comparator is used to
check whether the outputs from the two modules agree. If
the outputs disagree, the system indicates the presence of
an error. Data integrity means that the system either
produces correct outputs or generates an error signal when
incorrect outputs are produced; in the literature on faulttolerant computing, data integrity is also referred to as the
fault-secure property [37]. For a duplex system, data integrity
is guaranteed as long as only one module fails.
In a redundant system, common-mode failures (CMFs)
occur when a single failure affects more than one module at
the same time [11]. Examples of common-mode failure
sources include electromagnetic coupling, power-supply
disturbances, and radiation. Design mistakes in hardware
and software systems can have very significant impact
(catastrophes, major financial losses). There are many
examples of design errors in hardware and software
systems such as the floating point division bug in Intel's
Pentium Chip [46] and the design error in Toshiba's floppy
disk drive controller [47]. As pointed out in [3], although
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the use of redundant copies of hardware has proven to be
quite effective in the detection of physical faults and
subsequent system recovery, design faults are reproduced
when redundant copies are made. Simple replication fails to
enhance system reliability against design faults. A comprehensive survey and a characterization of common-mode
failures is presented in [21].
Design diversity was proposed to protect redundant
systems against common-mode failures. In [3], design
diversity was defined as the independent generation of
two or more software or hardware elements (e.g., program
modules, VLSI circuit masks, etc.) to satisfy a given
requirement. Design diversity was also proposed in [11]
as an avoidance technique for common-mode failures. Nversion programming [2], [15] is used to achieve diversity in
software systems. Hardware design diversity is used in the
Primary Flight Computer (PFC) system of Boeing 777 [30]
and many other commercial systems [4]. For the Boeing 777,
three different processors (from AMD, Intel, and Motorola)
are used in the PFC. Tohma and Aoyagi proposed using the
implementations of logic functions in true and complemented forms during duplication [42]. The use of a particular
circuit and its dual was proposed in [40] to achieve
diversity in order to provide protection from commonmode failures. The basic idea is that, with different
implementations, common failure modes will probably
cause different error effects. For example, chances of
identical design errors may be minimized if two different
groups of designers are asked to independently design a
hardware block or a software module. A power supply dip
may have different effects on two different hardware
implementations of the same logic function.
While there is clear evidence that diversity can bring
benefits in a redundant system, these benefits are
extremely difficult to quantify with the above qualitative
definition of diversity. Thus, as pointed out in [12], there
is a need to answer questions such as: ªwhat is diversity?
Are these designs more diverse than those? How diverse
are these two designs?º In order to quantify the effect of
diversity on the reliability of a redundant system, a
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TABLE 1
Example to Illustrate Behavior of Faulty Implementations in a
Duplex System (Incorrect Outputs Shown in Boldface)

Fig. 1. A duplex redundant system.

metric is needed to quantify diversity among designs with
the same specification [12], [40].
In addition to common-mode failures, with the high
density of logic gates in a VLSI chip, multiple failures may
become more frequent. For example, current research
shows that multiple bit errors due to a single radiation
source are common in VLSI chips [13], [29]. The classical
reliability models for redundant systems are pessimistic
because, in the presence of multiple module failures, they
do not consider compensating effects of different faults [36].
It is interesting to find out whether design diversity also
helps by achieving better compensating effects of different
faults, compared to simple replication.
There are two cost components associated with diversityÐdesign time and manufacturing cost. The design time is
doubled for a duplex system design with diversity. The
manufacturing cost can be avoided for systems built using
reconfigurable logic elements (e.g., FPGAs). For these
systems, diversity can be created by downloading different
configurations instead of manufacturing different ASICs.
This work was done as part of the ROAR (Reliability
Obtained by Adaptive Reconfiguration) project at the
Stanford Center for Reliable Computing [33]. In the ROAR
project, the system under consideration is reconfigurable
and contains user-programmable logic elements (e.g.,
FPGAs). For such systems, faults can be detected during
system operation using concurrent error detection (CED)
techniques and the faulty element can be located [8].
Finally, the system can be reconfigured to operate without
using the defective element [9]. Hence, for a reconfigurable
system, the Field Replaceable Unit (FRU) is a programmable logic block used for implementing logic functions or
a routing resource (switch module or programmable
interconnect point), instead of a chip or a board as in
conventional fault-tolerant systems.
Some preliminary ideas related to this work are reported
in [20] and [32]. This paper's main contributions are:
1) developing a metric to quantify diversity among several
designs and 2) using this metric to perform reliability and
availability analysis of redundant systems. In Section 2, we
introduce a design diversity metric and present reliability
and availability analyses of redundant systems using this
metric. We present simulation results in Section 3. Section 4
examines the effect of design diversity on the self-testing
properties (the ability of a system to test itself) of a duplex
system. Finally, we conclude in Section 5.

2

DESIGN DIVERSITY METRIC

AND

ANALYSIS

2.1 D: A Design Diversity Metric
Assume that we are given two implementations (logic
networks) of a logic function, a probability distribution for
the primary inputs and faults f1 and f2 that occur in the first
and the second implementations, respectively. The diversity
di;j with respect to fault pair (f1 , f2 ) is the conditional
probability that, with the faults f1 and f2 present, the two
implementations do not produce identical errors.
Table 1 illustrates the main idea behind the above
definition of di;j . We have two implementations N1 and N2
of the same logic function, and faults f1 and f2 affect N1 and
N2 , respectively. When the input combination 0000 is
applied, both implementations produce correct outputs in
the presence of the faults. When the input combination 0110
occurs, N1 produces erroneous outputs while N2 produces
correct outputs in the presence of the faults. If a comparator
is used to compare the outputs of N1 and N2 , a mismatch
will be reported and, hence, data integrity is guaranteed for
this input combination. A similar situation occurs for the
input combination 1101. For the input combination 1010,
both N1 and N2 produce erroneous outputs in the presence
of the faults. However, the erroneous outputs are different
and a mismatch will be reported when the outputs of N1
and N2 are compared. Hence, data integrity is guaranteed
for the input combination 1010. For the input combination
1110, both N1 and N2 produce identical erroneous outputs
and the errors will not be detected by the comparator
comparing the outputs of N1 and N2 . Hence, data integrity
is compromised for the input combination 1110.
The effects of the di;j values of different fault pairs are
combined to obtain a single number, D, for the diversity
metric as described below. This enables easy comparison of
the diversities of two diverse duplex systems.
For a given distribution function of different fault pairs,
the design diversity metric, D, between two designs is the
expected value of the diversity with respect to different
fault pairs. Mathematically, we have
X
D
P f1 ; f2 di;j ;
f1 ;f2 

where P f1 ; f2  is the probability of fault pair f1 ; f2 .
The fault model used in this paper is the stuck-at
fault model which is widely used for digital testing of
logic circuits [1]. In this model failures in a logic circuit
behave as if some lines in the circuit assume constant
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TABLE 2
Behavior of Faulty Multiple Output Circuits

Fig. 2. Example of diversity.

logical values, either 1 or 0, independent of the logic
values on other lines of the circuit. The stuck fault
model is very effective in detecting defects for digital
testing purposes [19]. For equivalence and dominance
relationships among stuck-at faults in logic networks,
please refer to [17] and [41].
For example, consider the two implementations of the
logic function Z  AB  AC shown in Fig. 2 with faults
f1  w stuck-at-0 (written as w/0) in the implementation of
Fig. 2a and f2  y stuck-at-0 (y/0) in the implementation of
Fig. 2b. With f1 present in N1 , the input combinations
ABC  111, 101, and 110 all produce errors at Z1 (i.e., the
outputs produced by the fault-free and the faulty circuits in
response to these input combinations are different). A fault
f1 is detected by an input combination if and only if the
outputs produced by the fault-free circuit and the faulty
circuits in response to the input combination are different.
Hence, input combinations ABC  111, 101, and 110 detect
f1 ; it can be easily shown that no other input combination
detects f1 for the circuit in Fig. 2a. The only input
combination that causes an error at Z2 with f2 present is
ABC  101. This is the input combination that detects f2 . If
a duplex system consisting of the two implementations in
Fig. 2 is affected by the fault pair (f1 , f2 ), then ABC  101 is
the only input combination for which both implementations
will produce identical errors. This erroneous output would
escape detection. If we assume that all input combinations
are equally likely, then the d1;2 value for the fault pair
f1 ; f2  is 1 18  78 .
Suppose that we are given two implementations (N1 and
N2 ) of a combinational logic function with n inputs and a
single output. The fault model is any fault for which a
combinational circuit remains combinational in the presence of the fault.
The joint detectability, ki;j , of a fault pair f1 ; f2  is the
number of input patterns that detect both f1 and f2 . This
definition follows from the idea of detectability developed
by McCluskey et al. [18].
If all input combinations are equally likely, then
k
di;j  1 2i;jn .
Next, we extend the above example to multiple-output
combinational logic circuits. For a fault pair f1 ; f2  affecting
the two implementations, we define ki;j as the number of input
patterns in response to each of which both implementations

produce identical errors. Now, we can use the same formula
as in the single output case.
For a hypothetical combinational logic function with two
inputs and two outputs (Table 2), suppose that faults f1 and
f2 affect the first and the second implementations, respectively. The responses of the two implementations in the
presence of the faults are shown in Table 2. The faulty
output bits are highlighted in the third and fourth columns
of Table 2. It is clear that for the calculation of ki;j , we have
to consider only the input patterns 10 and 11. Hence, ki;j  2
and n  2 (i.e., 2n  4) the value of di;j is 0:5.
Fig. 3 illustrates the use of the di;j values to evaluate
diversity between different implementations of the same
logic function. The following combinational functions are
implemented: W  A0 C  BC, X  ABC, Y  BC, and
Z  A0 B  BC. The three implementationsÐN1 , N2 , and
N3 Ðshown in Figs. 3a, 3b, and 3c, respectively, use the
same logic gates (AND gates A0 C, ABC, BC, A0 B, and two
2-input OR gates) but differ in the sharing of the logic gates
among the output functions (also called fanout structures).
Mitra showed that diversity in the fanout structure is
important for generating diverse implementations of the
same logic function [22].
We examine the following three duplex system designs:
1.

2.

3.

A duplex system with two identical networks
N1 and N1 . Consider faults m=1 (m is the label
of the node at the output of the AND gate
ABC) in both. A CMF (e.g., a power supply
dip) is expected to have identical effects on two
identical designs; hence, the same fault is
considered in both networks. In the presence
of the m/1 fault in both implementations, the
two (identical) implementations produce identical
erroneous outputs for seven input combinations
(ABC  000; 001; 010; 011; 100; 101; 110). Hence, the
di;j value for this fault pair (m/1 in both
implementations) is 1=8  0:125 (assuming that
all input combinations are equally likely).
The next duplex system includes networks N1 and
N2 and is thus diverse. Consider faults m=1 (at the
output of the AND gate ABC) in N1 and p=1 (at the
output of the AND gate ABC) in N2 . In the presence
of this fault pair, the two implementations produce
identical erroneous outputs for only two input
combinations (ABC  010; 011). Hence, in this case,
the di;j value of the fault pair (m/1 in the first
network N1 and p/1 in the second network N2 ) is
6=8  0:75.
The third duplex system is a diverse one using
networks N1 and N3 . There are faults m=1 (at the
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identical erroneous outputs for only one input
combination (ABC  011). Hence, in this case, the
di;j value of the fault pair (m=1 in N1 and r=1 in N3 )
is 7=8  0:875.
The diverse duplex system design using N1 and N3 is
better than the other two systems in the presence of
single stuck-at faults. This fact can be verified by
calculating the diversity metrics for these three systems.
We calculated the diversity metrics for the above systems
in two different ways:
a.

Fig. 3. Diverse implementations with diversity in fanout structures.

output of the AND gate ABC) in N1 and r=1 (at the
output of the AND gate ABC) in N3 . In the presence
of this fault pair, the two implementations produce

If we assume that all possible single-stuck-at fault
pairs are equally probable, then the values of the
D metric for the first, second, and third systems are
0:96, 0:97, and 0:98, respectively. When we calculate
the diversity metric assuming that all fault pairs are
equally probable, we do not see a big difference
because a large fraction of all fault pairs have the di;j
value equal to 1 for all the three systems. This is
because there are very few (approx. 20-30 percent)
fault pairs f1 ; f2  such that f1 and f2 belong only to
the same logic cone. Hence, the values of the
D-metric become very close to 1 for all the three
duplex designs.
b. For each single stuck-at fault f1 in network N1 , we
found the fault f2 in the other network (N1 , N2 , or
N3 ) of the above duplex systems such that the di;j
value of the fault pair f1 ; f2  is the minimum over
all f2 s; hence, f1 ; f2  is called a worst-case fault pair.
These worst-case fault pairs were found through
exhaustive simulation of all input combinations and
all fault pairs. Finally, we calculated D as the
average value of di;j s over the worst-case fault pairs.
The D values obtained were 0:67, 0:72, and 0:75 for
the first (N1 ; N1 ), second (N1 ; N2 ), and third scenarios (N1 ; N3 ), respectively.
The main reason behind why the third duplex system
(with N1 and N3 ) is more diverse than the first duplex
system (with N1 and N1 ), as indicated by the diversity
metric D, is explained next. Fig. 4 shows the histogram of
the worst-case fault pairs for the first (N1 and N1 ) and the
third (N1 and N3 ) duplex systems. Along the X-axis we plot
the number of input combinations for which the implementations produce identical errors and, hence, undetected
errors. Along the Y-axis, we plot the number of worst-case
fault pairs. Out of all worst-case fault pairs f1 ; f2 , we
removed those fault pairs for which f1 is equivalent to a
stuck-at fault at the primary output of N1 . This is because, if
f1 is equivalent to a stuck-at fault on the primary output,
the worst-case fault pair f1 ; f2  will always have f2 to be
the same output stuck-at fault in the second implementation
no matter how diverse the second implementation is.
As shown in Fig. 4, for an identical duplex system with
N1 and N1 (the first duplex system), one out of eight input
combinations produces undetected errors (so that data
integrity is compromised) for seven worst-case fault pairs.
For one worst-case fault pair, seven out of eight input
combinations produce undetected errors. However, if the
third duplex system with N1 and N3 is used, the diversity
creates a remarkable improvement in the data integrity of
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Fig. 4. Histograms illustrating the improvement in data integrity through design diversity.

the system. There is no worst-case fault pair for which
seven out of eight input combinations produce identical
errors. There are only two worst-case fault pairs (compared
to seven in the first system) for which one out of eight input
combinations produce undetected errors. Finally, there are
six worst-case fault pairs for which data integrity is
guaranteed because no input combination produces undetected errors.
As observed earlier, for two identical implementations of
the same function, a common-mode failure (e.g., a design
mistake or a power-supply dip) can be modeled as the same
fault f1 affecting the two implementations. This is because it
is very likely that a failure generated by a common source
will have identical effects on the two identical implementations. Let M be the number of input sequences for which f1
produces erroneous values and, hence, both implementations produce identical error patterns at the outputs. If the
second implementation is different from the first, for any
fault f2 affecting the second implementation (and f1
affecting the first implementation), we cannot have more
than M input sequences that produce identical error
patterns at the outputs of the two implementations. Hence,
di;i  di;j .
There are two inherent difficulties in the computation of
the design diversity metric: 1) there can be very many fault
pairs and 2) the problem of computing the di;j value for a
fault pair is NP-complete. Fast techniques for estimating
diversity using a reduced list of fault pairs and an adaptive
Monte-Carlo simulation technique are described in [25]. The
adaptive Monte-Carlo simulation technique allows us to
estimate the di;j values with bounded error in the estimation; the error bound can be tuned depending on the
required accuracy and available computation time. In our
example of the calculation of diversity for combinational
logic circuits, we assumed that all input combinations are
equally likely. If we have information about the relative
frequencies of various input combinations (in the form of
input traces, for example), then we can incorporate this

extra information (by changing weights associated with the
input combinations) while calculating the value of the
design diversity metric.
The design diversity metric can be extended to sequential circuits [24] and software programs used to detect
hardware failures [27]. For diverse software programs used
to detect or tolerate software faults or design mistakes, the
idea of the design diversity metric can be used as long as we
have a fault model available. There are several faultinjection techniques available in the literature [5], [10] that
inject software faults in a system; hence, our diversity
metric can be used in the context of these software faults.

2.2 Reliability Analysis
In this section, we calculate the reliability of duplex systems
using the diversity metric described in Section 2.1. The
reliability of a duplex system at time t is defined as the
probability that the duplex systems does not produce
undetected errors up to time t. Since a duplex system will
be fault-secure at time t if it does not produce undetected
errors up to time t (as explained in Section 1), the reliability
of a duplex system at time t is also the probability that the
system is fault-secure up to time t. The reliability calculation is independent of whether the redundant components
are exact replicas or different implementations. For the ease
of analysis, we assume a discrete time model for the system.
In such a model, the time axis is broken up into discrete
time cycles and we apply inputs and observe outputs at the
cycle boundaries.
As shown in Fig. 5, input combination vi is applied at the
beginning of the ith cycle. Also, in Fig. 5, one of the modules
of a duplex system becomes faulty (f1 ) during cycle i and
the other module of the same duplex system becomes faulty
(f2 ) during cycle j. We assume that the fault effects are
permanent. Let p be the probability that a particular module is
affected by a fault at any cycle. For simplicity, we assume that
this probability p is the same for both modules of the duplex
system at all times which is true if the sizes of the two
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Fig. 5. A discrete time model of the system.

modules are comparable. The probability p can be looked
upon as the failure rate per cycle.
For a given fault pair f1 ; f2 , there are two possible
cases. In the first case, both faults appear in the same cycle.
The situation is shown in Fig. 6.
In Fig. 6, faults f1 and f2 affect Modules 1 and 2,
simultaneously at cycle i. At time 0, everything is fault-free.
So, before cycle i the system will produce correct results.
However, starting from cycle i, in each cycle, the system
data integrity will be preserved with the probability equal
to d1;2 . The probability s1 f1 ; f2 ; t that the system is fault-secure
up to time t, even in the presence of the two faults f1 ; f2 is given
by:
s1 f1 ; f2 ; t  p2 d1;2

dt1;2

1

p2t 

d1;2

1

p2 

:

1

The derivation of the above expression is shown in the
appendix. Next, we consider the case where f1 and f2
appear at different cycles.
As discussed earlier, in Fig. 5, Module 1 becomes faulty
during cycle i and Module 2 becomes faulty during cycle j.
It is clear that up to time j, a duplex system will be faultsecure. Hence, starting from time j, the system will be faultsecure with probability d1;2 . Thus, the probability s2 f1 ; f2 ; t
that the system is fault-secure up to time t, in the presence
of the two faults f1 and f2 (affecting the system at different
cycles) is given by the following equation:
s2 f1 ; f2 ; t 

dt1;21
1 p2t 2 
2
1 pp2 d21;2
d1;2 1  p
1 p2 
d1;2
2
1 pt 1 :
1 pt pd1;2 1
d1;2 1  p
2

The derivation of the second case is also shown in the
appendix. This case is more complicated than the first case

Fig. 6. Faults affect the modules simultaneously.

Fig. 7. Fault-secure probability of duplex systems with multiple
independent failures.

and is useful when we consider random independent faults
in multiple modules. We have:
s f1 ; f2 ; t  s1 f1 ; f2 ; t  s2 f1 ; f2 ; t:

3

Here, s f1 ; f2 ; t is the probability that a duplex system is
fault-secure up to time t, when Module 1 is affected by fault f1
and Module 2 by fault f2 .
We can characterize a duplex system using our diversity
metric. In the following calculations, we assume that once a
module becomes faulty, no other fault appears in that
module. This assumption is simplistic and allows us to
obtain closed-form reliability expressions. We calculate the
probability that, up to time t, a duplex system is faultsecure. It is given by the following expression:
X
1 pt  
P f1 ; f2 s f1 ; f2 ; t:
1 p2t  2 1 pt 1
f1 ;f2

4
The above expression follows from the fact that, in a
duplex system, when none of the modules fails, the
system produces correct outputs. When only one of the
modules fails (due to single or multiple faults), the
system is fault-secure. When both modules are faulty,
then we have to consider the d1;2 value for the fault pair
f1 ; f2  in the two modules. P f1 ; f2  is the probability of
the fault pair (f1 and f2 ).
In Fig. 7, for a given pair of faults f1 ; f2 , we show the
plots of (4) for different values of d1;2 . The mission time is
shown along the X-axisÐthe MTTF (Mean Time To Failure
in cycles) of a simplex system (a system with a single
module) corresponds to one time unit. The probability (p)
that a fault appears in one cycle (of duration 10 8 sec. for a
100 MHz system) is 10 12 . Along the Y-axis, we show the
probability that the duplex system is fault-secure. It is clear
from Fig. 7 that the classical analysis of duplex systems is
pessimistic since it assumes that the system ceases to be
fault-secure when two modules are faulty.
The above expressions can be modified for commonmode failures (CMF). The probability that a duplex system
is fault-secure against common-mode failures up to time t,
is given by the following expression:
X
P f1 ; f2 z f1 ; f2 ; t:
5
1 pt 
f1 ;f2

504

IEEE TRANSACTIONS ON COMPUTERS, VOL. 51, NO. 5,

Fig. 8. Fault-secure probability of a duplex system for common-mode
failures.

In the above expression, p is the probability that a CMF
affects the two modules at any cycle. p can be looked upon
as the CMF rate per cycle. In the above expression,
z f1 ; f2 ; t is given by the following formula:
z f1 ; f2 ; t  pd1;2

dt1;2
d1;2

1
1

pt 
:
p

6

The above expression is maximized when d1;2 is
greater than or equal to 1 p. This suggests that, for
a common-mode failure that can be modeled as fault pair
f1 ; f2 , we can obtain appreciable reliability improvement
over classical systems when the value of d1;2 is by greater
than or equal to 1 p. The following observations can
be derived from this relationship.
1.

When the CMF rate is high, even a small diversity
can help enhance the system reliability over traditional replication. For example, if there is a design
bug, the fault is always present and any diversity in
the system will be useful.
2. If the CMF rate is low, then d1;2 must be extremely
high for appreciable reliability improvement over
classical systems. As a limiting case, consider the
situation when the CMF rate is 0. In that case, we
don't need any diversity.
In Fig. 8, for a given pair of faults f1 ; f2 , we show the
plots of (5) for the different values of d1;2 . The commonmode failure rate per cycle is 10 13 . This is a realistic failure
rate especially for radiation environments [33]. It is clear
that we obtain significant improvement in reliability (over
classical analysis) when the value of d1;2 is very high
(1 10 12 or more). When the value of d1;2 is less than
1 10 12 , we do not see significant reliability improvement.
In Fig. 9, we show how the reliability improvement
obtained from diversity depends on mission time. On the
Y-axis of the graph in Fig. 9, we plot the ratio of the
following two quantities:
1.
2.

The probability that a duplex system is not faultsecure at time i, for a fault pair f1 ; f2  with
d1;2  1 10 11 .
The probability that a duplex system is not faultsecure at time i, for fault pair f1 ; f2  with
d1;2  1 10 12 . The failure rate per cycle is 10 13 .

MAY 2002

Fig. 9. Effect of diversity with mission time (for common-mode failures).

We call this ratio the gain. On the X-axis, we plot the
mission time. As Fig. 9 shows, the gain diminishes with
longer mission times. This analysis allows us to derive
relationships between the reliability of a duplex system, the
diversity incorporated to protect the system against
common-mode failures, and the mission time. The relationship between diversity and mission time can also be used to
determine checkpoint intervals in a redundant system. For
example, referring to Fig. 9, we can checkpoint the state of
the system when the gain is close to 1. Thus, our design
diversity metric is a very fundamental property and can be
used to understand different trade-offs associated with the
design of dependable systems using redundancy.
Next, we estimate the data corruption latency using our
design diversity metric. Consider a duplex system with two
implementations N1 and N2 of the same logic function. Let
us suppose that the faults f1 and f2 affect the two
implementations at cycle c. The data corruption latency is
defined to be the number of cycles from c after which both
implementations produce the same error pattern at the
output. This idea is similar to that of error latency [34]. The
probability that the data corruption latency is t t > 0 is
given by: dt1;21 1 d1;2 . Here, the assumption is that d1;2
value is strictly less than 1. If the value of d1;2 is equal to 1,
then the data corruption latency is strictly infinity and is
bounded by T , the mission time. The expected data
corruption latency is given by the following formula:
X
X
P f1 ; f2 tdt1;21 1 d1;2  
P f1 ; f2 T :
t; f1 ;f2 ;d1;2 61

f1 ;f2 ;d1;2 1

7
In the above expression, t varies from 1 to infinity. From
this expression, it is clear that for long mission times (i.e.,
large values of t), the probability value approaches 0 when
the d1;2 value for the fault pair is less than 1. Thus, the fault
pairs which have their di;j values equal to 1 (i.e., the
compensating fault pairs) play a dominant role in determining the data corruption latency for long mission times.
Simplification of the above expression produces the following expression for the expected latency of a duplex system
in terms of the di;j values of different fault pairs.
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Expected data corruption latency 
X
X
P f1 ; f2 
P f1 ; f2 T :

1 d1;2  f ;f ;d 1
f ;f ;d 61
1

2

1;2

1

2
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8

1;2

Consider the case of design mistakes. For these cases,
the fault is always present. The probability that a duplex
system is fault-secure up to time t, in the presence of
design mistakes, is:
X
P f1 ; f2 dt1;2 :
9
f1 ;f2

Equation (9) can be derived from (5) by substituting
p  1. Thus, for design mistakes, for a given fault pair
f1 ; f2 , the reliability of a duplex system increases with
increasing values of d1;2 . This implies that, for design
mistakes, diversity among the two implementations in a
duplex system helps to increase the probability that the
system is fault-secure.
The previous analysis was based on the fact that once a
fault pair appears, it affects the system permanently.
However, this is not true for transient faults which may
affect the system only for a single cycle. For common-mode
failures creating transient faults that affect the duplex
system only for a single cycle, the probability that the
duplex system is fault-secure up to time cycle t is given by
the following expression:
X
1 pp
P f1 ; f2 di;j t :
10
f1 ;f2 

The above expression can be derived from the fact that
the system data integrity is not compromised up to time
cycle t if either a CMF creating a transient fault pair does
not appear or the input combinations applied to the system
in the presence of the transient faults do not produce
undetected errors.
While diversity in hardware designs is the main focus of
this paper, the above ideas can be extended to analyze
diversity in software modules. Note that, our observations
about the relationships between diversity, mission time,
and failure rate still hold for software systems. One key
feature of our analysis technique is that it is powerful, but at
the same time, simpler than the models in [6], [16], and [43].

2.3 Availability Analysis
In this section, we perform availability analysis of duplex
systems with repair capabilities using our diversity metric.
For the purpose of our analysis, we assume that p is the
probability that a (common-mode) failure affects the system
at any cycle. The failure produces fault f1 and f2 affecting
Module 1 and Module 2, respectively. In our analysis, we
use the following quantities, as described below.
We define t1;2 for fault pair f1 ; f2  as the conditional
probability that, with faults f1 and f2 present, the two
modules do not produce any errors at their outputs.
The quantity d1;2 t1;2 for fault pair f1 ; f2  is the
conditional probability that, with faults f1 and f2 present,
the two modules produce nonidentical errors at their
outputs.
The Markov chain used for our analysis is shown in
Fig. 10. In the Markov chain, the system starts at the Good
state. As long as a CMF does not appear, the system

Fig. 10. Markov chain for availability analysis.

remains in the Good state. However, as soon as a CMF
resulting in fault pair (f1 ; f2 ) appears, the system goes to the
Faulty Correct state. The probability that both modules
produce correct outputs, in spite of the presence of the
CMF, is t1;2 . The probability that the modules produce
identical errors at their outputs is 1 d1;2 . Thus, with
probability d1;2 t1;2 , the modules produce nonidentical
erroneous outputsÐthis means that the presence of the
CMF is detected. Once the CMF is detected, the system
enters the Repair state. We have assumed that the expected
number of cycles required to repair the system is m1 . For
modeling the repair operation, we could as well use a repair
rate. However, in the context of reconfigurable systems, we
can have bounds on repair time (given by the fault location
time and the time to reload a new configuration), which we
can use during the above Markov analysis. The availability is
given by the probability that the system is in the Good or the
Faulty Correct state. In the following graph (Fig. 11), we
show the dependence of availability on the values of d1;2
and t1;2 . This analysis implies the usefulness of diversity in
enhancing the self-testing property and, hence, the availability of duplex systems. The analysis can be extended for
other redundant systems, e.g., Triple Modular Redundant
(TMR) or N-Modular Redundant (NMR) systems.
In Fig. 11, we plot the availability values for two
duplex systems. The probability (p) that a fault pair
appears in a particular cycle is 10 8 . The number of
repair cycles m1  is 100. Both systems have the value of
d1;2 equal to 1 10 5 for a fault pair. However, one of the
systems (shown in Fig. 11) has the value of t1;2 equal to
d1;2 and the other one has the t1;2 value equal to half of
d1;2 . As can be seen in Fig. 11, initially, the system having
t1;2  d1;2 has a higher availability (since the probability
that it stays in the Faulty Correct state is high). However,
as time increases, the availability of the system with t1;2 
0:5d1;2 decreases at a much smaller rate compared to the
system with t1;2  d1;2 . This is because the system with
d1;2 equal to t1;2 never enters the Repair state in Fig. 9.

3

SIMULATION RESULTS

It is difficult to completely model a complex system
mathematically. Even with the stuck-at fault model, it is
difficult to derive the exact reliability equation for the
following reasons:
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Fig. 11. Comparison of the availability of duplex systems.

1.

For a given pair of faults f1 ; f2 , the calculation of
d1;2 is an NP-complete problem [7]. The problem is
related to the NP-complete test generation problem.
2. If multiple stuck-at faults appear in the modules at
different cycles, then the reliability expressions will
become complicated. In fact, it may not be possible
to obtain a closed form.
Hence, we developed a simulation environment to
examine the reliability of a redundant system in the
presence of multiple faulty modules.
For generating different designs, we minimized the truth
tables corresponding to some MCNC benchmark circuits
(clip, inc, Z5xp1, apex4, and rd84) using espresso available in
Sis [35]. Then, we synthesized logic circuits after applying
multilevel optimizations using the rugged script available in
Sis [35]. Subsequently, we mapped the multilevel logic
circuits to the LSI Logic G-10p technology library [14]. Next,
we complemented the outputs in the truth tables of the
benchmark circuits to generate new truth tables. We used
the same synthesis procedure for these new truth tables.
Finally, we added inverters at the outputs of the new
designs obtained. Table 3 summarizes the characteristics of
the different simulated designs.
In the fourth column of Table 3, we report the number of
candidate single stuck faults for the implementations of the
circuits, obtained by synthesizing the given specification.
The fifth column shows the number of candidate single
stuck faults for the implementations of the circuits, obtained
by synthesizing the given specifications with complemented outputs.

3.1 Simulation 1
For Simulation 1, for each benchmark circuit, we
designed duplex systems with identical and different
TABLE 3
Characteristics of Simulated Designs

implementations. For each of these systems, we performed
100,000 experiments. In each experiment, we randomly
picked a single stuck-at fault pair f1 ; f2  such that the fault
f1 affects Module 1 and f2 affects Module 2. We injected
these faults into the modules, applied input patterns from
an LFSR (with random seed) and calculated the data
corruption latency. The expected data corruption latency
for the injected fault pairs is shown in Table 4. We also
calculated the percentage of fault pairs for which the
modules did not produce the same erroneous outputs at the
same time (compensating fault pairs). These are the fault
pairs f1 ; f2  that have d1;2 equal to 1.
As shown in Table 4, a duplex system consisting of
different implementations of the Z5xp1 circuit has a
higher percentage of compensating fault pairs, compared
to the nondiverse versionÐhowever, that is not generally
true. For example, for the clip benchmark, the nondiverse
duplex system has a higher percentage of compensating
fault pairs. For compensating fault pairs, the data
corruption latency is strictly infinityÐwe assumed the
value to be 10,000 cycles for our experiments. This is
because the number of inputs of the benchmark circuits
under consideration lie between 7 and 9. Thus, the total
number of input patterns is between 128 and 512. Note
that, the expected data corruption latency is dependent
on the number of compensating fault pairs. This
dependence of data corruption latency on the number
TABLE 4
Simulation 1 Results
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TABLE 5
Simulation 2 Results

of compensating fault pairs has been explained earlier in
Section 2.1.

3.2 Simulation 2
Our previous simulation results mainly focused on independent faults in multiple modules of a duplex system.
However, it has been observed in the literature [3], [11], that
design diversity is useful for handling correlated failures
and common-mode failures. Since we did not find any data
on common-mode failure mechanisms, we performed the
following sets of experiments to estimate the effect of
diversity in the presence of common-mode failures.
In a duplicated system with identical implementations,
we can find a one-to-one correspondence between the leads
of the two logic networks. Hence, for these duplex systems,
we injected fault pairs f1 ; f2  such that f1 and f2 affect lead
i of Module 1 and Module 2, respectively. Note that, in the
presence of f1 and f2 , the two modules behave exactly in the
same way. Hence, they can be called common-mode faults.
With this setup, we found the data corruption latency for
these common-mode faults. For duplex systems with
different implementations, we cannot establish such a
one-to-one correspondence between the leads of the two
copies. Hence, for each fault f1 in Module 1, we found the
fault f2 in Module 2 with the minimum value of d1;2 using
exhaustive simulation of all input combinations. Thus, for
f1 affecting Module 1, we have the least data corruption
latency when f2 affects Module 2. Hence, the fault pair
f1 ; f2  is called the worst-case fault pair with the worst-case
latency. Then, we averaged the worst-case latencies over all
the worst-case fault pairsÐthis number is reported in the
fourth column of Table 5. For the chosen benchmark
circuits, it was possible to perform exhaustive simulation
of all fault pairs and all input combinations.
The results in Table 5 show a distinct advantage of using
different implementations over nondiverse designs for
common-mode faults. This is because the worst-case data
corruption latency of a common-mode fault in a duplex
system with different implementations is at least an order of
magnitude larger than the data corruption latency of a
common-mode fault in a duplex system with identical
implementations.
In order to bring into perspective the significance of this
increased data corruption latency, we consider the execution of an application that uses the Z5xp1 circuit of Table 5.
If the mission time of the application is of the order of
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hundreds of cycles, then the system with two identical
implementations will produce corrupt outputs in the
presence of CMFs. However, a system with two different
implementations of Z5xp1 will preserve data integrity, on
an average, in the presence of CMFs. Finally, if the mission
time is of the order of thousands of cycles, then in the
presence of CMFs, none of these systems will be able to
preserve data integrity. This result can also be explained
from the properties of the diversity metric discussed in
Section 2.1. The relationship of this result with the CMF rate
and mission time is explained in Section 2.2.
Suppose that we have a system for which the commonmode failures affect only the inputs. In this case, the duplex
systems with different implementations are not diverse so far
as the inputs are concerned. Thus, such systems do not
provide any extra protection against the common-mode
failures of interest (affecting only the inputs) compared to
systems with identical implementations. This argument
motivates research in developing common-mode fault
models and designing redundant systems with sufficient
diversity against the modeled common-mode faults [26].
In [31], for a given combinational logic function, the fault
detectability profiles for different implementations have
been reported. It has been proven in [41] that, for fanoutfree combinational logic networks, all internal single stuckat faults are either equivalent to [17] or dominate [41] single
stuck-at faults on the primary inputs of the network. Thus,
if we want to implement two diverse fanout-free networks
implementing the same function, the di;j values of the
different fault pairs will be strongly dependent on the input
combinations detecting the single stuck-at faults on network
inputs and outputs. For both the networks, the set of
patterns that detect the input or output stuck-at faults is
independent of the network structure and is directly
determined by the function the networks are implementing.
Thus, chances are low that, for fanout-free networks, the
diversity metric is going to achieve appreciable high values
for networks synthesized in different ways, compared to
simple replication. Hence, it is important to focus on
achieving diverse fanout structures of different networks
to obtain high values of the diversity metric for fault pairs.
This point has also been highlighted in Section 2.1 (Fig. 3)
and also in [22] where the diversity metric is used as a cost
function for synthesizing diverse implementations of
combinational logic circuits. There is further need to
characterize common-mode failure mechanisms in the
circuit level and develop CMF fault models. With a good
CMF fault model, logical or layout-level design techniques
(like the ones described in [26]) can be used to incorporate
sufficient diversity to protect redundant systems from
modeled CMFs.

4

SELF-TESTING PROPERTY

In this section, we discuss the possible effects of having
design diversity on the self-testing properties of duplex
systems. A duplex system is called self-testing with respect
to a fault pair f1 ; f2  (f1 affecting Module 1 and f2 affecting
Module 2) if and only if there exists an input combination
for which the two modules produce different outputs in the
presence of the faults.
For the purpose of the experiment, we assume that
failures manifest as single-stuck faults in each of the two
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only a single stuck fault can affect a particular module. With
these assumptions, the probability that the fault pair
appears at time cycle i is given by the following expression:
1

p2 i

1 2

p :

11

The above expression follows from the fact that the two
modules are fault-free up to time i 1 and become faulty
at time cycle i. After the fault pair f1 ; f2  arrives at time
cycle i, the probability that the duplex system will produce
correct outputs or indicate error signal (i.e., fault-secure)
from cycle i up to cycle t is obtained by multiplying d1;2 t
i  1 times to obtain the following expression:
p2 i

1

modules under consideration. The self-testing property
ensures that, in the presence of failures that affect the two
modules under consideration, we can detect the presence of
the failures. This detection is important for the system to
take corrective action and directly affects the system
availability as shown in Section 2.3. The fourth column of
Table 6 shows the number of non-self-testable fault pairs in
duplex systems with identical and different implementations (obtained through exhaustive simulation of all input
combinations and all fault pairs). It is clear from Table 6 that
with different implementations it is possible to achieve
highly self-testable duplex systems for the simulated designs. This property is extremely useful if we apply specific
patterns to the system during idle cycles in order to detect
CMFs [23].

5

CONCLUSIONS

This paper demonstrates, for the first time, that it is possible
to quantify diversity between different designs using a
metric. This metric can be used to evaluate different
dependability parameters such as reliability, availability,
and data-integrity of a diverse redundant system. Our
analysis using the diversity metric and simulation results
show that there are situations when we can obtain
significant improvement in dependability by using diversity in redundant systems. However, there are other
situations in which the pay-offs of using diversity are not
very significant. The design diversity metric and the
analysis techniques presented in this paper help understand these cost and dependability tradeoffs while designing redundant systems with diversity.

APPENDIX
RELIABILITY CALCULATION
In this section, we derive an expression for the probability
that a duplex system is fault-secure up to time t when two
modules are affected by faults f1 and f2 , respectively. As
explained in Section 3, there are two cases that must be
considered. In the first case, the faults f1 and f2 appear
simultaneously. Let p be the probability that a module is
affected by a fault at any time cycle. Also, we assume that

1 2 t i1
p d1;2 :

12

In the above expression, i can vary from 1 to t. Thus, we
have the following summation:
t
X

p2 i

1

i1

1 2 t i1
p d1;2 :

13

The above summation evaluates to the following expression (by summation of Geometric Progression series):
s1 f1 ; f2 ; t  p2 d1;2

dt1;2

1

p2t 

d1;2

1

p2 

:

14

Next, we consider the case where the faults f1 and f2
do not appear simultaneously. First, we consider the case
where fault f1 appears earlier. The probability that faults
f1 and f2 appear at times i and j, respectively, j > i is
given by:
1

pi

1

1

pj 1 p2 :

15

In a duplex system, as long as two modules are working
correctly, correct outputs are produced by the system.
However, once fault f2 affects Module 2, the probability
that the duplex system is fault-secure starting from cycle j
to cycle t can be obtained by multiplying the above
expression by d1;2 t j  1 times as shown below:
1

pij 2 p2 dt1;2j1 :

16

Here, i can vary from 1 to t 1 and j can vary from i  1
to t. Thus, we have the following expression:
t 1 X
t
X
i1 ji1

1

p ij

2 2 t j1
p d1;2 :

17

In the above discussion, we assumed that f1 appears
before f2 . In order to consider the other case, we can
multiply the above expression by 2 to obtain the following
expression:
s2 f1 ; f2 ; t 

t 1
d1;2
1 p2t 2 
2
1 pp2 d21;2
d1;2 1  p
1 p2 
d1;2
2
1 pt 1 :
1 pt pd1;2 1
d1;2 1  p

18
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s f1 ; f2 ; t  s1 f1 ; f2 ; t  s2 f1 ; f2 ; t is the probability
that the system produces correct outputs when Module 1
is affected by fault f1 and Module 2 is affected by fault f2 .
We can extend the above derivations for common-mode
failures. For that purpose, we assume that p is the
probability that a given pair of modules get affected by a
CMF at any cycle. Let f be a common-mode failure that
affects both the modules such that faults f1 and f2 appear in
Module 1 and Module 2, respectively. The probability that
the CMF appears at time cycle i is given by the following
expression:
1

pi 1 p:

19

After the CMF f arrives at time cycle i, the probability
that the duplex system will be fault-secure from time cycle i
up to time cycle t is obtained by multiplying d1;2 t i  1
times to obtain the following expression:
1

pi 1 pdt1;2i1 :

20

Here, i can vary from 1 to t. Thus, we obtain the
following expression:
z f1 ; f2 ; t  pd1;2

dt1;2
d1;2

1
1

pt 
:
p

21

As mentioned in Section 2.2, since we are considering
CMFs, we do not consider the case where f1 and f2 arrive at
different times.
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