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Abstract
FPGA fault repair schemes remove faulty elements from designs through
reconfiguration. In designs with high FPGA utilization, a sufficient number of routable faultfree elements may not be available for permanent fault repair. We present a new permanent
fault repair scheme, in which the original design is reconfigured into another fault tolerant
design that has smaller area, so the damaged element can be avoided. Three new schemes that
fully utilize available fault-free area and provide low impact on availability are presented.
Analytical results show that our schemes improve availability compared to a module removal
approach, which removes a redundant module when it becomes faulty.

1. Introduction
Field-Programmable Gate Arrays (FPGAs) provide a solution to permanent fault repair
in finer granularity because of their regular structure and reconfiguration capability. In FPGAs,
a faulty module can be repaired by reconfiguring the chip so that a damaged configurable logic
block (CLB) or routing resource is not used by a design. Many techniques have been presented
to provide permanent fault removal for FPGAs through reconfiguration. One approach is to
generate a new configuration after permanent faults are detected in computing systems. CAD
tools and algorithms for fast FPGA re-routing and re-mapping were developed [1-2]. Another
approach is to generate pre-compiled alternative FPGA configurations and store the
configuration bit maps in non-volatile memory, so that when permanent faults are present, a
new configuration can be chosen without the delay of re-routing and re-mapping [3-4].
With the repair schemes mentioned above, permanent faults in an FPGA can be
repaired as long as there are sufficient routable fault-free elements on the chip so that designs
can avoid using faulty elements. However, for designs that use high percentage of FPGA
resource, all routable fault-free elements could be exhausted. In addition, for very long mission
times, routable fault-free elements can be exhausted due to multiple permanent fault repairs. In
these cases, further permanent damage can no longer be repaired. To solve this problem, the
design has to be reconfigured into a new fault tolerant design with smaller area, so that the
permanent faults can be avoided. A traditional technique is to remove design elements at the
module level, such as TMR/Simplex [5] or self-purging redundancy [6]. However, a system
with redundant modules removed may have much lower availability than the original system.
For example, consider a TMR system with error detection and a duplex system, which is
obtained by removing a module from TMR because of permanent faults. When a transient fault
occurs in each system, the TMR system can still function, but the duplex system has to be
stopped for recovery. Hence, a duplex system has lower availability than a TMR system. In this
paper, we present a new method of permanent fault repair in FPGAs to reduce impact on
system availability by reconfiguring the original design into a new fault tolerant design that
fully utilizes the reduced available fault-free FPGA area.
This paper is organized as follows. Section 2 defines the problem we are addressing.
Section 3 presents three design methods for permanent fault repair. Section 4 describes an
analytic model of a system with error recovery, and describes metrics we use to evaluate the
designs. Section 5 shows the analytical results and compares these design methods. Section 6
concludes the paper.

2. Problem definition
The problem we are solving here is how to find a configuration for an FPGA-based
design when available chip area is reduced because of permanent faults. The new configuration
needs to have small availability reduction compared to the module removal approach. Since
TMR is widely used in fault tolerant systems [7] and can be used for longer mission times when
it is implemented with recovery mechanisms [11], we focus on area reduction in TMR systems.
To explain the features required of an FPGA-based design, Fig. 1 illustrates the error
recovery steps for FPGA-based systems. First, concurrent error detection (CED) mechanisms
detect an error. If an error occurs for the first time, it is treated as a transient error; otherwise, it
is treated as a permanent error. When a transient error occurs, the system recovers from corrupt
data and resumes normal operation. When a permanent fault occurs, fault diagnosis is initiated
to determine the location of the damaged resource, and a suitable configuration is chosen
according to the available area. Then computation is resumed.
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Figure 1. Error recovery in FPGAs.

Possible transient recovery schemes include rollback [8] and roll-forward recovery [911]. In rollback recovery, the system state is backed up to some point in its processing, which is
called a checkpoint. When an error occurs and is detected during operation, the system will
restore its state back to the previous checkpoint and re-compute. However, re-computation has
time overhead. In roll-forward recovery, the system will recover the corrupt data by copying
correct data from fault-free redundant modules to the faulty module. Hence, re-computation
delay is avoided.
From the error recovery flow, it is clear that CED and transient error recovery schemes
are required for FPGA-based designs. We assume that fault diagnosis and reconfiguration
control mechanisms are available off-chip. These mechanisms can be implemented in another
FPGA for fault tolerance and recovery purposes [12]. Configuration files can be pre-compiled
and stored in memory. States and data for recovery after permanent fault repair are stored by
the other FPGA, too. CED and transient recovery mechanisms are built on-chip within an
FPGA-based design. States and data for transient error recovery are handled by the design itself.
In this paper, we present designs that have less area than TMR but still have error recovery
capability.

3. Design candidates
We present three fault tolerant design techniques: (1) hybrid TMR-Simplex-CED, (2)
duplex with a checking block, and (3) duplex with two CED blocks. Figure 2 (a) shows a TMR
system, and Figs. 2 (b), (c), and (d) illustrate the design techniques respectively. These designs
all contain the features required for error recovery and are able to recover from single faults.
Unlike conventional fault tolerant designs, these designs are adjusted according to the available
FPGA area. When a transient fault occurs, rollback or roll-forward recovery is used depending

on location of faults and design structure. When a permanent fault occurs, an error indication is
raised. The choice of rollback or roll-forward will be explained in the following paragraphs.
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Figure 2. Design candidates modified from TMR. (a) The original TMR design. (b) A
hybrid TMR-Simplex-CED design. (c) A duplex system with a checking block. (d) A
duplex system with two CED blocks.

In a hybrid TMR-Simplex-CED design, we partition the original simplex design into
two parts. As shown in the example of Fig. 2 (b), the design is partitioned into blocks A and B.
A is triplicated; and CED, such as a parity checking block or diversed duplication [13], is added
to B. A and B can have signals connected to each other. The area reduced by the design
compared with TMR is approximately the area of block B. The partition depends on the
available FPGA area and design constraints. When errors occur in the partition with CED,
rollback is used. Otherwise, when errors occur in the partition with TMR, roll-forward is used
[11]. The partition choice depends on design characteristics and block usage. In a real design, a
more frequently used block should be protected by TMR since its fault is more likely to affect
the whole system. However, block usage needs further measurement [14] and is not part of our
paper.
In a duplex system with a checking block, one of the original three modules in TMR is
changed to a checking block. The checking block implements a portion of the normal function
of a module, and the portion size depends on the available FPGA area. As shown in Fig 2 (c),
the original M3 is changed to block A, and the area saved is approximately the area of block B.
The outputs of the checking block are used to check the outputs from blocks A in M1 and M2.
The two modules, M1 and M2, are compared with each other. When there is a mismatch
between the duplex modules, the module that agrees with the checking block is selected, and
roll-forward is used to restore data in the other one. If there is no mismatch between the two
modules but they disagree with the checking block, roll-forward is used to restore data in the
checking block. When there is a mismatch between the duplex modules and they both agree
with the checking block, rollback is used. This situation happens when faults occur in block B.
A duplex system with two CED blocks is shown in Fig. 2 (d). The outputs from the
duplex are compared to each other. CED blocks are built in both modules. When the remaining
area on an FPGA is no longer sufficient for implementing CED for two whole modules, CED is
only added for part of the design. For example, in Fig. 2 (d), CED is added to detect only errors
in blocks A, but not in blocks B. Recovery approaches depend on CED results and the
comparison between the duplex. When there is a mismatch between the two modules and only
one of the CED blocks indicates error, the outputs from the module without error indication is
selected as final outputs, and roll-forward is used to restore data in the other module. When
there is a mismatch between the duplex but both or neither of the CED blocks indicates an
error, rollback recovery is used. When there is no mismatch between the two modules but both
of the CED blocks indicates errors, rollback is used. When there is no mismatch between the
duplex but one of the CED blocks indicates an error, no recovery action is taken.

We are going to compare our designs with a traditional module removal approach. For
a TMR system, one approach to module removal for permanent fault repair is to remove the
faulty module and change it to a duplex system [15]. Roll-forward can be used for transient
error recovery in TMR, and rollback can be used in a duplex. We denote the module removal
approach as TMR-Duplex throughout the paper. Figure 3 illustrates the idea of TMR-Duplex.
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Figure 3. Permanent fault repair through a module removal approach, TMR-Duplex: (a)
the original TMR design, and (b) duplex.

4. Evaluation metrics
In this section, we describe metrics used to evaluate the designs in Sec. 3. Consider a
computing system with both rollback and roll-forward recovery capability. When a transient
fault occurs, the choice of rollback or roll-forward depends on the location of the fault. Errors
are assumed to occur independently in each unit area in unit time. We use the following metrics
to evaluate a design:
Rollback probability: it is the probability of initiating rollback recovery when a system is under
normal function. It represents the overhead of recovery. For each rollback recovery, the
computation process rollbacks to its previous checkpoint. Hence, the average re-computation
time for each checkpoint is the product of the rollback probability and the time between two
consecutive checkpoints. In a real-time application, a high rollback probability may not be
acceptable, since a deadline may be missed because of re-computation. Rollback probabilities
are dominated by the effect of single transient errors happening in blocks that only have an
extra copy but no CED or checking blocks, which are blocks B in Figs. 2 (b) through (d). Since
we assume errors happen independently in unit area, rollback probabilities can be approximated
as probabilities of transient errors happening in the blocks B, that is,
Rollback probability = Transient error rate per unit area × area of blocks B.
Expected lifetime: it is the expected time from the moment that a system starts running to the
moment the system fails. The relationship between Mean Time To Failure (MTTF) and
expected lifetime is shown in Fig. 4. MTTF is the average time from start to failure. In our
schemes, since repair is taken into account, we use the expected lifetime as our metric.
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Figure 4. MTTF versus expected lifetime.

When the permanent error rate is much smaller than the rate of system repair and when
the probability of failure during repair process is smaller than the probability of system failure
during normal operation, expected lifetime can be approximated as

Expected lifetime ≈ (1 / Prob (system fails between two checkpoints)) checkpoint interval time.
The derivation is in [16]. Expected lifetime depends mainly on the probability of double errors.
This is because single errors do not cause failure of repair or recovery, and double errors
happen more frequently than errors more than two. For different designs, a system failure
occurs in different fault scenarios. We list the scenarios as follows:
(1) Hybrid TMR-Simplex-CED: a failure occurs when faults occur in the simplex block and are
not detected, or the simplex block is fault-free but two or three blocks of TMR are faulty.
Therefore, the probability of system failure is
Prob(block B fails)×(1 – CED coverage)
+Prob(block B is fault-free)×Prob(2 or 3 of blocks A fail)
(2) A duplex with a checking block: in Table 1, all the cases that cause failure for the design
are listed. M1 and M2 are the two modules of the duplex system. The notation of A and B
are the blocks A and B in Fig. 2 (c). In each entry, “0” means the block is faulty, “1” means
it is fault-free, and “d“ means don’t care. The “Result” columns indicate if the overall
module is faulty. These scenarios can be divided into three categories. In category I, two or
three blocks A (including the checking block) are faulty, therefore the checking block
cannot make correct comparison. In category II, both blocks B are faulty, and none or one
of blocks A is faulty, therefore no rollback is taken action to correct faults in blocks B. In
category III, M1 and M2 are both faulty but one has faults in block A and the other has
faults in block B. In this case, the checking block will decide to roll-forward, which cannot
recover the system from failure. Therefore, the probability of system failure is
Prob(2 or 3 of blocks A fail) +Prob(0 or 1 of blocks A fails, but both of blocks B fail)
+Prob(The checking block is fault-free)
×Prob(One of the duplex fails in block A and the other fails in block B).
Table 1. Fault scenarios that cause failure in a duplex with a checking block.
Category
M1
M2
Checking
Block (A)
A
B
Result
A
B
Result
I

II

III

0
0
0
1
0
1
1
1
1
0

d
d
d
d
0
0
0
0
0
1

0
0
0
0
0
0
0
0
0
0

0
0
1
0
1
0
1
1
0
1

d
d
d
d
0
0
0
0
1
0

0
0
D
0
0
0
0
0
0
0

0
1
0
0
1
1
0
1
1
1

(3) A duplex system with two CED blocks: a failure occurs when both the modules are faulty
but at least one of them is undetected. To explain this, Table 2 lists all possible cases of
detection when both the modules are faulty. The two modules of the duplex system are
denoted as M1 and M2. The probability of system failure is
Prob(both modules are faulty)×(1-Prob(Faults in both modules are detected)).
Table 2. Scenarios that cause failure in a duplex with two CED blocks.
Faults in M1 Faults in M2 Consequence
Detected
Detected
Rollback is used for recovery. ! No failure
Detected
Undetected
Data in M2 is used for roll-forward recovery. ! Failure
Undetected
Detected
Data in M2 is used for roll-forward recovery. ! Failure
Undetected
Undetected
No recovery action is taken. ! Failure

5. Comparison

1.5

1

Expected lifetime
(normalized to Duplex)

Prob(rollback)
(normalized to Duplex)

In this section, we compute the evaluation metrics, rollback probability and expected
lifetime, for different design techniques and compare them with the module removal approach,
TMR-Duplex. CED overhead depends on the error detection mechanism and applications.
Parity prediction and duplication are widely used in general applications [17-18]. Duplication
takes 100% overhead plus the overhead for comparison between duplicated hardware. The
overhead of parity checking block can be as high as 90% or even more than 100% [19]. Many
CED techniques are also developed to minimize overhead for specific applications. For
example, arithmetic codes are commonly used in arithmetic operations [20]. In [21], the
overhead of residue code with mod 7 checking for a 16-bit multiplier is as low as 31.1%.
Because CED overhead varies from very small to over 100%, we examine the design
candidates with three different CEDs as examples: (1) duplication with 100% overhead, (2)
parity prediction with 90% overhead, and (3) arithmetic code with 30% overhead. Our schemes
require circuits to be partitioned into two parts. A partitioned multiplier may not have CED
overhead as low as 30%. However, for a circuit consisting of arithmetic units, partition can be
made along boundaries of these units instead of partitioning each arithmetic unit. Since these
arithmetic units are not partitioned, low CED overhead may still be achieved by implementing
arithmetic error detecting codes within each unit.
For duplication, we assume that faults can be detected when they occur only in one of
the duplicated blocks. To calculate the lower bound on the metrics, we assume that faults
cannot be detected for all other cases. Hence, the detection coverage for duplication is
Prob (faults only happen in one of the duplicated blocks) / Prob (any fault occurs).
In real designs, design diversity [13] can be used to improve detection coverage for duplication.
For other CED techniques, we assume they have 100% single fault detection coverage. To
calculate the lower bound on the metrics, we assume that multiple faults are not detectable.
Hence, the detection coverage for CED is
Prob(single faults occur in either the original logic or the CED logic)/Prob(any fault occurs).
Multiple-fault detection techniques can be used to increase CED coverage.
Figures 5 through 7 are the metrics plotted with respect to the total available FPGA
area. The metrics are normalized to those of a duplex system. The area axis is normalized to the
area of a simplex system. All designs fully utilize the available area except TMR-Duplex. In
TMR-Duplex, because the design is changed to a duplex when the available area is smaller than
area of a TMR, the design area is twice the simplex area.
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Figure 5. Duplication, 100% overhead: (a) rollback probability, and (b) expected lifetime.

In Fig. 5 (a), the hybrid TMR-Simplex-CED has the same rollback probability as the
duplex with a checking block. The reason is that when duplication is used, the hybrid TMRSimplex-CED has the same block B area as the duplex with a checking block. The duplex with
two CED blocks has higher rollback probability. This is because the design uses more area for
CEDs than other designs, and as a result, its block B has smaller area.

In Fig. 5 (b), TMR-Duplex has the longest lifetime when the available area is close to 3
times the simplex area. This is because although other designs have more fault tolerant features,
the TMR-Duplex has the smallest area among all and is less vulnerable to multiple faults. When
the available area is closer to twice the simplex area, the hybrid TMR-Simplex-CED has the
longest lifetime. This is because when duplication is used for CED, the hybrid-TMR-SimplexCED is the series connection of a TMR and a duplex. It can recover double faults when one of
them occurs in the TMR part and the other occurs in the duplex part. However, in a plain
duplex design, double faults can cause failure when they occur in different modules. When the
total available area is smaller, we can see the hybrid-TMR-Simplex-CED design as a 5-block
design (3 for TMR, 2 for simplex-CED) where each block is small; and a plain duplex design as
a 2-block design where each block is large. Hence, the probability of two-block failure, which
will cause system failure, in a 2-large-block design can be larger than that in a 5-small-block
design. The hybrid TMR-Simplex-CED design has equal or longer lifetime than duplex with a
checking block, regardless how much the available area is. The reason is that in the hybrid
TMR-Simplex-CED design, errors in one block of TMR will not be propagated to module
outputs. However, in the duplex with a checking block, errors will always be propagated to
module outputs unless they occur in the checking block. The lifetime of a duplex with two CED
blocks first decreases then increases when the available area decreases. With high detection
coverage, a duplex with two CED blocks can have fault tolerance capability very close to a
duplex pair, that is, a system with double duplicated modules (which are totally four modules.)
However, when the CED overhead is high, the CED cannot be built over the whole module
when the available area is not sufficient. When the area first decreases, the CED area decreases
and the overall detection capability decreases. As a result, the average lifetime decreases. As
the area decreases further, the overall CED coverage does not decrease much, but the overall
area is small so that it is less vulnerable to multiple faults; hence, the average lifetime increases.
In Fig. 6 (a), the hybrid TMR-Simplex-CED has the lowest rollback probability among
all. The reason is that when CED overhead is lower than 100%, the hybrid TMR-Simplex-CED
has the smaller portion of block B than the duplex with a checking block (the checking block
can be seen as 100% overhead), and the duplex with two CED blocks always have larger area
used for CED than other designs.
In Fig. 6 (b), TMR-Duplex has the longest lifetime among all. Although the CED
overhead is 90% and is not much smaller than duplication, but the results are quite different.
The reason is that in our pessimistic assumption, duplication has higher detection coverage than
other single-fault detection techniques. Therefore, the designs including hybrid TMR-SimplexCED and duplex with two CED blocks, which use CED with single fault detection capability,
do not have lifetime as long as in Fig. 5 (b). However, a plain duplex design has less design
area so that it is has longer lifetime than other designs.
In Fig. 7 (a), the results are similar to Fig. 6 (a) except for the duplex with two CED
blocks. When the area is closer to 3 times the simplex area, the duplex with two CED blocks
has the lowest rollback probability among all. This is because when the CED overhead is small,
the design can still have CED blocks that detect errors in most of the area even the available
area is decreasing. In this case, the design has similar fault tolerance capability as a duplex pair,
which has two pairs of duplex modules. Therefore, the design can have very small rollback
probability. The hybrid TMR-Simplex-CED has lower rollback probability than Fig. 5 (a)
because of smaller CED overhead.
In Fig. 7 (b), when the area is closer to 3 times the simplex area, the duplex with two
CED blocks has the longest lifetime among all. This is because the design has similar fault
tolerance capability as a duplex pair, as discussed in the previous paragraph. When the area is
close to 2 times the simplex area, hybrid TMR-Simplex-CED has the longest lifetime because it
has the largest blocks A than any other design with the same design area.

In summary, we find that the metric values are CED dependent, and the choice of
designs depends on CED techniques and available FPGA area. For non-real-time applications,
the average lifetime is the critical criterion for choosing a suitable design. For real-time
applications, the choice depends on rollback probability since timing is a critical issue. Table 3
lists the choice of designs with different available area and CED techniques.
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Figure 6. 90% overhead CED: (a) rollback probability, and (b) expected lifetime.
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Figure 7. 30% overhead CED: (a) rollback probability, and (b) expected lifetime.
Table 3. Design selection with different available area and CED techniques.
CED
Applications
Area
~3×Simplex area
~2×Simplex area
Duplex
Real-time
Hybrid-TMR-Simplex-CED
Hybrid-TMR-Simplex-CED
Non-real-time
TMR-Duplex
Hybrid-TMR-Simplex-CED
90%
Real-time
Hybrid-TMR-Simplex-CED
Hybrid-TMR-Simplex-CED
Non-real-time
TMR-Duplex
TMR-Duplex
30%
Real-time
Duplex w/ Two CED blocks
Hybrid-TMR-Simplex-CED
Non-real-time
Duplex w/ Two CED blocks
Hybrid-TMR-Simplex-CED

6. Conclusion
In this paper we presented three new permanent fault repair schemes for FPGA-based
computing systems. When no routable fault-free elements are available for conventional
permanent fault repair schemes, our schemes reconfigure the design into another fault tolerance
design, which needs smaller area. We have examined three design structures to adapt to limited
FPGA area and to provide reliability and availability. These designs are found to have
improved availability compared to the module removal approach. Hence, they are more suitable
for real-time applications where availability is a critical issue. For non-real-time applications,
the module removal approach may be more suitable than the presented three techniques since it
has longer lifetime. The choice of designs depends on the CED overhead. For an actual
implementation, information of multiple error detectability of CED and design diversity for

module redundancy needs to be obtained to select suitable designs according to the available
area.
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