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ODbjective of this Talk

Brainstorm

What Is a robust system ?
How can we build robust systems ?
Robust systems research directions
How can EE392U be beneficial ?
Not covered: Specific solutions




What Is a Robust Design ?

Quote from

www.amsup.com/robust_desig/index.htm
“Not just strong”

“Flexible ! Idiot-proof ! Simple ! Efficient !”
Consistent high-level performance

Wide range of changing conditions

Client & manufacturing related

Anticipated vs. unanticipated




Robust Computing System

Defects, Process variation,
Degraded transistors Radiation, Noise

|:> Robust System |:>

Inputs

“Acceptable” Outputs
Performance
Power

Design errors, Malicious attacks, Data Integrity

Software failures Human errors Availability
Security




Availability & Data Integrity

Avallability: Probability system operational at time t
Telecom: 99.999% 5 mins./ year downtime
Data integrity: no undetected errors
$20K not interpreted as $3,616

“Beagle2 mission presumed to be lost” (www.beagle2.com)
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Safety

“Active” safety for drive-by-wire systems
Implantable medical devices

Nano-robot assisted remote surgery
“Context-aware” “pro-active” healthcare system

The drive for silicon
Safely and entetainment rev Up new chip opnortunities
Text by Bernard Levine = llustrations by Charles Mackey -- Elecironic Buainess | 11072003

If there's a light at the end cf the downturn's tunnel, it's maohile computing. Mot
necessarly wireless networking, mind you, but rather the prolreration of

elecronics in automobiles.




Drive-by-wire a Reality

What about reliablility ?

Drive-by-wire needs real-time reliability

By Brian T. Murray, Manager, System Safety Enginee
E. Steele, Senior Staff F arch Engineer, n:-lr_n}n AUt
Systems, Warren, Ohio
EE Times

I3 FRIMT THI:

June 28, 2001 (9:55 a.m. ET} =l story

Recent adwv. . in dependable
l—'rrlLu:'l:lle:'d—E--;tI:'rrl technology, as well as
continuing demand for |rr|[_|r|_|--|:-|j handling
and passive and active safety
impravements, have led vehicle
manufacturers and suppliers to work to
develop computer-controlled, by-wire
subsystems with no mechanical link to
the driver. These include steer-by-wire
and brake-by-wire and are composed of
mechanically decoupled sets of




Security

Major adversaries
Security thefts
Virus, hacks, spam,
Terrorists

Internet architects zero in on reliability, security

B W M =Tn| rge Leo p ald

EE Titmes
I FRINT THIS SEHD

May 29, 2001 {1:47 p.m. ET) =l EMAIL

HERMDOM, Wa., — As the architects of the future Internet struggle to define underlying
technologies for providing a range of new network services, reliability and security are
again moving to the top of the agenda.




Power & Performance

Intel technologist cites power as biggest issue

By Stephan Ohr
EE Times

February 6, 2001 {7:52 a.m. ET)

SAM FRANCISCO — Moare's Law brings
mare than increases in the number of
transistors per chip; it also brings
dramatic increases in power consumption
and power density. If current trends
continue, yvou would have a device with
425 million transistars in 2005 and a
processor with 1.2 billion transistors by
2010, said Pat Gelsinger, Intel's vice
president and chief technology officer,
You'd also have a heat generator with
the intensity of a nuclear reactaor, he

FRIMT THI=
STORY

Recent Articles
EET

Sensor nets tap
RED list for
Homeland Secu

agency
Digital camera
shiprments up 10
in November

Boston to host
UWEB compatibil




Server Reliability Goals

MTBF = Mean Time Between Failures

Taken from Bossen, IRPS 2002




Causes of System Failures ?



Hardware failures
BIOS
Processor 104

17% Memory

30%

General
26%

Disk
26%

3rd party driver crashes

Others
209%

Firewall
4%
Modem 9%

Audio 9% Anti-Virus
CD-Burrﬁng 13%
10%

Display
35%




Windows XP Failures: Observations

BUT, progressively harder in sub-65nm






Server Faillures: Observations



Why Worry About Hardware
Reliability?



Process variation: Power &
Performance Impact

max
typ
min



Bathtub Curve

Marginal parts due to Transistor degradation (e.g., PMOS

defects, e.qg., threshold voltage shift),
electromigration, oxide breakdown,
Mitigated by conservative design
(overdesign) to avoid failures

Mitigated by Burn-in during intended product lifetime
Infant Normal lifetime
Mortality R

e.g., soft errors in _
memories mitigated Period
by Error Correcting

Codes



(Scary?) Bathtub: Future Technologies

Advanced
technologies:
Increasing wearout

Advanced
technologies: burn-
In out of steam ?

failures
>
Advanced N
technologies:
Increasing transient
errors
Infant mortality ~ Normal lifetime Wearout

EXxciting opportunities for new system design
techniques to cope with failures




Related EE392U Seminars



How to Build Robust Systems ?
Avoidance

Correct by Construction Simply Not sufficient
Several challenges in future




How to Build Robust Systems?
Tolerance

Classical fault-tolerance very expensive
Classical fault-tolerance inadequate




Fault-Tolerant Computing



Spare/
Degrade

Recover

Detect &
|solate

System Design Technology



Related EE392U Seminars



Robust Systems as Research Area
— CRA Recommendations



Importance Iin Revolutionary
Nanotechnology



Broad Research Directions: Looking
for Interested Students
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Broad Research Directions: Looking
for Interested Students



